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1. BBepeHue

B HacToswem gokymeHTte paspabotaHa noagcuctema obecneveHnsa nHpopMaLMOHHOM
b6esonacHoctn (danee — T1OMB) npu MoAaepHu3aumm cuUcTeMbl  BUBPOKOHTPONS
obopynoBaHusa MpkyTckon ruagpoanektpoctaHuum (danee — UT3C).

Mo peweHnto cyGbeKkTa KPUTUYECKOM MHOPMaLNOHHON MHpacTpykTypbl (Janee —
KUN) — pykoBoactBa MITOC B AOKyMeHTauuu OeTanusupyroTca Ans  nocneayrowen
peanusauMm MMHUManbHO AOCTaTOYHbIE Mepbl 3aliMTbl MoAepHuU3Mpyemon Cuctemsl Ans
obecneveHnsa nHpopMaunoHHon B6e3onacHocTn 3 KaTeropumn 3HaunmMocTn obbekta KUN.

[oKyMeHT npeaHasHayeH ANA nepcoHana, peanua3ylolwero OpraHn3aunoHHbIE W
TEXHUYECKME MEponpusATUsl, BbIMONIHEHWE KOTOPbIX Heobxoaumo pAans  obecneyeHus
6e3onacHOCTM MHM(OPMALMOHHBIX PECYPCOB U KOMMOHEHTOB MOLEPHU3NPYEMOW CUCTEMBI
BMBpokoHTponsa o6opyaosaHma UIM3C.

PeweHna B gaHHON OOKYMEHTaUUW MPUHATbI B COOTBETCTBUM C AEWCTBYIOLWMMU Ha
Tepputopun  Poccuinckon  defepaumm  3aKOHOAATENLCTBOM,  MEXAYHapOAHbIMU U
HaUMOHanbHbIMK CTaHA4apTaMu, HOPMaTMBHbIMKU U MeTOoAMYeckMMU OokymeHTamn PCTOK
Poccuu, B o6nactu nHdopmaumoHHomn 6e30nacHOCTU, B YaCTHOCTH:

1. depnepanbHbii 3akoH OT 27 wutona 2006 r. Ne 149-d3 «0O6 wHdopmaumn,
NHAPOPMALMOHHBIX TEXHOMOMMAX U 0 3awmTte nHpopmaumny (peq. ot 02.07.2021 r.);

2. depnepanbHbIn 3akoH oT 07 utonga 2003 r. Ne 126-d3 «O csasuny (c nam. n gon.,
BcTyn. B cuny ¢ 01.05.2022 r.);

3. depepanbHbin 3akoH OT 28 gekabpsa 2010 r. Ne 390-903 «O 6e3onacHOCTU»
(peq. ot 05.10.2015 1.);

4, depepanbHoro 3akoHa oT 26.07.2017 Ne 187-03 «O ©GesonacHocTH
KpuTndeckon nHdopmaLmMoHHOM NHpacTpyKTypbl Poccuiickon degepaummy»;

5. ®epepanbHbin 3akoH oT 30 pgekabpa 2009 r. Ne 384-d3 «TexHuyeckun
pernameHT o 6e30nacHOCTM 34aHumn n coopyxenunn» (pea. ot 02.07.2013r.);

6. [okTpuHa wmHopmaumoHHon  BesonacHoctn  Poccunckon  depepauun,
yTBepxxaeHHas Ykasom lNpeasungeHta PP ot 5 gekabpsa 2016 r. Ne 646;

7. Yka3s Npe3sungeHta PO ot 30 mapta 2022 r. Ne 166 «O mepax no obecneveHunto
TEXHOMOrMYeCcKkon He3aBUCUMOCTM U 6e30MacHOCTU  KPUTUYECKOM  MHEOPMAaLMOHHON
NHAPaCTPYKTYPbI»;

8. Yka3 Npe3ngeHta PO o1 01 masa 2022 r. Ne 250 «O gononHUTenbHbIX Mepax no
obecne4vennto MHGPopmaunoHHon 6e3onacHocTn Poccuiickon depepauumy;

9. ISO/IEC 11801 «WHPopmaumoHHble TexHonorun. CTpyKTypupoBaHHas

kabenbHasa cuctema ans noMeLleHUin 3aKkasymnKkos;
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10. EN 50173 «WHdopmaumnoHHble TexHonormu. CTpyKTypupoBaHHas kabenbHas
cucTtema;

11. EIA/TIA-568A «CtaHpapTt TeNIEKOMMYHUKaLUUOHHON MHAPACTPYKTYpPBI
KOMMEPYECKMX 3O0aHNNY;

12. TOCT 34.003-90 «MHpopmaumnoHHaa TexHornorus. Komnnekc ctaHgapToB Ha
aBTOMaTU3NPOBaHHbIE  CUCTEMbI.  ABTOMATU3MPOBAHHbIE  CUCTEMbl.  TE€PMUHbI U
onpeaeneHnsay;

13. TOCT P 51583-2014 «3awuta wuHGopmauuun. [lopsagok  co3gaHus
aBTOMATU3NPOBAHHbIX CUCTEM B 3aLLMLLEHHOM UCNONHEHUN. OBLIME NONOXKEHNA;

14. TOCT P 51624-2000 «3awwuTta nHdopmauun. ABTOMaTM3NPOBaHHbIE CUCTEMbI
B 3aLUMLLEHHOM UCMONHEHUNY;

15. TOCT P 51275-2006 «3awmta wuHdopmaummn. OO6bEKT uHGPOopMaTM3aLmu.
dakTopbl, BO34eNCTBYOWME HA MHopMaLmio. OBLLme NoNoXeHNa»;

16. TOCT P 50739-95 «CpeactBa BbIMUCIUTENbHOW TEXHUKW. 3awmuTta oT
HeCaHKUMOHNPOBAHHOIO JocTyna K nHopmaumm. Obuime TexHmyeckue TpeboBaHnay;

17. TMpukasz ®CTIK Poccum ot 25.12.2017 1. Ne 239 (pea. ot 20.02.2020r.) «O6
yTBepxaeHun TpeboBaHun no obecnevyeHnio 6Ge30nNacHOCTM  3HAYMMbIX  OOBHEKTOB
KpuTndeckon nHdpopmaLmMoHHON NHpacTpyKTypbl Poccuiickon degepaummy»;

18. WNHdpopmaumoHHoe coobuieHne PCTIK Poccum ot 24.03.2022 Ne 240/22/1549

«O mepax no NOBbILLEHUIO 3ALUNLLEHHOCTM MHOPMALMOHHON MHAPACTPYKTYPbI».
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2. Mepe4veHb NPUHATBLIX COKpaLLEeHUN
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AHTMBMPYCHOW NporpaMmmHoe obecneveHve
AnnapaTHO-NporpamMMHbIA KOMMSIEKC WG poBaHMA
ABTOMaTM3MpPOBaHHOE paboyee MecTo

AKTUBHOE ceTeBoe 0bopyaoBaHme

ABTOMaTM3NpOBaHHasA cucTema ynpaBieHUs1 TEXHOMNOMMYEeCKUM NpoLeCccoMm
JlokanbHasg BblYMCUTENBbHANA CETb

Komnnekc TeXHMYeCcKnx cpeacTs

CpeacTtBo BbIYMCIIUTENBHOM TEXHUKM

3anacHble YacTu, MHCTPYMEHTbI U NPUCNOCObNeHns
MHdopmaunoHHasa 6e3onacHoOCTb

NcTouHnk 6ecnepebonHoro nuTaHms

MicnonHUTenbHbIN MeXaHU3M

MpKyTcKas ruapoanekTpocTaHums

OnepaunoHHada cuctema

MporpammHoe obecneveHne

KoHTponupyemas 30Ha
KoHTpOnbHO-n3MeputenbHble Npnbopb
KpunTtorpadunyeckun Lwintos
HecaHKUMoHMpOBaHHbIM JOCTYN

MexceTeBon akpaH

CpeacTtBo BbIYMCITUTENBHOM TEXHUKM

CpeacTso 3awmTbl UHopMauum

Cuctema 3awmtbl MHGOpPMaL MM
[MporpamMmMmunpyemMblin IOrMYECKUIA KOHTpOSSep
Moacuctema obecneyeHnsa MHPOPMaLMOHHOM Be3onacHOCTH
[MporpamMMHoO-TEXHUYECKME CpeacTBa
[MporpaMMHO-TEXHNYECKNI KOMMSIEKC

[Mporpamma ynpasneHus

Mporpamma ynpaBfeHus LEeHTPOM YMpaBneHUsi CeTblo Kpuntorpaduyeckmx
LUSTHO308B

Cuctema aBTOMaTUYECKOrO YrpaBreHns

CeTb nepegayv gaHHbIX

Yrpo3a 6e3onacHOCTU MHOPMaLUKM ABISETCH akTyarbHON
LleHTp ynpaBneHna ceTbio KpunTorpagouyeckmx Lo30B
YenoBeko-MaLLUNHHbIN UHTEpPdENC

OKCTPEHHbIN OCTaHOB

Virtual Private Network
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3. 3apaum no obecnevyeHNo MH(POPMaLIMOHHON 6e30NacHOCTU NPOEKTUPYEMOro
o6bekTa

3awmta umHoOpMauMM  SABNSAETCS COCTaBHOM 4acTbio paboT no cosgaHuio,
MoAepHuM3aumm n obecneyveHnio pyHkUmnoHnpoaHms nodon ACY n obecneunBaeTca Ha BCex
CTagmsiX WX >XM3HEHHOro uukna. B cooTBeTcTBUM C OENCTBYHOLMMUM  HOPMATUBHbIMU
nonoxxeHnamm TpeboBaHus No obecneyeHnto nHpopmaumoHHon 6esonacHocTn ACY, ToO ecTb
K noacucteme 3awmtbl MHdopmauum ACY onpegenstoTca B 3aBUCMMOCTM OT Knacca WX
3aLULLEHHOCTN N aKTyanbHbIX Yrpo3 6e30nacHOCTN MHopmaumn.

Peanuayemble opraHM3auMOHHbIE U TEXHUYECKME Mepbl B nogcucteme obecneveHus
MHopMayOHHON ©e3onacHocTH MOEPHN3NPYEMOWN CUCTeMbI BUOPOKOHTpONSA
obopynoBaHus SC gormkHbl pewaTb cregylowme 3agadu:

1) obecneunBatb [OCTYNHOCTb oObpabaTbiBaemMon B aBTOMATU3MPOBAHHbLIX
cucTemMax ynpasneHus uHdopMaumm  (UCKNoYeHMe HenpaBOMEpPHOro 6GrokupoBaHuMs
WHopMauuKn), ee  LEeNIOCTHOCTb  (UCKMOYEHWE  HEMPaBOMEPHOIO  YHUYTOXEHUS,
MoanduumpoBaHmsa MHpopmaummn), a Takke, npu HeobXoaAMMOCTWN, KOHPUAEHUMANbHOCTb
(ucknoyeHMe  HenpaBOMEPHOro  OOCTyna,  KOMMPOBaHWUA,  NpefoCTaBfeHus  UNnn
pacnpocTpaHeHust uHopmaLumm);

2) COOTHOCUTCA C MepaMu MO MPOMbILLMIEHHON, (PYHKLMOHANBHON, (PU3nYeckon,
NoXXapHOW, 9KONTIOrM4YEeCKon, pagnaumoHHoON 6e30nacHOCTH, MHbIMKM MepaMm No obecnevyeHno
B6esonacHocTn moaepHunanpyemon Cuctemsi;

3) He oOKasblBaTb OTPMLATENbHOIMO BIIUAHUA Ha pPeXuM (QYHKLUMOHMPOBAHNSA
ob6bekTa B MPOEKTHbIX pexumax ero pabotbl, a npoektupyemble Cp3/ He [OMKHbI
OKa3blBaTb HEFATUBHOIO BINSAHNSA HA TEXHONOrMYEeCKMe NpoLecchbl.

PeweHne no obecneyeHnto MHMpOPMaLMOHHON Ge30MacHOCTM B MOAEPHU3MPYEMOW
Cucteme nposoaunTcs:

1) B NOSTHOM COOTBETCTBMM C HOPMATMBHO-MPaBOBLIMU aKkTaMuU U METOANYECKUMU
AOKyMeHTaMu B obnacTtu 3awmTbl MHOpPMaLuK, yCTaHaBNMBaLWMMKN NOPSLOK pa3paboTky,
BHeOpEHMs U aKcnnyaTaumMm CUCTeM 3aluTbl, a Takke npegbasnsawwum TpeboBaHnsa K
obecneyveHnto 6e3onacHOCTM TexHonornyecknx npoueccos B ACY;

2) C YYeTOM WCMONb3yeMbIX TEXHOMOMMA WU  CTPYKTYPHO-GYHKLNOHASbHbIX
XapakTepUCTUK  aBTOMATM3MPOBAHHbIX CUCTEM  YyNpaBneHust U  OCOBEeHHOCTEN  UX
YHKUMOHNPOBaHWS;

3) C NepcrnekTUBOM farnbHenLwero pa3ssuTna/MogepHu3aLmm asBToMaTusnpoBaHHbIX
CUCTEM YNpaBfieHNsa N B3aMMOAENCTBUA CO CMEXHBIMW CUCTEMAMM.

[eTanbHbI COCTaB TEXHUYECKMX U OPraHM3auMOHHbIX Mep 3alumTbl, UCMOMb3yeMbIX

npu paspaboTke NOACUCTEMbI WH(OPMaAUMOHHON 6e30NacHOCTU  MOLEPHU3NPYEMON
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Cuctembl, cornacHo TpeboBaHuam [lpukaza PCTIOK Poccum ot 25.12.2017 Ne 239,

ONpeaensTCs Ha OCHOBAHNK:
1)
2)
3)

ACY;

ACY ¢ MHbIMN MHPOPMALIMOHHBIMU CUCTEMAMMN.

4)

5)

obbekty «KomnnekcHaa cuctema ynpasnenus A gna ydyactua B ABPYM. MHB. Ne KCY

Tpebyemon kaTeropum 3awmieHHocTn obbektos KN,

aKTyarnbHbIX Yyrpo3 MHPHOPMALMOHHON 6e30MacHOCTY;

TpeboBaHMIN K Mepam K cpeacTBaM 3almTbl MHOPMaUMK, NPUMEHSIEMbIX B

TpeboBaHuM K 3awmTe MHGoOpMauum npu MHOOPMaLMOHHOM B3aMOAENCTBUN

TpeboBaHun 3agaHma Ha pa3paboTky NPOEKTHOM U paboyern JOKYMEeHTaumm no

000097931. MoagepHu3aLumst CUCTEM BUOPOKOHTPOMNAY

Nam.

Kon.yy

Nnet

Ne[lok

Moan.
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4. Obuwasn xapakrepucTuka oobekra

B agMunHucTpatmeHoM oTHoweHun O6bekT MoaepHu3aumm (paspaboTkun) — MpkyTckas
N3C HaxoguTca HenocpenCTBEHHO B YepTe 06nacTHOro ueHTpa, B r. Mpkytck B Poccuiickomn
depgepaumm C  XOpoWO  pPasBUTOM  TOPOACKOW  MHAPACTPYKTYpOW Ha Tepputopun
npuHagnexawen 3akasdunky — dunuany OOO «EBpoCUB3Hepro-I'maporeHepauunsa»
NpkyTckasa MNSC.

B reorpadguyeckom OTHOWEHUM OOBLEKT MOAEpHM3aUMM PacnofioXeH Yy BOOHOro
ob6bekTa Ha nnowagM NpPevMMyLleCTBEHHO C PaBHMHHLIM penbedoM B a3vMaTCKOM YacTu
Poccun Ha Tepputopumn BoctouHon Cubupu C pesko-KOHTUHEHTamnbHbIM KAMmatom un 1
Knaccom rugpoTtexHudecknx coopyxeHun ('TC) (4pesBblManHO BbLICOKOWM OMACHOCTK).
CelncMmn4HOCTb B panoHe pacnonoxeHus no wkane MSK-64 coctasndeT 8 6annos.

MoaepHu3npyembin 06BEKT NOSTHOCTLI0O HAXOAUTCHA BHYTPU MNOMELLEHUIN TEXHUYECKOrO
(MPOM3BOACTBEHHOrO) 34aHWs, PAcMOfIOXXEHHOrO0 Ha TEPPUTOPUM 3akasynka No nepumeTpy
KOTOPOW pacnonaralTCs MHXEHEPHO — TEXHUYECKUX CPeacTB OxpaHbl, (PYyHKUMOHMpPYeT
CKY[, curHanusaums (nepvmeTpanbHOe M 0ObeKkToBas), KPYrnocyTOMHOE U HernpepbiBHOE
BMAeoHabnogeHne, a Takke OCyLeCcTBNSeTCS HENOCPEACTBEHHAs! OXpaHa BCEN TeppuTopum
COTpyOHUKaMn  TeppuTopuanbHoro nogpasgenenna depepanbHon  cnyxObl  BOWCK
HaumoHanbHon reapaun Poccuinckon ®epepaummn — Pocreapaun B COOTBETCTBUM C

YCTAHOBJI€HHbIM pernamMmeHToM.
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5. CTpyKTypHO-(pyHKLUMOHaNbHbIE XapaKTEPUCTUKM OO beKTa obecnevyeHus

MHopMaLMOHHON 6Ge30nacHoOCTH

B uenom obbektom obecneyeHna wuHGOpPMAaLNMOHHOM ©e30nacHOCTN SBMSIETCS
MoaepHuaMpyemasa  cuctema  BUMOpOkoHTpons  obopymoBaHus  Upkytckom  OC,
PYHKUMOHUPOBAHUE KOTOPOK 3aKMo4aeTCcs B CreayoLeMm.

Ha reHepupytowmx arperatax MMFSC cmoHTMpoBaHO 9 gaTtumkoB BMbGpaumun, Kaxkabiv
M3 KOTOPbIX MO (MU3NYECKOW JIMHMM COeAMHEH C MoaynsMu 06paboTku curHanos
cneunanusmposaHHoro MJIK. Mpu noctynneHun cnyxebHon (CurHamnbHOW) MHdopMauun ot
patymkoB Bnbpaumm MJIK no 3apaHee yctaHOBNeHHOMY anroputMmy obpabaTbiBaeT €€ u no
OpraHM3oBaHHbIM C MOMOLb CPEACTB MaplpyTM3auum W KOMMyTauuMM KaHanam CBS3U
HanpaBnsieT ux Ha cepsep PC1 n cepsep PC2, paboTtatowmx B «ropsiiem pesepeey». Ha atux
cepBepax WHdopmauma akkymynumpyetca (obpabaTbiBaeTcsl) B crneuvanM3vpoOBaHHOM
npuroXeHnn un 3atem gosogutbcsd Ha APM pykoBoauTenenm u MHbIX UL, onepaTuBHO-
NPON3BOACTBEHHbIX Cnyx0. [0 MCTEYEeHU0 YCTaHOBNEHHONO BPEMEHU 3Ta WHdOopMauns
nocrtynaet gns apxvmBuMpoBaHuUs Ha cepsepa apx. 1 1M apx. 2. [lo cBOen CTpyKType,
MoAepHu3Mpyemasa cuctema BUOpoOKOHTpona obopygoBanua Wpkytckom [OC asnsaetca
NoKanbHOW CUCTEMOWN U He npejnonaraeT NPUcoeguHeHe K BHELLHMM CeTAM CBSA3U, B TOM
yucne n odLero Nonb30BaHKS.

HenocpeactBeHHbIMM 06beKTaMu 3almnTbl OT Yrpo3 MHAPOPMAaLMOHHON Be3onacHoCTH
ABMATCA MHPOPMALMOHHbIE pecypcChl (TEXHONOrMYyeckasa NHpopmaumst) MoaepHU3MPYyEMOM
CucteMbl U MX HocuTenu, a Takke BcnomoraTenbHble Cuctembl, obecneumBarolime eé
HageXxHyto 1 6e3onacHyto aKcnyaTaumio.

O6beKkTbl 3aWmThl, ANA KOTOPbIX onpefeneHbl akTyanbHble yrpo3bl b 1 mepbl MO nx

HGVITp3]‘IVI38LI,VIVI MOXHO OTHECTU K crnefyrownm rpynnam:

1. TexHonornyeckas nHgopmauus.

2. CBT (cepsepa, APM).

3. MIK.

4, CeTeBoe obopynoBaHue 1 kabenu (IMHMK) CBA3MW.

5. lMporpammHoe obecneveHune.

6. McnonHutensHoe (koHTponupytoLLee) nonesoe (nepudepuinHoe)
obopyaoBaHue.

7. Cuctembl, obecneumBatowme akcnnyataumto Cuctembl  BUBPOKOHTPONSA

(6ecnepebonHoro anekTponuTaHus, NogaepKaHmsa Knumara 1 T.n.).
Mo cywecTtBy, K 06bekTaM 3aliMTbl OTHOCAT HEMOCPEACTBEHHO WHOpMauuio, ee

HocuTenun n obecnevnBarLLMX UX (byHKLI,VIOHVIpOBaHVIe BcrnomorartesnbHble CUCTEMBI.
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Cucrema BubpokoHTponsa obopynosanHna Npkytckon MNAC no cywecTy sengetca ACY
M MOCTPOEHA MO Mepapxuyeckon TPEXYPOBHEBOW pacnpepersieHHon cucteme ¢
LeHTpanu3oBaHHbIM MYHKTOM ynpasneHuns. E€ opraHMsaumoHHO-TEXHONOrMYecKast CTpykTypa
BKMNOYaeT crnegyowmne ypoBHU ynpaBneHus:

1) BEPXHUI — OnepaTMBHO-NPON3BOACTBEHHbIX cryx6 (danee — Or1C);

2) cpegHun — cuctem aBToMaTmudeckoro ynpasneHua (danee — CAY);

3) HWKHUIA — KOHTPOSNbHO-M3MepUTEnbHbIX Npnbopos ([Janee — noneBon YpoBEHD).

B kayecTBe aKTMBHO 3awuwiaeMbliXx MHEPOPMALMOHHBIX PECYPCOB U UX HOcUTernewn
mMoaepHusmpyemon  Cuctembl  paccMaTpuBaeTca  NpeuMyLllecTBeHHO  obopyaoBaHue
BEPXHEro YpoBHS, AaHHble, obpabaTbiBaeMble Ha HeM, a TaKke TeneKOMMYHUKaLMOHHOoe
obopyaoBaHve M nuMHUMKM CBA3KW, obecnedmBalowime B3aMMOLENCTBUE MeXOy YPOBHAMMU
ynpaeneHus. 3awuta cpegHero wn  HwkHero ypoBHen Cuctembl obecneuvvBaeTcs
NPenMyLLecTBEHHO OpraHM3auuoHHLIMU  MepaMn, C Yy4Y€TOM pernbeda MEeCTHOCTH,
reorpadunyecknx n nHbix ocobeHHocten ObbekTa.

BepxHuin ypoBeHb MogepHusmpyemon CucTembl npefHasHadyeH pnns BedeHus
MOHUTOPUHIA O COCTOSIHUM 3alimaeMoro obbekta (CEeNCMOaKTUBHOCTUM) B peXuUMe
peanbHOro BpeMeHW N NpeacTaBfieHne ero pesynbTaToB onepaTMBHO-NPOU3BOACTBEHHOMY
nepcoHany, ¢YHKLUMOHMPOBAHNIO TEXHONorn4yeckon ©6asbl [aHHbIX, CO3[4aHus apxuBa
MHopMauuK, AMarHoCcTuK1, NPOrpaMMHON AMarHoCTUKN obopyaoBaHUS.

MogepHusnpyemaa Cuctema, no cytm ACY oOCyLllecTBnsieT B LITATHOM pexume
MOHUTOPUHI COCTOSIHUSA  (KOHTPOIMb) 3awuuaemMoro obbekta B aBTOMaTUYECKOM UM B
aBTOMaTU3NPOBAHHOM (NO CyTW, B AUCTAHLUMOHHOM pexmme C y4yacTMem ornepaTuBHOro
nepcoHana) pexumax B COOTBETCTBMM C anroputmamu. B cnyyae BO3HWKHOBEHUS KaKOW-
nnbo HewTaTHOM cuTyaumm Ha obbekTe (CEMCMOAKTMBHOCTU U T.M.) hOpMUPYETCA CurHan
Ansa nepesoda 'A B aBapuiHble peXUMbI UM OCTaHOBA.

AnnapaTtHasa peanu3aumsa BepxHero yposHs ynpasrieHus (OlNC) BkniovaeT B cebs
cnefywouwmne cpeactesa, obbeauHeHHble B He usonuposaHHou JIBC cencMOKOHTpons wu
obecrneynBarLlLmMe peanusaumilo YenoBeKO-MalUMHHOIMO WHTepdbenca ansa onepaTmMBHOMO U
ynpasnsaooLero nepcoHana:

1) 8-m APM onepaTtMBHO-OMCNETYEPCKOrO UM ynpaBrslowero nepcoHana:
AMpeKTopa, rMNaBHOrO MHXeHepa, HavanbHuka O3LU, cneumnanucta CP3uWA, cneumanucta
MIA 'y, cneunanucta A3M 'Y, 2-a APM cneunanucta HCC I'LLY;

2) cepBepbl PC1 n PC2;

3) cepBepbl apxuBa 1 1 2.

Ha atom ypoBHe ocyuiectBnsieTca cbop, obpaboTka, apxusmpoBaHne n otobpaxkeHue

BCEX KOHTPONMUPYEMbIX MNapamMeTpoB, MOCTyMNalwLWUX CO CPeAHero YpoBHS — OT CUCTEM
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aBTOMaTU4eCKOro ynpasreHusi. Ha aTom ypoBHe u BGyayT cocpefoToveHbl MakCMMarnbHble
Mepbl 3amTbl UHGOopmauun ot yrpos Ub.

CepBepbl  CMOHTMpPOBaHbl B MPOMBbILWSIEHHOM, 3anuparowemcss wkady ¢
CUrHanusaumen OT HeCaHKUMOHWPOBAHHOIO OTKpbITUA AOBepen, a komnnektol APM
nonb3oBaTenen pasMeLLalTCa HemnocpeacTBEHHO Ha paboymx MecTax ynpaBnsalooLwero u
onepaTMBHO-OMCNETHYEPCKOro nepcoHana.

CpegHnn ypoBeHb — CAY 3awmuwaemon CuUCTEMbI, SBASIOWNACA MNOAYUHEHHBIM K
OMNC wn obGecneunBaeT nonyyeHne uHPoOpMaumm OT nonesoro obopyagoBaHuda, ee
anroputMmmyeckyto obpabotky un nepepady uHdopmaumm Ha OlNC. Peanusyetca aTtoT
ypoBEHb Ha 0ase camMocToATeNbHOro rokanbHoro (o6vektoBoro) CAY Ha ocHose MK c
MoAynsMu BBOAA/BbIBOAA, BbIYUCAUTENEN, BbIMNONHAWNMX dYHKUMM Ornoka obpaboTku
UHpopmauun. ITOT ypoBEHb (PYHKUMOHMPYET B aBTOMAaTUYECKOM pexume paboTbl no
3adaHHbIM anroputmamMm 6e3 BMellaTenbLCTBa ONepaTMBHO-OUCNETYEPCKOro MepcoHana B
npouecc ynpasneHus odbopygoBaHeM.

O6opynoBaHne cpefHero YypoOBHS pacrnonaraetca B 3anupaeMom Lwkady B
KOHTpOnMpyemMoM (3akpbiBaemom) annapaTtHom nomellieHmmn UF3C n BkntovaeT B cebs: MJIK
C MogynaMu BBOAA-BbIBOAA, BblYMCNUTENM, ceTeBoe obopyaoBaHue, Cuctembl (MCTOYHUKM)
rapaHTMPOBAHHOIO ANEKTPONUTAHNSA N MUKPOKIIMMaTa.

HWKHUIN nnu noneeon ypoBeHb MO CyWEecTBY npeacTaBnseT cobon pasmellaemble
HenocpeacTBEHHO Ha TexHorornyeckom obopyaoBaHun (OCHOBHbIX arperatoB) UIMSC
KOHTPOJTbHO-U3MEpPUTENbHbIE NPUOOPbLI — AATYNKN BUOpaLUK, COEANHEHHBIE MO PU3NYECKUM
nHnAM ¢ ypoBHem CAY 1 oyHKUMOHUPYIOLLNE B OCHOBHOM B (DM3MYECKM HEAOCTYMHOM AJS

HapyLINTENS pexume.
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6. MuHuMManbHble TpeboBaHUA No ob6ecnevyeHNo 6e3onacHOCTU MHdopmauum

PykoBoacTtBysicb MHGOPMaLMOHHLIM NMUCbMOM 3akasddmka ot 12.10.2022 Ne Bx-22-
0592 (npunoxeHne 1) npu opmMmpoBaHN MUHUManbHbIX TpeboBaHun No obecneveHnto b
crnegyeT UCXOAnUTb, YTO MOOEpPHU3NpyemMasi B HacTosilwem npoekte Cuctema BUGPOKOHTPONSA
He siBnsieTcsa 3HauyMmbiM 06bektom KWW, ogHako B cootBeTcTBUM € N. 3 npukasza PCTIK
Poccun ot 25.12.2017 Ne 239 «O6 yrtBepxgeHun TpeboBaHun no obecneyvyeHuto
©e30MacHOCTN 3Ha4YMMbIX OOBLEKTOB KPUTMYECKOW WHM(OPMAaLUMOHHON WHMPaCTPYKTYpbI
Poccuiickon ®epepaumm» yCcTaHaBNMBAETCs, YTO MO peELUEeHU0 cybbekTa KpUTUYECKOM
MHOPMaLNOHHON WHMPaCTPYKTypbl Hactoswue TpeboBaHMA MOryT NPUMEHATbCA Ans
obecnevyeHnsa 6e30nacHOCTM OOBLEKTOB KPUTUYECKOW MHM(OPMALMOHHON WHMPACTPYKTYPHbI,
He OTHECEHHbIX K 3Ha4YMMbIM OObeKkTaMm, YTO U criegyeT mn3 n. 7.4. 3agaHusa Ha paspaboTky
NPOeKTHOM n paboyen AokymeHTauumn no obbekTy: «KomnnekcHas cuctema ynpasneHus A
ansa ydactua 8 ABPYUM. MHB. Ne KCY000097931. MogepHusauusa cuctem BUOPOKOHTPONSAY.

Takum obpasom, NpuMeHsieMbii B MogepHusnpyemon Cucteme Habop mep LOMmKeH
ObITb MMHUManNbHO JOCTaTOYHbIM Ansa obecnevyeHus 6e3onacHOCTU 3Ha4YMmoro oovekta KN
3 (TpeTben) kateropum, xoTs ykasaHHaa Cuctema, a no cyuwectsy ACY obbekTta, He
ABNseTCA 3Ha4YMMbIM o6bekTom K.

Bbibop mep obecneveHnsa 6esonacHOCTU MHOPMaLMM MOLEPHM3MPYEMOro obbekTa
KWW ona ux peanusauum BKNOYaeT cregyowme atanbl:

1) onpegeneHne 6asoBoro Habopa mMep obecnedyeHuss  ©e3onacHoOCTU
MHOpMauun Ong ycTaHOBNEHHOW (onpeaenéHHon) KaTeropmm 3Ha4MmMoCcTu B COOTBETCTBUN
¢ MpunoxeHnem k npukady PCTIK Poccum ot 25.12.2017 Ne 239;

2) agantaumio 6aszoBoro Habopa mep obecneveHus GesonacHOCTU MHGopMaumn
NPUMEHNTESBHO K KaXXOOMY YPOBHIO aBTOMaTM3MPOBAHHOW CUCTEMbI YNpaBneHus:;

3) YyTOMHEHWE aganTupoBaHHOro 6GasoBoro Habopa wmep obecneyeHus
6e30nacHOCTM MHOPMALMK C y4ETOM He BbliOpaHHbIX paHee Mep;

4) OOMNOSIHEHME  YTOYHEHHOro aganTupoBaHHoOro ©asoBoro Habopa wmep
obecnevyeHna 6GesonacHoCcTM uHGOpPMaLMM Mepamn, obecneymBalOLMMN  BbINOSTHEHME
TpeboBaHun k obecneveHmto 6e30nacHOCTU WMHOPMaUUKN, YCTAaHOBIIEHHBIMU  MHbIMUI
HOPMaTUBHLIMU MPaBOBbLIMW akTaMu, JOKanbHbLIMW MPAaBOBbLIMM aKTamMu, HaUWOHAanbHbIMU
ctaHgaptamn, crtaHgaptom u  [llonutukon KomnaHum B obrnactm  MHGOPMaLUOHHON
B©esonacHocTn.

TpeboBaHnss 3akasumka COCTOAT B MWHMMAnbHO AOCTAaTOMHOM Habope mep Aans
obecneyveHunsa 6esonacHocTn nHdopmaumm obbvekta KW 3 kateropun 3HaummocTu.

OpHako, ¢ y4yétom TpeboBaHunM 3agaHma Ha pas3paboTky NpoekTHoM n paboyen

OOKyMeHTaunnm no O6beKTy B3aMMOOENCTBNE TEXHOSIOMMYECKMX CeTeM C BHELWHUMU
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BblAEMNEHHbIMU CETAMW OOSMKHO OblTb OpraHM3oBaHO Yepe3 MEXCETEBOM 3KpaH C
opraHusaunen DMZ-30H, a B3anmMogencTBuMe Mexagy CceTaMU U CerMeHTamm BHYTpU
TEXHOMOMMYEeCKMX ceTel [OOIMKHO OCYLLeCTBMATbCA WCKNIOYUTENBbHO 4Yepes dusndeckme
MHTEepdENCbl, OpraHN3oBaHHblIE Ha MeXceTeBOM 3KkpaHe. K ToMy e cermMeHTupoBaHue
AOIMKHO ObITb NPOBEAEHO TaknMm o6pa3oM, YTOOblI UCKMOYNTL BO3MOXHOCTb JOCTYNa Mexay
cermMeHTamm B 06xo[ MexceTeBOro akpaHa.

Bmecte ¢ T1em, 6asoBbiMM npuHuUMnamm  obecneyeHms  MHGOPMaLMOHHON
6e3onacHOCTM B aBTOMATU3NPOBaHHbIX CUCTEMAxX YynpaBfeHus, B TOM 4Yucne u B
MoaepHusmpyemon Cucteme SBNAOTCS:

1) otaeneHue TexHonormyecknx ceten ACY ot kopnopatusHou JIBC, BHeWwHMx
ceTen, a Takke OT ceTen obLiero nNonb3oBaHMs Ha PU3MYECKOM UM CETEBOM (NOrMYECKOM)
YPOBHSIX;

2) NPUMEHEHNE MEXCETEBbLIX 3KPaHOB B TOYKAX COMPSPKEHUS MPOMbILLSIEHHOM
CeTU CO CMEXHbIMU W BHELHWUMM CETAMU, a Takke Ha rpaHuuax pasHOPOOHbIX ceTen
(npoBOAHbIE N BECNPOBOAHbIE);

3) noeHtudukaumna (punstpaums) no MAC-agpecam Ha nopTax (MHTepdencax)
aKTUMBHOro ceTeBoro obopyaoBaHus;

4) OTKIMOYEHME HeUcnonb3yembliX WHTepdencos (nopTtoB) BBoAa/BbiBOga C
NPMMEHEHNEM MEXAHU3MOB, BCTPOEHHbLIX B onepaunoHHble cuctembl APM u cepBepos, a
TaKxke onevaTtblBaHWe HEMCMNOMNb3YeMbIX B MpoLecce 3KcnnyaTauumn MHTepgencos;

5) MaKcMMarsnbHoe orpaHu4yeHme or3n4eckoro AocTyny cyObekToB K CETSM U UHbIM
komrnoHeHTam ACY, ynpasneHue Joctynom K pusndeckum pecypcam J1IBC, APM n cepsepam
nocpeacTBOM CUCTEMbl KOHTPONS 1 ynpasnenus goctynom (CKY[), a Takke npuMeHeHnem
Ha obbekTe cuctem 6e3onacHOCTU (OXpaHHasi curHanusauus, BUAeoHabnoaeHne, oxpaHHble
nogpasgeneHvs u T.n.);

6) opraHusauus  ynpaBneHus  y4eTHbIMW  3anucamMuM  Monb3oBaTenem mu
NCNosib30BaHWE CTPOron NaposibHOW NOMNUTUKM;

7) KOHTpPONb NapaMeTpoB ceTeBOro obopydoBaHUA M npasBuna unbTpaumm
Tpaduka Ha MeXceTeBbIX IKpaHax;

8) 3awmTa NPUBUNErMPOBaHHbLIX  YYETHbIX  3anucemn (agMuHucTpaTOopa
©e30nacHOCTN, CUCTEMHOIO agMUHUCTpaTopa);

9) MUHUMU3aLMS NPUBUNETNIA NONb3oBaTeNnen n cryxo;

10) umcnonb3oBaHWE akTyanbHOro aHTUBMPYCHOIO NPOrPaMMHOro obecneyeHuns;

11) peryndapHoe  OGHOBRMEHME  CUCTEMHOrO,  MPUKMIA4HOrO,  CneumarnbHOro
nporpamMmmHoro obecrneveHnsi, 6esonacHoOCTV onepaLmMoHHON CUCTEMBI;

12) npoknagka nMHUM cBs3u cnocobom, 3atpygHsaowmm HCL;
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obcnyxuBalwLero nepcoHana B COOTBETCTBUM C TpeboBaHMsMU

13)

OTBETCTBEHHDbIX,

dopmupoBaHue

pasgeneHve

LTaTHOro

pacnncaHuA N OOJMKHOCTHbIX

NOSTHOMOYMN, UCKITIO4eHne BO3MOXXHOCTU

€OMHONTMYHOTO peLLeHus, BNUsIoLLEro Ha 6e30nacHoCTb);
14)

koMnoHeHTaM CucTeMbl, NPOBeAEHNE NHCTPYKTaXEN, 00yYeHW;

WMHCTPYKUUI
MBb (HasHa4yeHne

NMPUHATUA

aoBeaeHne nHgopmaumm no obecnevenmtio b no nepcoHana, gonyweHHoro K

Nam.
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7. UtoroBbIn cocTaB mep no obecnevyeHnto 6esonacHocTu nHdopmauyum

B xoge aHanmM3a  HOPMAaTMBHO-TEXHWYECKMX  [OOKYMEHTOB,  OMNpPeAenstoLmx
dyHKUMoHnpoBaHue ACY, Obino onpeaeneHo, 4Yto BbINOfHEHME TpeboBaHuM B obnacTtu
3aLWMTbl TEXHOJIOrMYECKNX NPOLLECCOB ABMSAETCH NMPUOPUTETHBLIM U NMOJSTHOCTBLIO NEpeKpbIBaeT
TpeboBaHUA, YCTaAHOBMEHHbIE WHbIMA HOPMATMBHBIMW MPaBOBbIMM akTamMum B obnactu

3awmnTbl uHpopmaumn. COOTBETCTBEHHO, [AOMOSIHEHWE YTOYHEHHOro aganTUPOBAHHOMO
6asoBoro Habopa mep no obecneyveHmto 6esonacHOCTU MHGOpMaLmmn He TpebyeTca.

OpHako, ¢ Y4ETOM U3MEHEHUN HOPMAaTUBHOIO perynmupoBaHns, BHECEHHbIX NpuUKasamm
®CTIK Poccum o1 09.08.2018 Ne 138, oT 26.19.2019 Ne 60 n ot 20.02.2020 Ne 35 B npuka3s
OCTIK Poccuum ot 25.12.2017 Ne 239, ana ACY npoeKkTnpyemoro o6bekTa UTOroBbI COCTaB

Mep no obecnedyeHuto GesonacHOCTM WHoOpMaUMK, BKMYasi OpraHM3auWoHHbIe

MepOonpuUaTUs, peanuayemMblii B NPOrpaMMHbIX, annapaTHbIX U OpraHn3aLMOHHbIX CPeaCcTBax

npeacraeneH B Tabnuvue 2.

Tabnuua 2 - torosbii coctas Mep no obecneveHmto 6e3o0nacHOCTN nHopmMaumnm

Hentpanu
Mepsb! no
3aum4
O603Ha gGecnequmo Peanusyemble TeXHUYeCKNMHN Peanusyemsble VEN
GeHme €30MacHOCTH cpeacTBaMu 3alnTbI OpraHM3aunoOHHbIM (https://bd
nHopmauum B nHopmaunmn N MepPoONpPUATUSMU
u.fstec.ruft]
ACY
hreat)
NMAD I. WpeHTuduKauma n ayteHTucpukaums
MNonutukn 6,8,13,30,
nHopmaumnoHHon | 74,86,100,
Ge3onacHocTn 123,131,1
KomnaHun. 52,168,21
PernamenTauus PernameHt 1
npasun n npegocTaBneHns
NAD.0 npoueanyp gocryna.
naeHTndukaumn un KoHTposb
ayTeHTudunKaumm BbIMNOJTHEHNSA BCEX
TpeboBaHun UMb
oTAenom
©e3onacHocTK
g KomnaHum
@ NoeHTudukaumns um . 6,8,13,30,
z Bbinonxexune TpeboBaHuit
: ayTeHTU KAV ocTuraeTcd BbIMOJIHEHNEM 98,100,13
2 NAD.1 nonb3osateneii u |~ N KoHTponb 1,152,168,
o cneayrowmnx MeponpusaTumn:
m VHULIMMPYEMbIX — NOUMEHEHNE BCTDOSHHBIX B BbINONTHEHUSA 211
VM IPOLIECCOB KOIVFI)I'IOHeHTbI 3ap nuiaemon ynpasneHna
© NpoeHTudmkaumsa u M y4yeTHbIMU 8,30,98,13
= CUCTEMBI WHCTPYMEHTOB
i NAD.2 ayTeHTudukauuns ayTeHTUdUKALMM  (CpeacTea 3anncammn n Beex | 1,212
= YCTPOUCTB y 4 bea TpeboBanun UMb
= onepaumMoHHOM CUCTEMbI U
! YnpasneHune NPUKNAaHbIE cpencTea oTAenom 30,131,21
C NAD.3 noeHTndmkaropam i ©e3onacHocTH 2
ayteHTudukauum MO);
v — KOH(purypuposarHne JIBC c Komnaruy
= WAG4 | YNPasnenne 4yeTom ’ CerMeHTMpOBaHNS 8,30,74,86
g | cpepcTeamm y P 1100,12,3,
2 Jlnct
. N37.2021.01-1B6.M2 y
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ayTeHTudunkauum ceTen; 131,152,2
—NpUMEHeHne 04
VineHTudbmKaums: n OOMNOJIHUTENbHbIX 8,30,98,13
ayTeHTU(DMKALMS (HaknagHbIX) 1,152
NAD.5 cneunannuanpoBaHHbIX
BHELLHIX o WHCTPYMEHTOB, BXOOALWNX B
nofb3oBarenien ’
coctaB Cp3W.
3awmTa 8,30,74,86
ayTEHTUUKALMOH | ncnonb3oBaHne 6e3onacHbIX 10012.3,
NAD.7 - npoTokosnioB odbmeHa (https, ssh
HOM MHdOpPMaLNK 131,152,2
npu nepegade “np.) 04
yna .  YnpaBneHue 4OCTYNom
BbinonHenne 6,7,12,15,
MNonutukn 18,23,24,2
MHgopmaunoHHon | 8,31,63,67
BGe3onacHocTn ,68,69,86,
PernameHTaLms KomnaHun. 88,89,90,9|
npasun " PernameHt f?lllg?lllélll
npeaocTaBrieHns , ,
Yha.o MPOLeAYp gocTtyna. 22,129,17
ﬁgﬁf;gg;”” KoHTpornb 0,187,198,
BbiNonHeHnsa Bcex | 204,211,2
TpeboBaHun UMb 13
oTAenom
©e3onacHocTK
KomnaHumn
YnpasneHue 6,7,28,31,
YMA.1 y4YeTHbIMU 63
3anucamu
nonb3oBarenemn
BbinonHeHne TpeboBaHui 6,7,15,18,
JocturaeTtcsi BbIMOSTHEHUEM 23,28,31,6
Peanusauus cneayoLwmnx MeponpuaTun: 3,67,88,89|
yNa.2 mMoaenu — TMpPUMeHeHNe BCTPOEHHbLIX B ,107,116,1
' ynpasneHus KOMMOHEHTbI 3awmaemon 22,129,16
OOCTYNnom CUCTEMDI WHCTPYMEHTOB 7,170,187,
ayTeHTUdUKauum  (cpeacrea KoHTponb 198,204,2
onepauuoHHON CUCTEMbI U ynpasneHus 13
Paanenetue npuknagHbie cpencTsea y4YyeTHbIMU 6,7,14,18,
HONHOMOYMI ayTeHTudpukauyum MO); 3anmcamm 23,24,28,3
9 yra.4 (ponei) — OpraHusauus noacucTembl oTAEenom 1,63,68,90]
5 HONb30BATENEI yrnpasrieHus YyYETHbIMU HesonacHocTK ,107,112,1
S 3anucsaMm  C  NPUMEHEHNEM KomnaHun 70,211
% JONOSTHUTENbHbIX 6,7,12,14,
R cneunannanpoBaHHbIX 15,16,18,2
WHCTPYMEHTOB, BXOOALMUX B 3,24,28,31
o Ha3nauyeHnune coctaB Cp3W (HanoxeHHbIX); ,63,67,68,
= MWHMMAIbHO — KoHdwurypuposaHue JIBC c 69,86,88,8|
g yra.s HeobXoanUMbIX y4eTOM CerMmeHTUPOBaHUS. 9,90,107,1
c npas " 11,112,11
2 npusunerni 3,116,121,
122,124,1
. 27,143,15
% 2,167,178,
C
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183,185,1

87,188,19
8,211,212,
213
OrpaHunyerune 7,8,14,15,
HeycneLUuHbIX 63,88,187,
nonbiTOK gocTtyna 198,212
yra.e B
NHOPMALNOHHYHO
(aBTOMaTM3MpOBaH
HYI0) CUCTEMY
BrnokupoBaHue 8,16,24,28
ceaHca  pgocTtyna ,63,88,113
YNA.10 nonb3oBaTtensa npu ,187,198,2
HEeaKTUBHOCTH 12
YnpasneHue 18,28,63,1
JEencTBmAMM 70,185,18
YMNAo.11 | nonb3oBatenen oo 7,198
naeHTndukaummn un
ayTeHTudmnkaumnm
Peannsauusa
Mepa uckntodeHa.
ynao.13 SaLLVMLLEHHOTO Mpn akcnnyataummn 3awmnwaeMon cMctemMbl yaanéHHbIn K HEW
yAaneHHoro OOCTyn He npeanonaraeTcs, Tak Kak cuctemMa rnokasbHas.
gocrtyna
— MPUMEHEHUEe BCTPOEHHbIX B 6,8,15,16,
KOMMOHEHTbI 3aluaemon 18,28,34,6
cUcTembl WHCTPYMEHTOB 9,98,104,1
ayTeHTUduKaumm  (cpeacrea 07,113,14
ornepaumMoHHOM CUCTEMbI U Egggi'\c"f:;nemﬂ 3,167,170,
KoHTponb 0CTYNa npuknagHole cpeacTtea noctyna 187,198
ayteHTudpukauyum MNO); '
n3 BHELLIHWNX KoHTposnb
YNO.14 | MHPOPMALIMOHHBIX | _ NPMMEHEHNEM ynpaBneHus
OOMONHUTENbHbIX
(aBTOMaTM3MpOBaH yYeTHbIMMU 3a-
cneunanmsanpoBaHHbIX
HbIX) CUCTEM UHCTDYMEHTOB.  BXOLSILLUAX B nMcamMuM  oTaenom
Py ’ AAL 6esonacHocTu
cocTtaB vCp3VI (4epes KoMnanmm
MeXceTeBou 9KpaH C
opraHunsauunen DMZ-30H);
— KoHdpurypuposaHue JIBC c
Yy4EeTOM CErMEHTUPOBAHUA.
9 M. OrpaHunyeHne nporpamMmmMHoOMn cpeabl
@ onc [Onsa 3 kateropun 3Ha4ummocTn obvekta KU Bce mepbl no OINC ucknoyeHsl 1 He
S TpebyeTca nx paspaboTka u peanusauus
g 3HU V. 3awmTa MaWwnHHbIX HocuTeneun nHgpopmaumm
@ BbinonHeHune 71,7491,1
MNonuTtrkn 43,156,15
© PernamenTtaums MHdopMaumnoHHon | 8,179,
Q npaswun " 6e3onacHoCcTK
s npoueayp 3awmThbl Komnanuu.
- 3HN.0
5 MaLLUNHHbIX PernameHt
2 HocuTenew npeaocTaBneHuns
nHdopmauunm gocryna.
= KoHTposnb
g BbIMNOJSTHEHNSA BCEX
; Jlnct
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TpeboBanun UMb
oTAEeNoOM
6esonacHocTK
KomnaHun
YyeT  MaLMHHBIX PykoBogcTteo 74,91,156
3HW.1 HocuTEenen nonb3oBarengd
nHdopmauum (agmuHucTpaTtopa)
YnpasneHue BbinonHeHue TpeboBaHui 71,74,91,1
dom3nyeckmm JocturaeTtcsi BbIMOSTHEHUEM 43,158,17
3HW.2 AOCTYNnom K | cnegylowmx MeponpusaTum: 9
MaLUMHHbIM — OTKINIOYEHNE
HOCUTENAM HEMcnonb3yembIxX
MHdopMaLnK NHTepdencos (nopToB)
KoHTpornb BBOJA/BbIBOAA c 74,88,91,1
NUcnonb3oBaHUs NPMMEHEHNEM BCTPOEHHbIX B 43,158,17
WHTepdencos KOMMOHEHTbI 3awmaemon 9
3HU.5 BBoAa  (BblBOAA) | CUCTEMbI UHCTPYMEHTOB; CobnogeHue
NHOPMaLMKN  Ha | — onevyaTbiBaHWe npasun,
MaLUMHHbIE HEeMcnonb3yembIx YyCTaHOBIEHHbIX
HOCUTEnu NHTepdercoB (nopTtos) | MNMonuTunkom
nHdopmauum BBO4a/BbIBOAA; MHGOPMaLNOHHON
KoHTpornk — KOHTpO~b noakntoyeHns | 6esonacHocTu 74,88,91,1
noaKnoYeHns HocuTene uWHdopMauum ¢ | KomnaHuu. 43,158,17
3HN.7 MaLLNHHBIX NPUMEHEHNEM PykoBogcTteo 9
HocuTenen cneumanmanpoBaHHbIX nonb3oBaTens
“Hdopmauum (HanNOXEHHbIX) MHCTPYMEHTOB, | (aaMUHMCTPaTOopa)
BXoasALmx B coctaB Cp3U; 71,91
VHUYTOKEHME — cobniogeHme  npasBun  no
(cTupaHme) YHUYTOXEHUIO )
VUHGOPMALMA  Ha KOHMAeHUmanbHom
3HWN.8 MHOPMaUUM C KOMMOHEHTOB
MaLLMHHBIX ACY nepen nepepaden wux
HOCUTENAX PeA PeA
MHcopMALIN CTOPOHHUM opraHuMsaumam
OnNsi NMPOBEAEHUSI PEMOHTHbIX
paboT.
Ay V. AyauTt 6e3onacHoCcTHU
BbinonHeHne 154,176,2
MNonuTtrkn 14
MHOPMaLNOHHOM
6esonacHocTu
9 KomnaHuu.
r PernamenTtauusa PernameHnt
§_ AV[.0 npaswun n npenocTaBneHns
= ' npouenyp ayauta gocrtyna.
D 6esonacHocTn KoHTponb
BbIMOSIHEHNA BCEX
© TpebosaHun  UNb
Q oTaernom
s 6esonacHocTK
= KomnaHun
O
C ViHBeHTApM3aLMS cpencrsea 3awmnTbl | PernameHt 23
AY[.1 MHEOPMALIMOHHBIX MHpopMauumn (HanoXeHHbIe), | NPeaoCTaBNeHNS
- DECYpCOB CBT wucnonbsyemble B ACY | goctyna.
g obbekTa KoHTponb
; Jlnct
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BbIMOSIHEHNA BCEX
TpeboBaHun UMb
oTAenom
6esonacHocTu
KomnaHun
AHanuns Peanusauus mep gocturaetcs 17,122,113
AY[.2 YA3BUMOCTEN N WX | TPUMEHEHUEM 2,154,213,
yCTpaHeHne cneumanusnpoBaHHbIX 214
"eHepupoBaHue WHCTPYMEHTOB, BXOOALMX B 176,214
BpeMeHHbIX MeTok | coctaB  Cp3WU, UMEIOLLINX
AY[.3 n (unn) | cneayoLLyo
' CUHXPOHM3aLUusA PYHKUNOHANBHOCTb:
CUCTEMHOIO — KOHTPOIb cocTaBa n | PernameHTt
BPEMEHMU uenocTtHocTtn MO; npenocTaBneHuns
Perucrpauus — perncrtpauus cobbiTun | gocTyna. 177,214
AY[.4 CObbITUI BGe3onacHocTy; KoHTponb
©esonacHocTn — LEHTpanu3oBaHHbIn  COOp, | BLIMOMHEHNS BCEX
3awmTa XpPaHeHne un apxvmBupoBaHue | TpeboBaHnn Vb | 124,214
AY[.6 MHdopMaumnm 0 | KypHaros; § oTAenom
' cobbITnAX — KOHTPOIb YyCTPOWCTB, | 6e3onacHoCTK
©e30nacHoOCTH nogkntoyaemolx kK APM  un | KomnaHum
Cepsepawm; 177,214
= KOHTPOIb COCTOSIHUSA
YCTPONCTB C BO3MOXHOCTSAMM
AY[.7 gﬂeo;évﬁ.;oc%'l;m 6noknpoBaHusa APM
(CepBepa) npu  M3MEHeHuU
COCTOSIHUSA 3a4aHHbIX
YCTPOWCTB.
PykosoacTso 124,176,2
nons3oBarensd 14
(aaMuHucTpaTopa)
PearnposaHvne Ha | CneunanmsampoBaHHble KO[?pGKTVIpyPOLLWIG
cbon npwu | NHCTPYMEHTbI, BXOAdwmMe B AEUCTBUA
BbINOSIHAOTCA MO
AY[.8 perucrtpauuu coctaB Cp3W/, wumerowme
cobbITHI 0e3- | pyHKUMOHaN  NporpaMmmHOro gﬁ:’_ﬂ;;mam
OnacHoCTU CKkaHepa ys3BUMOCTEMN.
WHUWOEHTOB no
cornacoBaHmi  C
OoTAEeNoOM
> GesonacHocTn
= Komnaxum
g PykoBoacTeo 214
< CpenctBa 3awmThl | Nonb3oBaTens
o MNpoBeneHue
& AYO.10 | BRyTpEHHMX NHpopmauuu, CBT, | (agmuHucTparopa)
cy PernameHT
ayuToB ncnosib3yemble B A
ob6bekTa npeaocTaBneHns
£ foctyna.
iy AB3 VI.  AHTMBMpYCHas 3awuTa
= PernameHTaumsa BbinonHeHne 6,8,27,145
2 npasun n MNonuTtrkn ,167,170,1
AB3.0 npoueayp MHopmaunoHHon | 86,188,19
aHTMBUPYCHOM 6esonacHocTu 0,198,204,
% 3awWmThl KomnaHuu. 208,213
; Juct
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PernameHT

npegocTaBneHns
goctyna.
KoHTposb
BbIMOJTHEHNSA BCEX
TpebosaHun UMb
oTAenom
©e3onacHocTK
KomnaHun
6,8,27,145
Peanunsauus ,167,170,1
AB3.1 aHTMBUPYCHOM 86,188,19
3amnTbl 0,198,204,
208,213
AHTMBMpPYCHas PernameHt 6,27,145,1
3awmTa Peanusauus mep gocturaetcs NDEOCTABNEHNS 67,168,18
AB3.2 3NEeKTPOHHOMN NPMMEHEHNEM  KOMIMOHEHTOB nocTyna 6,188,208
MoYTbl M WHbIX | aHTUBMPYCHOMN 3awuThl, | o ’
YKOBOACTBO
CEepBUCOB BXxoasLwmx B coctaB Cp3U. AIMUHNCTPATOpA
O6HoBneHne 6a3sbl 27,145,16
AaHHbIX NMPU3HAaKoB 7,168,170,
BPEeOOHOCHbIX 176,186,1
AB3.4 KOMMbIOTEPHbIX 88,190,19
nporpamMmm 8,204,208,
(BMpycoB) 213
VIl. lNpepoTBpalieHMe BTOPXKEHUN (KOMNbIOTEPHbIX aTak)
CcCOB Ona 3 kateropuun 3HaummocTn obbekta KW Bce mepbl COB nckntoYeHbl 1 He
TpebyeTca nx paspaboTka n peanusauus
oun VIIl. O6ecnevyeHue LeNOCTHOCTU
BbinonHeHune 6,12,13,17
MNonutukn ,121,145,1
MHopMaunoHHon | 69,183
©e3onacHocTK
Komnanun.
PernamenTauus PernamenT
npasin v npegocTaBneHns
oun.o npoueayp ocTVNa
obecneyeHus Aocctyna.
LLeNIOCTHOCTH KowTponk
BbINOMNMHEHUSI BCEX
TpeboBanun Wb
o oTAEenom
i Be3onacHocTu
z KomnaHumn
g Peanusauus mep gocturaetcs 6,12,13,17
R NPUMEHEHNem ,73,121,12
cneunanmu3anpoBaHHbIX 9,145,169,
o KoHTporb WHCTPYMEHTOB, BXOOAWMX B 183
= coctaB Cp3M, wnmerowmx
T OLL/T.1 LLeNIOCTHOCTH cneayloLLyto
= fiporpamMmHoro JPYHKLNOHANbHOCTb:
g obecneveHuns °
e KOHTPONb cocTaBa n
uenoctHocTtn I0O;
: - perucrTpauus cobbITMI
% 6e30MacHOCTY;
; Jlnct
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- LEeHTpanuM3oBaHHbIi  cOop,
XpaHeHne U1 apxXuBUpoBaHue

XypHanos;
— KOHTpPOnb YCTPOWUCTB,
nogkntodaemolx Kk APM n
Cepsepawm;

— KOHTpOIb COCTOSHUS

YCTPONCTB C BO3MOXHOCTSAMM

6rnokupoBaHus APM
(CepBepa) npu  M3MEHeHun
COCTOSIHUSA 3a4aHHbIX
YCTPOWCTB.
oar IX. Ob6ecneyeHne AOCTYMHOCTHU
BbinonHeHne 51,129,15
Monntunku 6,158
MHOPMaLNOHHOM
6esonacHocTu
KomnaHuu.
WHcTpyKuna c
TpeboBaHuAMM NO
PernamenTtauusa
pe3epBHOMY
npasin v KOMMPOBAHMIO
oAarT.o npoue '
A botieayp PernameHt
obecneyeHns
npegocTaBneHns
AOCTYMNHOCTU
aoctyna.
KoHTposb
BbIMOSIHEHNSA BCEX
TpeboBaHun UMb
oTAenom
6esonacHocTu
KomnaHun
PesepBHoe BcTpoeHHble ©n  npuknagHble | PykoBoacTeBo 156,158
oaT.4 KonmpoBaHue cpeacTtBa, UcCnornb3yemble B | agMUHUCTpaTopa.
MHdopMaumnm ACY WHCTpyKuns c
ObecnevyeHne TpeboBaHusamn no | 51,156,15
OOT5 BO3MOXHOCTU pe3epBHbIE KOMUW  AAHHbIX, | Pe3epBHOMY 8
' BOCCTaHOBIEHUS pesepsupyemblie CBT KOMUPOBaHWUIO.
MHdopMaumnm KoHTponb
ObecneyeHne BbIMNONHEHNA Bcex | 51,129,15
BO3MOXHOCTM Hanuuve aksemnnsapa MO Ha | TpeboBanuin Wb | 8
- BOCCTaHOBNEHUS OTTOpraemMoM Hocutene wu | OTAEnom
i OAT.6 nporpaMmmMHoro pe3epBHbIX KOMWUI  AaHHbIX | 6esonacHocTu
z obecneveHuns npu | Cuctemsl. Ay6nupytolme | KomnaHum
s HeLTaTHbIX CBT.
§ CUTyaumsix
KoHTponb
Mepa nckntoyeHa.
© npeRocTaBnAEMBIX Mpu akcnnyataumMm 3awmuiaeMon CUCTEMbI MpPeaoCcTaBreHne
5 oAT.8 BblYNCIIUTENbHbIX
& ecypcoB , | BBIMMCIINTENbHBIX  PECYPCOB M KAHAnoB CBA3W  CTOPOHHMM|
s P opraHuMsauusiM He npegnonaraeTcs.
= KaHaIoB CBs3U
=3
e 3TC X. 3almTa TeXHNYEeCKNX CPeacTB U CUCTEM
PernameHTaums BHyTpeHHUn 4,5,18,24,
- 3TC.0 npasun n pernameHT 53,63,74,8
% npoueayp 3aliuThbl oObekTa. 8,107,122,
[
S Jlnct
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TEXHUYECKUX BbinonHeHne 139,143,1
CPencCTB U CUCTEM Monutnkn 57,160,18
MHOPMaLNOHHOM 7,207
6esonacHocTu
KomnaHuu.
KoHTposnb
BbIMOSIHEHNA BCEX
TpeboBaHun UMb
oTaenom
6esonacHocTu
KomnaHuu.
lNpumeHeHne KOMMOHEHTOB | BHYTpeHHUI 4,5,18,53,
Cp3U UMerLWmnX | pernameHT 63,74,88,1
YHKLMOHANBHOCTb no | obbekTa. 07,113,122
OpraHuaauus MeXXceTeBoMy 2,
o 3KpaHMpPOBaHUIO ceTeBoro 139,157,1
3TC.2 KOHTpOnMpyemMmom
30HbI Tpadmka Kak  nokanbHoMy 60,187
(nporpammHbin M3 Ha APM un
cepBepax), Tak n
annapatHoMmy (Ha rpaHuuax
nepmMmeTpa CErMeHTOB CETH);
BHyTpeHHUn 4,5,8,18,
pernameHT 23,24,30,
y obbvekta, CKY/., | 53,63,74,8
npasneHve
3T7C.3 bUaNIECKUM BunaeoHabnogeHn | 8,98,107,1
0OCTYTIOM e, oxpaHHasa | 13,122,12
CUrHanusaums. 3,139,143,
160,187,2
07
Pa3smeweHne Pa3smelleHne KOMMOHEHTOB C | BHyTpeHHuN 57,187,20
YCTPOWCTB BbiBOAA | YYETOM BbINOSIHEHWS YCIOBUN: | pErfiaMmeHT 7
(oTOoBpaxeHus) - B 3anvpaembix | 06bekTa. Pabo4as
3TC.4 nHdopmaLuu, nomMeLLeHunsx, OOKYMeHTaum4,
ncknovarollee ee | obopyaoBaHHbIX — cucTeMamu | BuaeoHabnwoaeHu
HecaHKUMOHNPOBA | nogaep)KaHusi MUKpoKNMmaTa, | €
HHbIN NPOCMOTP OXPaHHbIMM  CUCTEMaMKU W
CKyL; 24,51,139,
— pasMelleHve B LWKadax, 180,182
060pyaoBaHHbIX
3anMpaembiMu ABEPAMU;
3 3awmTta OT | — pa3MelleHMe  MOHUTOPOB
m. 3TC.5 BHELUHUX APM B mecTax, UCKno4vatoLmx
z BO34ENCTBUN HeCaHKLUMOHNPOBAHHOE
% yTeHue gaHHbIX;
3 — obecnevyeHne MUCTOYHUKaMMU
6ecnepeborHoro
m ANEKTPONUTaHMS.
& 3nc XI. 3awmTa aBTOMaTM3MpPOBaAHHOW CUCTEMbI U €€ KOMMOHEHTOB
s PernameHTaumnsa BbinonHeHne 5,30,98,14
= npasun n MonuTnkm 0,156,177,
2 3C.0 npouenyp 3awinTbl MHgopmaunoHHon | 183,187
' NHdOpMaLOHHON BGe3onacHocTn
: (aBTOMaTM3MpOBaH KomnaHuu.
5 HOI1) cUCTeMbl 1 ee PernameHT
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KOMMOHEHTOB npeaocTaBneHns
aocTtyna.
KoHTponb
BbIMOSIHEHNSA BCEX
TpeboBanun UMb
OoTAEeNoM
6esonacHocTK
KomnaHumn
dopmupoBaHue 5,177,183,
PasneneHue LUTaTHOro 187
chyHKLMIA o pacrnvcaHus n
yNpaBneHuio ROMKHOCTHbIX
(agMuHMCcTpPUpOBa VIHCTPYKLIW
COTPYAHWKOB,
3nC.1 ::zz)pmauMOHHon SKCNIyaTUpYyoLWmnx
(aBTOMaTM3MpOBaH zagigﬁaemyro
HOW) cucTemom cC y, a Takke
HBIMU COTPYAHUKOB
PYHKUNAMU gmena
€30MacHoOCTU
KomnaHuu.
3awmTta BHyTpeHHWNI 23,34,98,1
nepmmeTpa Cp3WM ucnonbsyemble B ACY | pernameHT 04,114,12
3NC.2 MHpOpMaLUNOHHON | O6BbeKTa C dyHKuUmnen | obbekTa, 2,132,140,
(aBTOMATM3MpPOBaH | MEXCETEBOrO 3KPaHNMPOBaHUSA. | BuAeoHabnogeHn | 145,176,1
HOWN) CUCTEMDI e 83,187
MNpn peanusaumn mep 3awmThl 6,34,73,98
npuMeHeH KOMMJSIEKCHbIV ,122,132,1
noaxoAa; PernameHnt 40,145,17
SLIENOHNPOBaHHa — NpUMeHeHne  (u3andeckux | NnpegocTaBrneHns 7,183
a sawmTa cpeacTs 3awmTbl ot HC[; pocrtyna. ]
3C.3 MHEOPMALIMOHHON | NPUMEHEHMe MPOrpaMMHbIX BHyTpeHHUR
(aBTOMATU3MPOBAH cpencts aHTMBUPYCHOW | pernameHT
HOM) CUCTEMbI 3aWwmnTbl M 3awmtbl  OT | obbekTa.
BTOPXKEHWUM; BuaeonabniogeHun
— opraHusauus naposnibHon | e. CKY/.
3aWmTbl U pasrpaHn4eHns
npae goctyna v T.n.
OpraHunzauus Cp3WM ucnonbsyemble B ACY PVKOBOACTEO
3nC.5 AeMmnuTapmsoBaH | obbekTa c dyHKUMEN y A
y agMuHUCTpaTopa
- HOWN 30HbI MEXCETEBOro 3KpaHNPOBAHMS.
z — Cp3/ wucnonb3yemble B 6,34,73,98
z YnpasneHue ACY obbekta Cc yHKUMeNn ,122,132,1
% 3C.6 CeTEeBbIMM MEXCeTeBOro aKkpaHMpoBaHUs 40,145,17
2 HOTOKAMM — ucnonb3oBaHue 7,183, 187
6Ge3onacHbIX NPOTOKOSIOB
o obmeHa (https, ssh n np.).
g CokpbITne BHYTPEHHMIA 30,98,103,
= apxiTekTypbl v Cp3WM wucnonbsyemble B ACY pernameHT 104,114,1
= KOH(purypaumm . 32,155,18
S 31C.8 MHEOPMALIMOHHOV obbekTa C dyHKUMEN obbekTa. 5
c (aBTOMATU3MPOBAH MEXCETEBOro akpaHMpoBaHus. | BugeoHabnogeHn
- HOW) CUCTEMbI e. GVl
% 31C.19 | BawuTa Mepa ncknoveHa.
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MHopMauun npu
ee nepegaye no
KaHanam cBs3u

Mpwn aKkcnnyarauum 3alwmuaemon cuUcTembl He
npegycMmaTpmBaeTcs nepegada no KaHanam cBs3n MHgopmaumm
BHE KOHTPONIMPYEMOW 30HbI, TAK KaK CUCTEMA NoKalibHas.

Mepa uckntodeHa.

Ob6ecneyeHune o
31C.20 | nosepenHoro Mpwn aKcnnyaTtauum 3awmaemon cucTeMbl He
: kaHana, MapLpyTa npegycMmaTtpuBaeTcs nepegada no KaHanam cBa3n nHoopmaumu|
’ y BHE KOHTPONIMPYEMOW 30HbI, TAK KaK CUCTEMA NTOKallbHas.
3anpeTt Mepa uckntoveHa.
HecaHKunoHupoBa | Cpeau KOMMOHEHTOB 3awmuaemblx cucTem Hel
31C.21 HHOW  ydaneHHoOW | npedycMaTpuBaloTCa nepudepuinHble YCTPOMCTBA, akTuBauus
' akTuBaumm KOTOPbIX BO3MOXHa yaaneHHo.
nepugepumnHbIxX
YCTPOUCTB
3awmTta Mepa uckntoveHa.
311C.32 B6ecnpoBogHbIX Mpwn aKcnnyaTtauum 3awmaemon cucTeMbl He
: coeauHeHumn npegycMmatpmuBaeTcs ncrnonb3oBaHne 6ecnpoBOaHbIX
COEUNHEHUN.
3awmTta OT Yyrpos 6,69,140,1
[MporpamMmHble M annapaTHO-
OoTKasa B 55,176
nporpamMmHble Cp34,
3NC.34 | obcnyxmBaHum NCONB3VEMbIE B ACY _
(DOS, DDOS- y
obbekTa.
aTtak)
3awuTa Mepa nckntoyeHa.
nHdopmauum npwu | MNpu skcnnyatayum 3awmuiaemMon CUCTEMbI NPUMEHEHNE
31C.38 | ncnonb3oBaHumn MOOUNBbHBIX TEXHNYECKNX CPEACTB HE NPeayCMOTPEHO.
MOBUIbHBIX
YCTPOUCTB
YnpasneHue Mepa uckntodeHa.
nepemMeLleHnem B cocTaBe 3awmaemMon cMcteMbl KOMMOHEHTbI, NCMOMb3yeMble
BUPTYyasbHbIX cpeny BMpTyanusauuun, OTCyTCTBYIOT.
31NC.39 | mawwH
(koHTEenHepoB) MU
obpabaTtbiBaeMbIx
Ha HUX OAHHbIX
NHL Xll.  PearnpoBaHMe Ha KOMMNbIOTEPHbIEe MHUUAECHTDI
BbinonHeHne
MNonuTtrkn
MHOPMaLNOHHOM
6esonacHocTu
KomnaHuu.
o PernameHt
z PernamenTtauusa NDEaOCTaBNEHMS
@ npasun n
S npoLeyp aoctyna.
s MHLU.0 _ PykoBoacTteo
T pearmpoBaHus Ha HOMB30BATENS
o KOMMbIOTEPHbIE
(agmuHKCTpaTopa)
WHUNOEHTbI KoHTponb
@®
5 BbIMOMIHEHNA BCEX
s TpeboBaHun UMb
= oTAeNnom
2 GesonacHocTu
KomnaHun
. VHLL1 BbisgsBneHune BbinonHeHve Mep 205
g: ' KOMMbIOTEPHbIX JOoCTUraeTcs  NpUMEHEHUeM
[
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WHUMOEHTOB

nporpamMmmMmHbiIX KOMMNOHEHTOB,

NHdbopmupoBaHue | Bxopsawmx B coctas Cp3W, | PykoBoacteo
O KOMMbIOTEPHbIX | UMEILLNX cnefyoLLylo | nonb3oBartens
MHL.2 NHUMOEeHTax dPYyHKUMOHANBbHOCTb:! (aaMuHucTpaTopa)
— KOHTPOSb cocTaBa n |, MNnaHbl 3aHATUIA C
uenocTtHocTtun MO; nonb3oBaTeNAMN.
AHanus - perucTtpauus cobbITUI | PykoBOACTBO 205
KOMMbIOTEPHbIX 6esonacHocTy; agMuUHUCTpaTopa.
WHUWOEHTOB - obHapyxeHue aTak;
= KOHTPOIb COCTOSIHUS
YCTPOWCTB;
= KOHTPOIb LLeNIOCTHOCTU
dhannosbIix 00BbEeKTOB n
NHLL.3 peecTpa;
— OrnoBeLyeHne
agMUHUCTpaTopa no
3agaHHbIM cobbITnAM
BesonacHocTy;
- GnoknpoBaHune APM
(cepBepa) no  3agaHHbIM
cobbiTnam 6e30nacHOCTW.
YcTpaHeHue PesepBHble kOMUM  AaHHbIX,
nocneacTeui CpeacTtBa 3awmThl
NHLL.4 KOMMNbIOTEPHbIX nHopmauum, CBT _
MHUMNOEHTOB ncnonb3yemMblie B ACY
obbekTa
MpuHaTne mep no PykosoacTso 205
npegotepawieHmto | Cpeacrea 3awmThbl | agMUHUCTpATOpa,
VHLL5 NOBTOPHOIO MHopMauuu, CBT | lNnaHbl 3aHaTMA C
’ BO3HWKHOBEHUSA ncnonb3yemble B ACY | nonb3oBaTensamu.
KOMMbIOTEPHbIX ob6bekTa
WHUMOEHTOB
XpaHeHune " PykoBogcTtso 205
3awmTa Cpencrsa salmTel agMuUHUCTpaTopa.
NHLL.6 nHopmauum o] MH(OpMALY, CBT
ncnosnb3yemMble B ACY
KOMMbIOTEPHbIX
obbekTa
WMHUMAEHTAX
YK® Xlll.  YnpaBneHue KoHduUrypaumen
PernamenTtauusa BbinonHeHne 6,12,23,20]
npasun " Monuturku 5
> npouenyp NHOPMaLMOHHON
z yripasneHus 6e30nacHOCTM
z KOHourypauuen KomnaHun.
% MHOPMaLNOHHOM PernameHT
o (aBTOMaTM3MpOBaH npenocTaBneHns
VK®.0 HOW) cUCTEMBI poctyna.
o PykoBogcTtso
= nonb3oBaTens
iy (agmuHUCTpaTopa)
= KoHTponb
é[ BbIMOSIHEHNA BCEX
TpeboBanun UMb
oTAEeNoOM
5 6e3onacHoCTm
2
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KomnaHun.

CpeacTtBa 3awmnTbl | BeinonHeHne 6,12,23,20}
VK®.2 YnpasneHune nHopmauun, CBT | Nonutunkn ) 5
N3MeHeHnaAMn ncnornb3yemble B ACY | nHdopmaLmMoHHOM
obbekTa 6esonacHocTu
YcTaHoBKa KomnaHuu. 6,12,23,73
(MHCTANNAuKsA) PykosoacTeo ,129,205
TonbKo Hannune ak3emnngapa NO Ha aAMUHACTpaTopa.
YK®.3 paspeLlleHHoro K
OTTOpPraemMoM HOCUTESMN.
NCMNonb30BaHMIO
NporpaMmmMHoro
obecneyeHns
ono XIV. YnpaBneHne o6HOBNEHMAMU NPOrpaMmMHOro obecrneyeHus
PernameHTaumnsa BbinonHeHne 6,73,154,2
npasun n MNonuTturkn 10
npouenyp MHOPMaLNOHHOM
ynpaBneHus 6esonacHocTu
0OHOBMNEHUAMMU Komnanuu.
NpPOrpamMmMHoOro PernameHTt
obecneyeHns npeaocTaBneHns
OMo.0 ~ aoctyna.
PykosoacTso
agMuUHUCTpaTopa.
KoHTponb
BbIMOSIHEHNA BCEX
TpeboBanun UMb
OoTAEeNoOM
6esonacHocTK
KomnaHuu.
Mownck, nony4veHwne PykosoacTtso 6,73,154,2
obHoBnEHNN agMmunHuctpatopa. | 10
Orno.1 nporpamMmHoro KoHTponb
obecnevyeHna ot - BbIMOSIHEHNA BCEX
A0BEPEHHOro TpebosaHun  UNb
NCTOYHMKA oTAEeNoOM
KoHTponb 6esonacHocTK 6,73,154,2
LLeNOCTHOCTH Komna 10
oro.z2 oOHOBNEHUN
NporpaMmmMHoro
obecneyeHus Cpenctea 3aWmThl
g TecTupoBaHue MHdopMaLuu, CBT, 6,154,210
5 orno.3 obHOBREHUN ncnonb3yemMblie B ACY
z npPorpaMmmHoro obbekTa
= obecneyeHns
3 YcraHoBka 154,210
Oro.4 oBGHOBNEHNN
o NporpaMmmHoro
5 obecneyeHus
s MIH XV. [naHupoBaHue meponpuAaTUN No obecnevyeHno 6e30nNacHOCTH
g'[ PernamenTtauusa BbinonHeHne 156,205
2 npasun n Monuntnkm
MH.o0 npouenyp _ NHOPMaLMOHHON
. nnaHNpoBaHUS 6esonacHocTK
% MEpOnpuUATUA MO Komnanum.
; Jlnct
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obecnevyeHunto PernameHt
3aWmThl npegocTaBneHns
nHdopmauunm gocryna.
PykoBogcTtso
agMuHuCTpaTopa.
KoHTposnb
BbIMNOJTHEHNSA BCEX
TpeboBaHun UMb
oTAenom
©e3onacHocTK
KomnaHumn
PaspaboTka, BbinonHeHne mep | OpraHusaumnoHHo- | 156,205
yTBEPXAEHNE W | JOCTUraeTcs 3a CYeT: pacnopsanTernbHbl
akTyanusauus - NpoBedeHne  perynsipHbix | € AOKYMEHTbI
MMH.1 nnaHa ayauToB MHdopMaLnoHHoM | KomnaHuu
’ MeponpusaTuM  no | 6e3onacHoCTy;
obecneyeHunto - nepuvoanyeckui aHanm3
3aWmThl ans nogaepxaHus B
MHdopMaLnm aKTyanbHOM  BWOE  PUCKOB
KoHTpornb NHOPMaLMOHHON 4,156,205
BbINOSTHEHUS B6e3onacHocTn, a Takke
AMH.2 MEpPONPUATUA MO | NSTAHOBbLIX MEPONPUATUN MO
' obecneyenHunto yCTpaHEeHUI0 UX NOoCneacTBun;
3awmThl - WHJOpMMpOBaHUE n
NHdopMaLnK obyyeHune nepcoHana.
OHC XVI. O6ecne4vyeHne OeMCTBUN B HELUTATHbIX CUTyaLUsAX
BbinonHenne
MNonutukn
NHOPMaLMOHHON
Ge3onacHocTn
KomnaHun.
PernamenTtaums
PernameHnT
npasun n
npegocTaBneHns
npouenyp pocryna
OHC.0 obecneyeHus ’
- o - PykoBogcTtso
OencTBum B
agMuHUCTpaTopa.
HeLwTaTHbIX
KoHTposb
cuTyaumax
BbIMNOJTHEHNSA BCEX
TpeboBaHun UMb
oTAenom
- B6esonacHocTu
i KomnaHum
z PaspaboTka nnaHa OpraHusaynoHHo-
s JENCTBUN B pacnopaanTenbHbl
©
o HeLITaTHbIX € AOKYMEHTHI,
cuTyaumax PernameHt no
HenTpanusaumm
© o
= nocneacTeumn
g| | OHC.1 A
< - OECTPYKTUBHbIX
c MHPOPMALMOHHbIX
2 BO3OENCTBUN, B
TOM yucne
HanpaBneHHbIX Ha
= BUpPYCHOE
2
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3apaxeHne u/vnu

Moandumkaumio
MHPOPMALMOHHbIX
pecypcos,
PykosoacTso
agMuHuUCTpaTopa
(nonb3oBatens)
O6yueHune n OpraHusaumnoHHo- | 205
oTpaboTka pacnopsauTenbHbl
[IHC.2 JEencTBun ~ e OOKYMEHTbI,
nepcoHana B PykosoacTso
HelTaTHbIX agMuHuUCTpaTopa
cuTyaumsax (nonb3oBatens)
Ob6ecneyeHune PernameHT no
BO3MOXXHOCTU HenTpanusauuun
BOCCTaHOBNEHUS nocnencTeum
MHopmMayoHHON OECTPYKTUBHbIX
(aBTOMaTM3MpOBaH MHPOPMALMOHHbIX
HOW) CuUCTEMbl B BO3ENCTBUN, B
Hanuune aksemnnsapa MO Ha
cnyyae CBT. | TOM yucne
OHC.5 BO3HUKHOBEHUSA OTTOPraeMoM HocuTenu, ’ | HaNpaBneHHbIX Ha
Hanuune 3UM, pesepBHbIX
HeluTaTHbIX y BUPYCHOE
y KON OaHHbIX,
cuTyauumn 3apaxeHue wu/unu
MoaudmKauuto
NHOPMALMOHHbIX
pecypcos,
PykosoacTso
agMuHUCTpaTopa.
AHanuns PernameHt no
BO3HUKLLNX HenTpanusauuu
HelTaTHbIX nocnencTeum
cuTyauum n OECTPYKTUBHbIX
NPUHATHE Mep No NHPOPMALIMOHHbIX
HeJONyLLEeHNIO UX BO3JENCTBUMN, B
NOBTOPHOIO TOM yucne
OHC.6 BO3HMKHOBEHUS _ HanpaBneHHbIX Ha
BUPYCHOE
3apaxeHne u/vnu
Moandumkaumo
MHPOPMALMOHHbIX
= pecypcos,
= PykoBoacTso
z afMUHMCTpaTOpa.
s nno XVIl. UHcdopmmnpoBaHue n obyyeHme nepcoHana
§ PernamenTtauusa BbinonHeHne 5,127,145,
npasun " Monuturku 154,156,1
o npouenyp nHopmaunoHHon | 77,186,18
= NHOpMUpPOBaHUS 6esonacHocTK 8,190,205,
iy urno.o | obyyeHust KomnaHuu. 212
= ' nepcoHana - PernameHt
2 npenocTaBneHuns
goctyna.
PykoBogcTtso
% aaMUHUCTpaTOpa.
[
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OpraHusauynoHHo-
pacnopsianTenbHbl
e AOKYMEHTbI
KomnaHun.
KoHTponb
BbINOMNHEHUSI BCEX
TpeboBanun Wb

oTAEenom
Ge3onacHocTn
KomnaHumn
NHdopmupoBaHue Mepeng BBogom B | 5,6,127,14
nepcoHana o6 akcnnyatauuio n B | 5,154,156,
yrposax Te4YeHun 177,186,1
©e3onacHocTun XM3HeHHoro umkna | 88,190,20
nno.1 _ -
nHdopMauum mn o 3aluaemMon 5,212
npasunax CUCTEMDI c
GesonacHon nepcoHaniom
paboTbl JOJTKHbI
Ob6yyeHune NPOBOANTLCS 127,145,1
nepcoHana cnepyowne 54,177,18
nrno.2 npasunam _ obyyeHus: 6,188,190,
©e3onacHomn —NepBUYHbIN 205,212
paboTbl KOHTPOb n
KoHTponb WHCTPYKTaX  npw | 127,145,1
OCBEeJOMIIEHHOCTU npneme Ha | 56,177,18
nepcoHana 06 pabory; 6,188,190,
yrposax - 0by4yeHne 212
6es3onacHocTn mMeTogam paboThl
WHdopMauum u o n obcnyxmnBaHuo
npasunax MO n TexHn4eckux
©e3onacHoun cpeacTts
paboTbl 3KCnnyaTUpyeMbix
CUCTEM;
—nepBnYHOE n
nepuognyeckoe
oby4eHne nopsgky
nencTeunmn B
HeLwTaTHbIX
nno.4 _ cuTyaumsx;
— O3HaKOMIeHne
= nog noanucb C
= NONMOXXEHNAMU
z MonuTukm
< NHOPMaLMOHHON
§ BGe3onacHocTn
KomnaHumn n
0693aTenbHOCTLIO
E BbINOSTHEHUSA nx
2 TpeboBaHuw;
= —3aKkpennexHve B
é[ [OMKHOCTHBIX
NHCTPYKUMNAX
NUYHON
5'[ OTBETCTBEHHOCTM
2
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3a HecobntogeHue
TpeboBaHun
Monntunku
NHOPMaLMOHHON
6esonacHocTK
aBTOMaTU3NPOBaH
HbIX cUCTEM
ynpaBneHus;
—MHOPMUPOBaHU
€ 0 pesynbraTax
akTyanusauuu, B
pamMKax
npoBeaeHns
ayauToB,  PUCKOB
MHOPMaLNOHHOM
6esonacHocTy;
—MHOPMUPOBaHU
€ O BHeceHuu
N3MEHEHUI
(o6bHOBNEHMS,
N3MEHeHne
KOHurypaumm n
Tn.) B [IO
TEXHUYecKme
cpencrtea
3KCNyaTupyembIXx
cUcTeM.

B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

NTOoroBbin COCTaB TEXHUYECKUX W OPraHu3auMoHHbIX Mep no obecneyeHuto
6e3onacHocTn uHGopmauum ansa ACY obbekta MoxeT ObiTb peann3oBaH OAHUM UMK
HECKONbKMMW  MPOrpamMMHbIMK,  annapaTHO-MPOrpamMMHbIMKM ~ CpeacTBamMy  3aluThl
MHOPMaUUK, Kak y>Ke BCTPOEHHbIMU B pyHKUMOHMpPYlowme CBT 1 TenekoMmyHukauum, Tak
n pgononHutenbHo  BHegpsiembimm  Cp3W B npoektupyemoe ACY, a Takke

OopraHn3auynMoHHbIMN MePONPUATUAMMN.

Jlnet
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

8. ApxuTeKTypa noacuctemMbl obecnevyeHMa MH(POpMaLMOHHON 6e3onacHOCTH

ApxuTekTypa  noacuctembl  obecnedeHnss  MHGOPMaALMOHHOM  BGe3onacHOCTU
mMoaepHusmpyemon CuCTeMbl UMW, MHLIMU CrOBaMu, peLleHus, KoTopble ByayT ABMATLCA
peanu3auven Bcex mMep no obecneyeHuto 6e30MacHOCTN MHGOPMALMM B NPOEKTUPYEMOWN
ACY obbekta n onNTMManbHO HeWTpanuaylwme akTyanbHble Yrpo3bl 6He3onacHocTu
NMHopMaLUK 3aknYaloTcs B cneayroLem:

1) HanuuMe YCTaHOBMEHHbIX CEepTUMUUUPOBAHHBLIX CPEACTB  MeXCeTeBOro
3KpaHUpoBaHUS,

2) HanuuMe yYCTaHOBMEHHbIX CEPTUPULMPOBAHHBIX aHTUBMPYCHBIX CPEeAcTB
3aluTbl B aKTyarbHOM COCTOSAHUN,

3) ncnonb3oBaHue ceptuduumpoBaHHoro MO n ceTeBoro obopygoBaHus,

4) opraHusauus nporpaMmmHo-annapaTHoOro pasrpaHudeHus nHTepgenca ceTeBblx
NPUIOXEHNNA,

5) OEenCTBME YyTBEPXKAEHHON NapofbHOM MNONNTUKN,

6) opraHusaums 1 PYHKUMOHUPOBAHME  WHXEHEPHO-TEXHUYECKUX  Mep,
obGecneumnBaroLLmMx CTPOryl0 MPOMYCKHYIO CUCTEMY Ha OObekT ”n  3PPeKTUBHYIO
KOHTPOSIMPYEMYIO 30HY,

7) Hanuune  cnyxbbl, nepcoHana (agMuHUCTpaTopa  MHGOPMALVOHHOM
BGe3onacHOCTM) M CBOEBPEMEHHOE pearnpoBaHMe Ha WMelwuecs U NnosABnsLwmnecs
akTyanbHble YBW, a Takke MHUNOEHTLI.

OpraHusauma cuctembl CBSI3M  MOLEPHU3UPYEMOW  CUCTEMbI  BUOPOKOHTPONSA
obopynoBaHua Upkytckon NOC no cBoen CTPyKType SABMASIETCHA NOKaNbHOW CUCTEMOW U He
npegnonaraet MNpUCOEOUHEHWE K BHELWHWM CeTsSM CBA3W, B TOM u4ucne u obuero
nonb3osaHusa. OHa npegycmaTpuBaeT YCTaHOBKY Ha reHepupyroLwmux arperatax B npegenax
OLHOMN KOHTPONMPYEMOWN 30HblI 9 AaTuMKoB BUOpALUK, KaXKAbIA M3 KOTOPbLIX MO hU3NYECKON
NVHUM COeAMHEH C MoaynsiMm o6paboTKM aHanoroBbIX CUrHanoB CneunanmM3MpoBaHHOrO
MJIK. MNpu noctynneHnn cnyxebHon (CurHanbHOW) aHanoroBon MHGOpPMauMM OT LAaTYMKOB
Bubpaumm T[1JIK no 3apaHee ycTaHOBMEHHOMY anroputmy obpabaTtbiBaeT €€ U no
OpraHM3oBaHHOM C MOMOLLb CPeAcTB MaplipyTu3aumm u KommyTauum nposogHou JIBC
(kabenb TMNa «BuTas napa», BOJIC) uepe3 pesepBupyembii (B «ropsyemM pesepBe»)
MeXXceTeBOM 3KpaH co ckopocTbto 100 MbBuT/cek., HanpaBnseT eé Ha cepBepa PC1 u PC2,
paboTawowme Takke B «ropsdeMm pesepBe». Ha a3Tux cepBepax UHdopmMaums
akkymynupyetcs (obpabaTtbiBaeTtca) B CneuMannanpoBaHHOM MNPUIOXKEHUM W 3aTeM no
nposoaHou JIBC ans uenen moHuTopuHra noctynaet Ha APMbI pykoBoguTernemn n uHbix nu
onepaTuBHO-NPOU3BOACTBEHHbIX CNYyx6. 10 MCTeYeHMo yYCTaHOBMNEHHOrO BpeMeHu 3Ta

NMHdopMaLus NoCTynaeT AN apXMBMPOBaHUS Ha cepBepa apx. 1 1 apx. 2.

Jlnet
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

Ona obecnevyeHns 6GesonacHocTM nepegavm uHgpopmaumm ¢ 1K Ha APMbl
AOMKHOCTHBLIX nuy, UM3C n cepeepa OCyLLECTBNSETCA MeXCeTeBoe 3KpaHWpoBaHWEe Ha
rpaHuLe pa3HOPOAHLIX CETEN.

Kpome TOro, kaxxgoe oKOHeYHoe CpeAcTBO BblUMCUTENbHON TexHukn (APM, cepsep)
Bxogswee B 3awmwaemoe ACY OOmMKHO B6biTb HagéxHo 3awmweHo ot HCO n BupycHoro
MO, a wuHdopMaums O MX COCTOSIHUM aKKyMyrvpoBaTbCA B LEHTpPe MOHUTOpUHra u
onepaTtmBHO 4OBOANTLCA 40 agMuHUcTpaTopa Ub.

LLndpoBaHne Tpaduka He npegnonaraeTcs, Tak Kak moaepHusnpyemas Cucrtema
nokKanbHasa n HaXoAUTCS MOMHOCTLIO B Npefenax KOHTPONMPYeMOWN 30HbI.

Ha camom mogepHuampyemom obbvekte — UTSC ansa 6e3onacHOCTN MCNONb3yeTCH Kak
dusnyeckoe, CocTosLLee B UCNOMb30BaHUN B ONTUYECKOM Kabene oTAeNbHbIX BOSIOKOH, TaK
n normyeckoe (BUpTyarnbHoe), Ha ocHoBe TexHosnorum VLAN pasgeneHve Ha oTAesibHble
noacetn. Cuctema BubpokoHTponsa obopygosavns WIOC Bbigensetca B CBOW
nHaMBMAayanbHbI 060cobneHHbIn cermeHT JIBC.

B kauecTBe MexceTeBOro aKkpaHa npuMeHsieTcs crneumannuanpoBaHHbIN NPOorpamMMHO-
annapaTtHbl MexceTeBon akpaH (M3), KOHTponMpyoLWMA BeCb MHAPOPMALMOHHBLIN OOMEH C
BHELWHMMM (MO OTHOLUEHUIO K HeMmy) MHAOPMaUMOHHO-yNpasnsawwmMMmn cuctemammn. Ha
MEXCETEBOM 3KpaHe «OTKPbITbI» TONbKO Tpebyemble ansa aoctyna Kk gaHHbIM ACY (cuctemsbl
BMOPOKOHTPOISA) NopThbl U cepBUChl. Bce ocTanbHble MOpThl U CepBUCHI BNOKMPYIOTCA ero
HacTpouKamm.

Mepepaya nHdopmaummn ot MNJIK Ha cepBepa n B nocnegcteum Ha APMbl cTporo
pernaMmeHTMpyeTCsa HacTpoMKamMM MEXCETEBOro 3KpaHa Ha atane Nycko-Hanago4vHbiX paboT.
[MepeyeHb nepegaBaemon MHOpPMaLMKN yCTaHaBIMBAETCA PerfiaMeHToOM No SKCnsyaTauum
npoekTnpyemon ACY.

C cepsepos PC1 u PC2 APMbl JOMKHOCTHbIX nuy, KomnaHuu nony4arT BCHO
Heobxoammyto ans MoHuTopuHra Cuctembl nHdopmaumo. Tem cambim obecneuymBaeTcs
Oydepusaums goctyna (gemmnutapmMsoBaHHasi 30Ha), 3akno4varoLLaacs B TOM, YTO JOCTYN U3
CeTM WHOro nopsgka YeMm rMpoMbllfieHHas ceTb ObbekTa OCyLWecTBrsSeTcs He K
obopyaosaHuto npoektnpyemon ACY, a HenocpeaCcTBEHHO TONBbKO K BblAESNIEHHbIM ANS 3TOro
cepBepam.

C uenblo peanusauumm Bcex Tpebyembix Mep Mo 3awmte MHPOPMAaLMOHHBIX PeCcypcoB
MoaepHusmpyemon Cuctembl M AN YHUPUKALUN OPraHn3aumOHHO-TEXHUYECKNX pPeLLeHNN
npegycmatpusaeTcs B uenom pasgenexHve NOUB Upkytckon MOC Ha doyHKUMOHArbHbIE
noacucteMbl B COOTBETCTBMM C  onpedeneHHbiMu  ponamu. [lpegycmartpuBaetcs
BCTpamBaHWe YCITOBHO CrieAyoLWmx PyHKLUNOHANbHbIX NOACUCTEM:

1) ynpaBneHus nHopMaunoHHoN 6€30NacHOCTbIO;

Jlnet
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2)
3)
4)
5)
6)
7)

3aWMTbl TEXHUYECKUX CPEACTB;
ceTeBon 6e30nacHOCTU;

ynpasrneHna y4eTHbIMU 3arnncAamu;

pernctpauum cobbiTnin 6€30nacHOCTY;

aHTl/IBI/IpyCHOVI 3aLlUUnThI,

LeHTPannnM3oBaHHOIo

3alMLLEHHOCTM.

ynpasJrieHnd

cpeacTtBamMu  3alMThI

n

KOHTpons

Cxema goyHKUMOHaNbHOW CTPYKTYpbl NpuBeaeHa B AokymeHTe 137.2021.01-1B6.C2.

NIrSC npuseaeHsbl B Tabnumupl 8.1.

HasHavyeHne u npuHUMnbl (PyHKUMOHMPOBaHUS (PyHKUMoHanbHbIX nogcuctem NOUB

Tabnuua 8.1. — HasHayeHne n NnpuHUMNbI PYHKLNOHNUPOBAHMS

dyHKUMOHanbHbIX nogcuctem NOUB UTT3C

®yHKUMOHaNbHas
noacuctema NOVB
UpkyTckon BC

HasHayeHue

MpuHUMNBI PYHKLUNOHNPOBaHUS
(meToabl, MEXAHN3MbI
peanusauun)

Peanusyemble
Mepbl, B
COOTBETCTBUM
C NpUKasom
®CTIK ot
25.12.2017
Ne 239

B3am. uHB. N2

YnpasneHus
MHOPMaLNOHHOM

PaspaboTka
pacnopsaanTensHomn
Tauum:
—MOnnTHKa
B6es3onacHocTy;
—OpraHM3aLmoHHO-
pacnopsguTenbHble  AOKYMEHTHI,
cooTBeTCTBylOWME TpeboBaHUAM
Monutukn.

OpraHv3aLmMoHHO-
[OKYMEH-

NHOPMaLIMOHHOMN

OpraHunsaumoHHoe co-
NpoBOXAEHME
npouecca obecneyeHnn
B NT3C.

KoHTponb BbINONHEHUS

BbinonHeHue
nonoxeHnn MNonuTnkn nHpopma-
LINOHHOMN
OopraHuM3aunoHHO-pacnopsan-
TenbHbIX

KOHTponupyeTcs

TpeboBaHun
6e3onacHocTn "

OOKYMEHTOB
oTaenom

©e3onacHoCTbO

6e3onacHocTn KomnaHuu.

Moan. n pata

MuB. Ne noan.

TpeboBaHun MNB.

O6ecneyeHune KOMMJTEKCHOTO
nogxoga W opraHuMsaumsa  alue-
NOHMpPOBAHHOM 3awwnTbl NP.

NA®.0, YN0,
3H.0, AYL.0,
AB3.0, OLJ.0,
OAT.0, 3TC.0,
311C.0, MHLL.0,
YK®.0, Or0.0,
MMH.0, OHC.O,
Mno.o,

311C.1, 3UC.3.

MHBeHTapmsauusa 3awuwaemMblx
nP.

NpoBeneHue
MHOPMaLNOHHOM
B©esonacHocTn, aHanms
KOMMbIOTEPHbIX MHLUNOEHTOB.
KoHTponb paboTtocnocobHocTu
3almLLaemMbIX CUCTEM.
[MnaHupoBaHne MeponpuUsaTUN
Mb.

ayauToB

AYL.1, AY[.2,
AY[.10,
MHL.3,
VHL.4,
MHL.5,
MAH.1, MIH.2,
[HC.1, AHC.6

Nam.

Kon.yy

Nnet

Ne[lok

Mopan.

[ata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

B3am. uHB. N2

YnpasneHue npoLeccom
N3MeHeHus KOHJoUrypaumm
3almLaemMbIX CUCTEM.

YnpaeneHue 0OHOBMNEHNAMM
CcpeacTB 3awWuTbl MHGOpPMaLmn
(cpeactBa aHTMBUPYCHOM
3aWmThl, MEXCETEBbIE 3KpaHbl),
MO cepsepos n APM.

YK®.2, YKO.3,
oro.1,
0oro.2,
0oro.3,
0oro.4, AB3.4

[oBeneHve wnHMopmaumm no
obecnevennio Wb p[o nepco-
Hana, npoeegeHne
NMHCTPYKTaXemn, 0by4eHun.

AHC.2, AHC.5,
nro.1,
nro.z2, nno.4

Y4yeT n ynpasreHve OO0CTYrNoM K
MaLWWHHBIM ~ HOCUTENAM  WH-
dopmauuu.

YHUYTOXEHNE
KOHoMAeHumnansHom
nHdopMauuM Ha KOMMOHEHTaxX
3awmiaemblix cucTem npu
BbIBEAEHUN M3 IKChnnyatauuun u
(vnn) Npn nepenayvye CTOPOHHUM
OpraHu3aumsam.

3HW.1, 3HN.2,
3HWN.8

PesepBHoe  konupoBaHue U
BoccTaHoBneHne OC cepBepoB 1
ghannos cpeacTs 3awmnTol
uHopmauum n3  pesepBHbIX
konun B cny4asx cbos.
MeprnognyHoCcTb co3gaHus
pe3epBHbIX KOMUK, npoueaypbl
BOCCTAHOBMNEHMS ONA  KaXaow
3almMWaemMon  cucTemMbl  onpe-
AenseTtca 1 OOKYMEeHTUpyeTcs
Ha aTane BBOAA CUCTEM B 3KC-
nayatauuio  No4a  KOHTPOMEeM
Otpena 6GesonacHocTK
KomnaHun.

OAT.4, OAOT.5,
OoAT.6

Moan. n pata

MuB. Ne noan.

3awunTbl
TEeXHUYECKUX
cpeancts

3awmTa
domanyeckoro
HECaHKLUMOHNPOBAHHOTO
Aoctyna K 3awumuiae-
MbiMm UP.

3awmrta OT BHELIHUX
HeraTuBHbIX BO30€en-
ctBuin Ha UP.

oT

YnpasneHue
dom3nyeckmm
3awmaemMbIx
npon3BoauTCs nocpeacTsomM
CUCTEMDI KOHTpoOns n
ynpasnenus pgoctynom (CKY[),
a Takke NPUMEHEHMEM CUCTEM
BesonacHocTn (oxpaHHas
curHanmsaums, BU-
JeoHabnoaeHue, oxpaHa
noabMuU 1 T.0.).

[AOCTYMNOM K
pecypcam
cucTem

3TC.2, 3TC.3,
3TC.4, 3TC.5

M3am. [Kon.yu| Nuct [Neflok

Moan. |Oata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

Mpoknagka NNHUIA CBA3U
cnocobowm, 3aTpygHsaowmm HCU.
Ob6ecneveHne 6ecnepebonHoro
9NEKTPONUTaHMs  KOMMOHEHTOB
3almLaemMbIX CUCTEM N CPEeaCcTB
3aWmThl MHOPMaLMN.

Pa3meweHne KOMMOHEHTOB
3alMLWLAEMbIX CUCTEM MPOU3BO-
AnTCa ¢ yyeTom TpeboBaHWU Mo
HeobXxoaAUMOCTH BbINONHEHUS
yCrOBUNA:

— pasmelleHne B 3anMpaemblX
noMeLLeHnsix, 0BopyaoBaHHbIX
cuctemamm noaaepXxaHus
MUKpOKIMMaTa, OXPaHHbIMK
cuctemamm n CKYQ;

— pasmMeLleHue B  LWKadax,
obopyaoBaHHbIX  3anMpaemMbiMn
ABepsmu;

— pasmeweHne APM B mecTax,
NCKITHOYaKoLLINX HecaHkK-
LUMOHMPOBAHHOE YTEHUE OaHHbIX
C 9KpaHOB.

B3am. uHB. N2

Moan. n pata

CeTteBol
©e3onacHocTn

CermeHTMpoBaHune ce-
Tewn, uamyeckoe n no-
rmyeckoe  oTaeneHue
ceTen 3aluyLaeMblIX
cUcCTeM.

3awurta oT noaMeHbl
AOBEPEHHOrO
obopynoBaHus.
3awmTa
ayTeHTUUKaLMOHHOM
MHdopMauunm npu
nepegaye
BrnokupoBaHue
HeLOKYMEHTMPOBAHHbIX
TOYEK MOAKMIOYEHNS K
BHELLIHUM CETSAM.

MpumeHeHnem KOMMOHEHTOB
Cp3N  wumerowmx cnegyroLlyro
PYHKUMOHASTbHOCTb:

— MeXCeTeBOe 3KpaHWpoBaHue
ceTeBOro Tpadmka (rnokanbHbIn
nporpaMmmHein MO Ha APM u
cepBepax);

— MeXCeTeBOe 3KpaHWpoBaHue
ceTeBOro Tpaduka (annapaTtHble
M3 Ha rpaHuuyax nepumeTpa
CEerMeHTOB CeTW, a TakKkKe Ha
rpaHnuax pasHoBUOHbIX CETEN.

— OpraHusaums
OEMUNNTAPU30BaHHON 30HbI

CermeHTMpoBaHue ceTen
yumTbiBas pasrpaHuyeHue
aoctyna
nons3osaTternen/ycrponcte Kk NP
pa3HbIX CErMeHTOB CeTU Ha
OCHOBaHWUN NpaBuI1 MEXCETEBOrO
B3aMMOOEeNCTBUA.

NAD.7,
yrpa.14,
3HWN.5, 3HN.7,
3nC.2, 3NC.3,
31C.5, 31C.6,
31C.8, 3NC.34

MuB. Ne noan.

M3am. [Kon.yu| Nuct [Neflok

Moan. |Oata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

NpeHTudukaums (dpunbtpaums)
no MAC-agpecam Ha nopTax
aKTUBHOrO CeTeBoro
obopyaoBaHus  (Npy  Hanuumm
TEeXHMU4YecKomn BO3MOXXHOCTHU
nMeroLlerocs
TeNeKOMMYHUKaLMOHHOIO
obopyaoBaHus).

NCnonb3oBaHue Ge3onacHbIx
NPOTOKOOB obmeHa npwu
nepegaye ayTeHTUUKaALNOHHOM
nHdopmauuu (https, ssh n np.)

CosgaHve 130nNuMpoBaHHOW ceTu
AN Hyxg 3awmuaemonm  cu-
CTEMBI.

MporpammHoe w© annapaTHoe
OnoknpoBaHne MnoOTeHUManbHOM
BO3MOXXHOCTU yOaneHHoro
HeCaHKUMOHUPOBAHHOIO 4OCTyna
N  ynpaBneHust KOMMOHEHTaMu
3awmwaemMbix  cuctem  (npwm
Hann4nu TEeXHUYECKoMn
BO3MOXHOCTM).

BrokupoBaHue (nckntoyeHune)
noTeHumnansHoO BO3MOXHbIX
NOOKIHOYEHUN CErMEHTOB CeTeWn
3aWmLaemMbIX CUCTEM K CeTaAM
cBA3M obLiero nonb3oBaHus (B
Y4acTHOCTMN, NHTepHeT) "
KOHTPOmb A0CTyna W3 BHELUHUX
MHOPMALNOHHbIX

(aBTOMaTM3MPOBAHHbIX) CUCTEM.

OTKkntoYeHne  Hencnonb3yemblx
NHTEepdencos (nopToB)
BBOAa/BbiBOAA C MNPUMEHEHNEM
BCTPOEHHbIX B KOMMOHEHTbI
3almuaemon CUCTEMBI
NHCTPYMEHTOB.

OnevaTbiBaHMe
Heucnonb3yemblX WHTepdencons
(nopToB) BBOAA/BLIBOAA;
KOHTPOIb NOAKITOYEHMS
HocuTenen WHpopmMaumm ¢
NpPUMeEHEHNEM
cneumanuanpoBaHHbIX
WHCTPYMEHTOB,  BXOOSALWMX B
coctaB Cp3/ UTTSC.

M3am. [Kon.yu| Nuct [Neflok

Moan. |Oata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

B3am. uHB. N2

YnpasneHusa

YYE€THbIMW
3anncamm

NoeHTndpukaumns, asTo-
pusauusi, pasrpaHuye-
HWe [JocTyna nonb3oBa-
Tenenm u ycTpoucTB 3a-
LWMLLIAEMbIX CUCTEM.

OpraHuzauus
ynpaBneHms y4eTHbIMK  3anu-
CAMM C NPUMEHEHMEeM [Oo-
NONHUTENbHbIX
cneumanu3npoBaHHbIX
WHCTPYMEHTOB,  BXOOAWMNX B
coctaB Cp3U UTMSC:

— ngeHTndukauma n nposepka
NOAJSINHHOCTU cyb6bekToB
poctyna npu Bxoge B OC no
noeHTMdrKaTopy U Naporsto;

— pasrpaHuyveHve npas AocTtyna
M KOHTPOMb AOCTyna cybbekToB
K 3awmwaembiMm VP Ha ypoBHe;
— OC orpaHnyeHne Heyaa4HbIX
NONbITOK ayTeHTUMKaLMK;

— BnoknpoBka ceaHca no
UCTEYEHUID BPEMEHU, a Takke
BPYYHYHO aAMNHUCTPATOPOM
n(Mnu) nonb3osaTernem;

— naeHTnduKauma cepBepoB W
APM no norn4yecknm nmeHam;

— pasrpaHuyeHve npae goctyna
K CMEHHbIM HOCUTENSAM
nHopmaunmn Ha OCHOBE
CEPUNHBIX HOMepOoB (npun
HanMuum TEeXHU4YecKomn
BO3MOXHOCTH).

noagcucrTembl

MpumeHeHne
KOMMOHEHTbI
cTeMm

ayTeHTUdUKauunu.

BCTPOEHHbIX B
3almaeMbiX CHU-
MHCTPYMEHTOB

KoHTponb ynpasneHus
y4yeTHbiMM 3anucamm  OTaenom
6es3onacHocTn KoMmnaHuu.

NAD.1, NAD.2,
NAD.3, NAD .4,
NA®.5, YTAa.1,
yna.2, yrnp.4,
yrnpa.s, yrna.e,
yrna.1o,
yna.i1,
yra.14

Moan. n pata

MuB. Ne noan.

Mam. [Kon.yy] Iluct

Ne[lok

Moan. |Oata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

Perucrtpauun
CcoObITUM
6e3onacHocTH

KoHTponb ycTpoucts u
uenoctHoctn 0O, cbop
n pernctpauus
coObITUn
©e3onacHocTu.

MpumeHeHne
cneunanm3anpoBaHHbIX
WHCTPYMEHTOB,  BXOOSALWMUX B
coctaB Cp3UN UTBC, mmetowmnx
cnegyoLLlyto
PYHKUMOHANbHOCTb:

— KOHTpPOnb cocraBa n
uenoctHocTtn I0O;
— perucrTpauus
©e3onacHocTy;

— LEHTpanM3oBaHHbIN cbop,
XpPaHEHME W  apXMBUPOBAHUE
XypHanos;

— KOHTpOnb YCTPOWUCTB,
nogkntovyaemblx K APM un Cep-
BEpaM;

— KOHTPOnb COCTOSIHUS
YCTPOWUCTB C BO3MOXHOCTAMU
6noknposaHna APM (Cepsepa)
npu  N3MEHEHMN  COCTOSIHUS
3aaHHbIX YCTPOWCTB;

— OMOBELLEHNE OTBETCTBEHHbIX
nuy, o cobbITUAX 6e3o0nacHoOCTW.

cobbITU

AY[.3, Ay[l.4,
AY[.6, AY[l.7,
AY[.8

B3am. uHB. N2

AHTVBUPYCHOM
3awmThl

3awuta APM un cepse-
pPOB OT [OECTPYKTUBHbIX
JEencTBun BpeaoHOC-
Horo [10.

MpumeHeHne KOMMOHEHTOB
aHTMBMPYCHOM 3aluThbl, BXOAS-
wux B coctaB Cp3UN UTMSC:

— aHTtumeupycHoe O (ycTaHoBKa
Ha cepsepbl 1 APM);

— 3awmta APM wn cepsepoB
(noTokoBass u nepuoguyeckas
npoBepKa Ha HanMyne BUPYCOoB);
— obBHoBNeHne 6a3bl [AaHHbIX
NPU3HaKoB BPEOOHOCHbIX
KOMMbIOTEPHbIX nporpamm
(BupycoB);

— bopMupoBaHme OTYETOB O
NOMbITKax 3apaXxeHus;

— 3awwmrta ot DOS, DDOS-aTaK).

AB3.1, AB3.2,
AB3.4, 31C.3,
3NC.34

Moan. n pata

MuB. Ne noan.

LleHTpanu-
30BaHHOIO
yrnpasneHus
cpencTeamm
3aWmTbI N
KOHTpOns
3alUMLLEeHHOCTH

LleHTpanusoBaHHOEe
ynpaBsneHue cpea-
cTBaMu 3aWmThl
nHopmauum.
KoHTponb
LWEHHOCTH.

3aliun-

MpumeHeHne KOMMOHEHTOB
LeHTpann3oBaHHOro  yrnpasrne-
HUS U1 MOHUTOPWHIa, BXOAALLMX B
coctaB Cp3U UTMSC:

—KOHTpPOSb nopToB
(MHTepdencos) BBoga/BbiBOAA;
—KOHTpPOSb NOAKITHOYEHMS
MaLUVHHbIX HOCUTENEeN;
—dopmupoBaHne nacnopta [10

ou.1, MHL.1,
MHL,.2, MHL,.3,
WHL,.4, UHLL.5,
MHLL.6.

M3am. [Kon.yu| Nuct [Neflok

Moan. |Oata
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dPyHKUMOHaNbHas
nogcuctema NOUB
WpkyTckon BC

Has3HayeHue

MpyHUUNBI PYHKUMOHMPOBAHNSA
(MeTOabl, MEXAHN3MBI
peanusauun)

Peannsyemble
Mepbl, B
COOTBETCTBUM
C NPUKa3om
®CTIK ot
25.12.2017
Ne 239

(MHBEHTapusauus cuctem);
—KOHTpPOIb LeNIOCTHOCTH
dannoB n nanok Ha APM n
cepBepax;

—6nokuposka APM no cobbiTuam
6esonacHocTy;
—LEeHTpann3oBaHHoOe
yrnpasrieHue MeXCeTeBbIMU
3KpaHamu;

—pearnpoBaHume Ha cobbITua
6esonacHocTu nytem BO3-
OENCTBNA Ha CpeacTBa 3aluuThl
MHdopMauunmn ans Onoku-
poOBaHus yrpos;

—KOHTpPOSb LLeNTOCTHOCTM
NporpaMmMHbIX KOMMOHEHTOB
CpeacTB 3alnTbl MHpopMaunn.

[Ana MOHUTOpUWHra 3awmiiaemblx
CUCTEM Ha npeameT Hanumumng
YyS13BUMOCTEN
npegycmaTpmuBaeTca
npUMeHeHne NPOrpaMmMHOro
CKaHepa ys3BMMOCTEWN.

B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

Nam.

Kon.yy

Nnet

Ne[lok

Moan.

[ata
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

9. TexHu4yeckue peleHus

MpyHMMas BO BHMMaHWEe TeHOEeHUMM B pPasBUTUM TEXHUYECKOW MOMUTUKM B
Poccuinckon degepaunmn, HanpasfeHHbIE HA UMNOPTO3aMeLLEHME U BHEAPEHME Ha 0ObekTax
KU oTteuvecTtBeHHbIXx Cp3W, a Takke pykoBoACTBYsACb ykasamu [lpesngeHTta Poccuickon
depepaumm ot 30.03.2022 Ne 166 «O wmepax no ob6ecneyeHuro TEXHONOrMYECKON
He3aBUCMMOCTU U 6e30MacHOCTM  KPUTUYECKOW WMH(OPMALMOHHON  MHMPaCTPYKTYpbI
Poccuinckon ®depgepauum» mn ot 01.05.2022 Ne 250 «O pononHUTENbHbLIX Mepax Mo
obecne4veHunto MHOPMaLNOHHOM 6e3onacHocTn Poccunckon denepaunny,
MHOPMaUNOHHLIM NcbMoM 3akasudmka oT 12.10.2022 Ne Bx-22-0592 (npunoxeHune 1) B
KayecTBe OCHOBHbIX (HaNOXEHHbIX) TEXHUYECKUX CPeAcTB 3awuTbl MHdopMaumn (Janee —
Cp3M) B npoektupyemon (mogepHusmpyemon) Cucteme (ACY) obbekta Heobxoammo
ncrnonb3oBaTtb annapatHo-nporpammHoe Cp3W, peanusyiowiee B TOM uyucne n qyHKUUn
MexXceTeBoro akpaHupoBaHus oT Komnanum «CheckPoint», ceptudumumpoaHHoe PCTIK
Poccun no tuny [ (ypOBHS MPOMBIWSEHHON CeTu), KOoTopoe crnocobHo pabotatb M B
KnactepHoM (OTKa30yCTOMYMBOM) UCMOSTHEHUN, @ TaKKe NporpaMMHOe CpeAcTBO BeayLlero
oTedecTBeHHOro npomussogutensa — Komnavum «JlabGopaTtopua Kacnepckoro», KoTopble
B3aMMOOENCTBYS WM [LONOSMHAA ApYyr Apyra CO34alT KOMMEKCHYH (3LWENOHMPOBAHHYHO)
NMOWuB.

B kayectBe annapaTHo-nporpammHoro Cp3W OygoeT nNpUMEHSTbCSA  LWNH3
B6esonacHocTn (annapaTHbin mMoaynb) CheckPoint B annapatHon peanusdaumm Appliance

3100, BHELWHWI BMA, KOTOPOro npeacTaBneH Ha pucyHke 1.

] Chack Point

000000

PucyHok 1

AnnapaTtHbin  moaynb CheckPoint Appliance 3100 BbINOSIHEH B KOMMAKTHOM
HacTonbHOM chopm-pakTope (kopnyce Desktop) ¢ pasamepamu (LLUxIMxB) 210,3x210x419 (Mm)
N  cneunanuaMpoBaHHOrO nporpammMHOro obecneyeHnsa, u obnagaet cnegylowmMmm
OCHOBHbIMU PYHKLMNAMMU («NPOrpaMmMHbIMU Brierngammny):

1) wmexceTteBoro akpaHa (Firewall);

2) nocTpoeHune YacTtHble BupTyanbHbix ceten VPN (IPSec VPN);

3) oTobGpaxeHus XypHanoB, OCHOBAHHbIX Ha YYETHbIX 3anucsix Morib3oBaTenewn,
BMECTO XXYypHarioB, OCHOBaHHbIX Ha ux |P-agpecax, (0cBeOOMNEHHOCTb Mnosib3oBaTenen -
User Awareness);

4) npuwoputesauus Tpaduka (QoS);
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5) MexceTeBOW 3KpaH ypoBHA npunoxeHun (Application Control);
6) ©e3onacHocTb Web ¢ dyHkumoHanom proxy (URL Filtering);
7) cuctema npefoTepalleHnsi BTopxkeHun (IPS);
8) 3awwuTta oT 6oTHeT ceTen (Anti-Bot);
9) nOTOKOBLIN aHTMBUPYC (Antivirus);
10) sawumTa KkoprnopaTMBHOM NoYTLI (Anti-Spam).
AnnapaTHbin Moaynb CheckPoint Appliance 3100 B HacTonbHOM dopM-chakTope
(puc.1) umeeT cnefyoLwmMe OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKN:
1) 6 BcTpOeHHbIX NnopToB (MHTepdencos) 10/100/1000Base-T RJ-45;
2) 2 nopta (MHTepdpenca) USB 2.0;
3) 1 KoHconbHbIM NOPT (MHTepdenc) RJ45 (ana nocnegoBaTenbHOrO NOAKMOYEHNS K
YCTPOWCTBY);
4) 1 «koHconbHbI nopT MiniUSB (ana nocnegoBaTenbHOro MOAKMIOYEHUA K
YCTPOWCTBY);
5) 1 ckpbiTasd KHOMKa annapaTHoro copoca (ans dynaeku);
6) 1 ckpbiTas kHonka (onsa 6ynaBku) BOCCTAHOBMEHUS 3aBOACKNX HACTPOEK;
7) 1.UMY (4 dusnyeckux sapa, 4 supTyanbHbIX a4pa);
8) 8B O3y,
9) 1 6nok nutaHus (40BT, nepemeHHbIn Tok 110-240B, 47-63IL,);
10) 29,5BT notpebnsiemMon MOLLHOCTY;
11) oanH SSD Ha 2407'b (unv HDD Ha 320I'B);
12) nponyckHasi cCnOCOBHOCTb:
— Bpangmayapa — 4000 M6uT/c,
— VPN - 1700 MéwuT/c,
— IPS/IDS — 1100 M6uT/c.
13) no 3200000 nogkntoyeHnn gaepsona;
14) no 40000 nogkntoyveHun baepBona 3a CekyHay;
15) onepaumoHHaga cuctema — Gaia (R77.30, Tak u R80.X0);
16) pesepsuposaHue BIOS B mogyne (pesepsHbii 06pas BIOS);
17) ceptudpmkauus: - UL, CB, CE, TUV GS - FCC, CE, VCCI, RCM/C-Tick.
18) obuwee konuyectBO dmamyecknx u BuptyanbHbiX (VLAN) wuHTepdencos Ha
ycTponcTtBo:1024/4096 (eavHbIv WINO3/C BUPTYaribHbIMU CUCTEMaMN);
19) naccuBHasa n akTuBHaga arperaums coegmHeHun 802.3ad;
20) pexumbl (YpoBHU) OYHKLNMOHUPOBAHUSA — NPO3paydHbIn (2) n mappyTtusaums (3);
B nporpammHoe ob6ecnedeHne CheckPoint Appliance 3100 BxoauT HeCKONbKO

nporpamMMHbIX MOAYIEN:
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1) wmo3 6e3onacHocTn (Security Gateway) — nporpaMMHbIA  MOAYMb LWMt03a
©e3onacHoCTW, yCTaHaBnMBaeMbli Ha annapaTtHyto 4actb CheckPoint 1 BbINOAHAOLWMA
YHKUMN  MEXCETEeBOro 3KpaHa, MNOTOKOBOro aHtmeBupyca, aHtmbota, IPS u  wuHbIX,
KOHTPONMPYIOLWNA  BbINOSIHEHWE KOPMOPaTMBHOW MOMUTMKM 6e30nacHOCTM B KayecTBe
cuctembl obecnedeHns 6e3onacHoCTy;

2) cepBep ynpaeneHus OGesonacHocTbio (unu wn3amn) (Security Management
Server) — cepsep, UCMNOMb3yeMbli aAMUHUCTPATOPOM ANA ynpaBneHnsa (LeHTpann3oBaHHOro
ynpaBsneHus) nonnTnkon 6e3onacHOCTU M Ha KOTOPOM XpaHAaTcs 6asbl AaHHbIX U MOMAUTUKM
6esonacHocTn KomnaHum, B nocnefyowem 3arpyxaemble B W03 6€30nacHOCTH, a Takke
ans xpaHeHusa Jlor-cepsepa n ob6paboTkn BCTPOEHHOW CUCTEMOW aHanu3a U Koppensumm
cobbITui;

3) cmapT KoHconb (Smart Console) — npunoxeHne ¢ rpadunyecknmMm UHTEpPgencom
(KnMneHTCKas KOHCOMb), yCTaHaBnuBaeMmoe, kKak npasurio Ha APM agmuHucTpaTtopa ans
NOOKMIOYEHMS K cepBepy YynpasreHus ©e30nacHOCTbi0 U NO3BONfALlEee YNpaBnsTb
(M3MEHSITb) pasnMYHbBIMX  acnekTaMyn BbINOMIHEHUS NONMUTUK 6e30nacHOCTU Ha cepsepe
ynpaBrieHuns, a yxe nocre 3Toro U NPUMEHATb HACTPOMKM K LWnto3y 6e3onacHoCTM.

B cBow odvepeab ona cepsepa ynpaBneHus 6e30MacHOCTbIO Takke npenycMOTpeH
cnenyowmnn yHKUMoHan («nporpaMmHble Bnengbi»):

1) ueHTpanusoBaHHoe ynpasneHune nonutukammn (Network Policy Management);

2) ueHTpanuaoBaHHoe ynpasneHue areHtammn Check Point (Endpoint Policy
Management);

3) ueHTpanu3oBaHHbIN cbop 1 obpaboTka noros (Logging & Status);

4) ynpaBneHue 6e3onacHoCTbO U3 Bpaysepa (Management Portal);

5) KOHTPOSb Hag U3MEHEHNEM MNONNTUK, ayanT nameHeHunn u 1.4. (Workflow);

6) wuHTerpauusa c LDAP (User Directory);

7) aBTOMaTusauus ynpasneHus wnodamu (Provisioning);

8) cuctema otyeTHocTM (Smart Reporter);

9) aHanua u koppenaunsa cobbitnin (SIEM) (Smart Event);

10) aBTOMaTM4yeckasa NnpoBepka HacTpoek u Bbigada pekomeHgaumm (Compliance).

ApxuTekTypa 6nergoB NO3BOMSET MCNOMb30BaTh TOMBKO AEUCTBUTENBHO HYXHbIe ANs
paspabaTtbiBaemon Cuctembl PyHKLMN.

CyuwiecTtByeT ABa OCHOBHbIX CLeHapusi (yHKUMOHMpoBaHus (BHeapeHus) CheckPoint
Appliance 3100 gns 3awmTbl MHPOPMAaLUMOHHbLIX pecypcoB KoMmnaHuu:

1. OcHoBHOM w03 (Standalone) — Check Point yctaHaBnuBaeTcs kak yCTPOMCTBO
3aWwuTbl  nepumeTpa W agMUHUCTPUPYETCA FoKanbHO, a BCE €ero KOMMOHEHTHI,

OTBETCTBEHHbIE KaK 3a yrnpaBneHue, Tak 1 3a peanusauuto nonutukn 6esonacHoctu (cepeep
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ynpaeneHus 6Ge3onacHOCTb0 M w3 6e30nacHOCTM), YyCTaHaBnMBaKOTCA Ha OOHOM
annapaTHOM YCTpPONCTBe (KOMMbIOTEPE UK Moayne).

2. W3 ana dwunmana (Distributed) — annapatHas 4Yacte Check Point ¢
YCTAHOBMEHHbIM HA HEn nporpamMHbIM MoAyrem wro3a 6e30nacHOCTUM MOHTUPYETCs B
nogpasgeneHun KomnaHuu, a cepBep ynpasreHust 6€30nacHOCTbIO yCTaHaBnMBaeTCs Ha
oTAenbHOM OT wWmo3a 6e3onacHOCTM  annapaTHOM WM BUPTyanbHOM CpeacTBe, a
yrnpasnseTcs OCyLecTBNAETCA LeHTpanmM30BaHHO C NOMOLLbIO CMapT KOHCONKU, Hanpumep 13
ronoBHoro ocpuca Komnanun.

LLino3 6e3onacHocTM MOXeT paboTaTb B ABYX OCHOBHbIX pexunmax:

1. Routed — mapuwpyTmsaumsa, Korga w3 ucrnonb3yetca kak L3 ycTponcTteBo u
MapLLpyTU3npyeTt Tpaduk yepes cebs, T1.e. Check Point siBnsetca wnio30om no yMonyaHuio
Ans 3aluLaemMon CeTu.

2. Bridge — npospayHblii, KOraa L3 yCTaHaBnMBAETCs Kak OObIYHbIA «MOCT» U
nponyckaet 4yepes cebs Tpaduk Ha BTopom yposHe (OSI).

Pexum Routed sBNAeTCA OCHOBHbIM W CaMbiM pacnpoCTpaHEeHHbIM BapwaHTOM, a
Bridge o6bl4HO npumeHsAeTCH, Koraa HET BO3MOXHOCTM U3MEHUTb YXKe CyLeCTBYHOLLYIO
MHPACTPYKTYpPYy, B TOM YUCre MEHATb Tonornornwo cetn n IP — agpecauuu, a Takke B HEM
NMEIOTCH HEKOTOPbIE OrpaHUYeHust No PyHKUMOoHany,

B sawuwaemon Cucteme Byget ncnonb3oBatbcs pexmm Routed.

Ha ycmoTpeHune 3akasumka BO3MOxHa peanusauma CheckPoint 3100 B «ropsiyem
pe3epBUpPOBaHUMY», TO €CTb B Ka4eCcTBe annapaTHO-NMPorpamMMHOro Kracrepa, CoCTosLero nu3
OLHOBPEMEHHO paboTAWMX 2-X OAMHAKOBbIX annapaTtHbix mogynen CheckPoint 3100. B
39TOM BapuaHTe 3almTbl 00a yneHa Kracrtepa C NOSIHON BbICOKOW OOCTYMHOCTLIO UCMOMb3YOT
npoayktel Security Management Server n Security Gateway, rge oauvH 4neH Knactepa
aKTUBEH, a Opyron HaxoOuTCa B pexunme oxuaaHus. Ecnn B akTMBHOM uyneHe knacrtepa
BO3HMKaeT cOON, KOTOpbIA BNUSET Ha MNPOAYKT cepBepa ynpasreHus 6e30nmacHOCTbIO U
nNpoaykT wrto3a 6e3onacHoCcT, To oba ITUX NPOAYKTa NEPEKNOYAOTCH Ha pe3epBHbIV YreH
knactepa. Ecnu npoaykt Security Management Server Ha akTMBHOM 3neMeHTe Kractepa
BbIXOOAUT M3 CTPOs, TO TONbKO npoaykT Security Management Server nepekntodaeTcss Ha
pe3epBHbIN 3NEMEHT Kractepa, a NPOAYyKT wro3a 6e30macHOCTU Ha NepBOM 3fleMEHTe
KnacTtepa npogosnkaeT yHKUNMOHNPOBATb.

Ecnv npogykt wno3a 6e30nacHOCTM Ha aKTUBHOM YreHe Knactepa BbIXOAWUT U3
CTPOs, TO TOMbKO MNPOAYKT wro3a 6e30nacHOCTU MepeKoYaeTCsa Ha pPe3epBHbIA YNieH
Knactepa, a npoaykt Security Management Server Ha nepBOM 3rieMeHTe KnacTtepa

npoaomkaeT PyHKLMOHNPOBATb.
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Ona moHTaxa CheckPoint 3100 (B TOM 4ucrne M B KIacTepHOM BapuaHTe) B
ctaHgapTHyto 19”7 TEeNeKOMMYHMKAUMOHHYH  CTOMKY  BO3MOXHO  npuobpeTeHue
AOMNOMNHUTENBHOro KOMMMEKTa KpenneHusa cpasy Ha 2 Moayns.

CneunanbHO ONA uenen HenpepbiBHOCTU TexHororndecknx npoueccos ACY TI1
komnaHus «JlabopaTtopua Kacnepckoro» paspaboTtana komnnekcHoe peleHus Kaspersky
Industrial Cyber Security (danee - KICS), kOoTOpoe COCTOUT U3 3-X CaMOCTOSATENbHbIX
NporpaMMHbIX MOAdynen:

1) Kaspersky Industrial Cyber Security for Nodes (Janee - KICS for Nodes) — ons
KOMMMEKCHON 3alwnTbl cepBepoB 1 pabounx ctaHumi (APM) ot yrpo3 B B npoMbILLNEHHON
ceTu 1 obecneynBaroLLmi B HUX:

—KOHTPOSib LIENOCTHOCTU Ha OCHOBE pe3ynbTaTOB aHanusa >XypHanoB CcobbITui
Windows, B TOM 4ucne u c nomowpb oTtaenbHoro komrnoHeHTa (PLC Integrity checker)
OCYLLEeCTBNAETCA MOHUTOPUHI LLeNoCTHOCTU (M3MeHeHus) npoekTos 1K Ha ocHoBe ee hash
CYMMBbl,

—KOHTpOSb akTnBHOCTKM O (3anycka NpUoXeHnn, nporpaMmm),

—0obHapyxeHue ya3sumbIx npunoxeHun Ha APM un cepsepax,

—KOHTPOSIb UCnonb3oBaHus yctponcTts (USB-HocuTenu, BHELLHME YCTPOMCTBA WHOTO
TMna),

—KOHTpOnb noakntoyeHnsa Kk Wi-Fi cetam,

—aHTMBUPYCHYIO 3aLluMTy, NpeaoTBpaLlatoLLyo 3apaxeHue y3nos BpegoHocHbIM 10, B
TOM YmMCne u 3aWmTy OT LWNdPOBaHMS,

—ynpasrfeHne nokKarnbHbIM CETEBbIM 3KpaHOM obecneymBas GNOKMPOBAHME BHELLHMX
CeTeBbIX COeANHEHUIN Ha YPOBHe xocTa (cepsepa, APM).

KICS for Nodes obecneunBaeT HageXHy0 3alUnTy KOHEYHbIX YCTPONCTB U HE BRUsET
Ha TEexXHONOrM4yeckun npouecc, cepTuuunpoBaH BedyLMMKU NPOU3BOOMTENAMU CPeacTB
asTomaTtusauyumn (ACY TI1), noTpebnaet HAaMHOrO MeHbLUE BbIYUCIIUTENBHbIX PECYPCOB YEM
coBpeMeHHble KopnopaTuBHble nporpaMmHble Cp3W KOHEYHbIX YCTPOMCTB U3-3a HanNn4us
dyHKUMOHANa camoorpaHnyeHnss notpebneHunsa pecypcoB. OH Takke He Tpebyet
nepesarpyskM CUCTEMbI NPU YyCTaHOBKe, OBHOBNEHUN U MOXeT paboTaTb 6e3 nepesarpysku
Ao 6 mecsues, obecnevrBaeT paboTbl B NOMHOCTbIO HEOMOKMPYIOLEM peXxunme, a Takke
oBHapyXeHWs yrpo3 HyneBoro AHs.

2) Kaspersky Industrial Cyber Security for Networks (danee - KICS for Networks)
— ONs NACCMBHOIMO MOHUTOPUHIra CETEBOro Tpaduka NPOMbILLSIEHHOW CeTU 1 oBHapyxeHune
yrpo3, pasBopayvMBaeMbli Ha creumaribHO BblAENEeHHOM ANs 3TUX uenen annapaTHOM
cepsepe, NoAKNIYaeMoM K NpoMbILLeHHoM ceTu. Moaynb npeaHasHayeH ans obHapyxeHus

aTak, oWwnbOoK WU aHoOManunM B MNPOMbILUSIEHHON CeTU, peanu3yeT (yHKUMOHan CceTeBoro
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MOHUTOPUHra M rNyBOKOro aHanu3a npoMbiWweHHoro Tpadwuka. OH pabotaeT C konuen
Tpaduka  B3ATOM (nogkntodeHHon)  yepes  SPAN UHTEpdEenc  KommyTaTopa
(MapwpyTmnsaTtopa) NPOMbILLMIEHHON CEeTW, MO3TOMY He 3ameansdeT CKOpOCTb nepenaydu
AaHHbIX, HE BIMSIET Ha XO4 TEXHONOrMYEeCKoro npouecca n peanunsyert:

—MNaCCUBHYIO MAEHTUMKALUUA M MHBEHTapu3auuio YCTPOWCTB B CETU U TeM CaMbiM
oOHapyXvBaeT HOBble MOAKMNIYEHUS B MNPOMbBILWIEHHON CEeTW, B TOM 4UCFEe CeTeBble
KOMMYHMKaLMN MeXY MPOMbILLUNIEHHBIMU Y3ramu,

—HaxoXAeHne ceTeBbIX aTak C MOMOLLbIO KOMMOHEHTbI OBHapyXeHna BTopxxeHun IDS,

—TenemMeTpu4eckni aHanma TEXHOSTOMMYECKNX MNPOLECCOB MPaKTUYECKU B pexXuMMme
peanbHOro BpEMEHM!,

—rnyboknn aHanu3 npoMbIWNEHHOro Tpadmnka, obecneunmBas MOHUTOPUHI 3a
HEeCaHKUMOHUPOBAHHbLIMU KOH(PUIypaUMOHHbIMK KOMaHZamu, noctynatowmmmn Ha [IK, a
TaKKe HaxXOXAEHWEM 3HaYEeHW NapaMeTpoB TEXHOSOMMYECKOro npouecca B AOMYCTUMbIX
npegenax u COCTOSIHUSAX,

—nHTerpaumio yepes APIl-mHTepdenc co CTOPOHHUMU CUCTEMaMMN OBHapPYXKEHWS.

3) Kaspersky Security Center (danee — KSC) — ans ueHTpanu3oBaHHOro
MOHUTOPWUHra 1 ynpasneHnsi KomnoHeHTamu 6e3onacHoctn KICS n peanuayer:

—ynpaBreHne cuctemamu, COCTOsILEee B LEHTPanM3oBaHHOM COOpe CUCTEMHBbIX
AaHHbIX, LIEHTpanM30BaHHOM pasBepTbiBaHMM NporpaMMHOro obecneveHns (ycTaHoBKa
areHToB), MOHMUTOPUHre YA3BUMOCTEN W YynNpaBfieHMe UCMNPaBNEHUAMU, pPaCLUMPEHUN
KNMMEHTCKNX CPpeacTBa yrnpaBreHus,

—LleHTpann3oBaHHoOe OBHOBMNEHNE CUTHATYPHbIX 6a3,

—UEeHTpann3oBaHHOEe  ynpasfieHMe  nonutukamm  6e3onacHocTW,  yaaneHHoe
nraHMpoBaHME W BbIMOSHEHWE 3a4ay, PONieBOE yrpaBreHue,

—OTYeTbl W  YBEOOMSMIEHUHA, COCTOSLME B BEOEHUM KYpHanoB  COObITUA,
MHPOPMALUNOHHBIX NaHenen, OT4eTOB, YBEAOMITEHUN,

—nHTerpaumto ¢ SIEM-cuctemamm, ¢ 4enoBEKO-MaLUMHHBIM MHTEPENCOM.

Ha Bce 3awmuwaemble 06bekTbl (APM 1 cepepa) npoektupyemon ACY, cneumanbHO
ANSA 3aWLMTbl CNIOXHbBIX MPOMBbILLMEHHbIX Cpen OOMKHbI ObiTb YCTaHOBNEHbI KOMMOHEHTLI KICS
for Nodes, a Ha APM agmuHucTtpaTopa WHGOpPMaUMOHHOM 6e30MacHOCTU KpoMe 3TOro
mMoayns ewwé n moaynb KSC.

O6opynoBaHne  MeXCETEBOro  3KpaHMpoOBaHMS  Ha  npoektupyemon  ACY
yCTaHaBNMMBaeTCA Ha rpaHuuax nogkroyYeHun TexHonormdeckom cetu ypoBHsa CAY K
cepsepam un APM pomxHocTHbIX nuy KomnaHum (yposHa O€C). Onsa 3awwmwaemon ACY
obopynoBaHue, NO CywecTBy, npeacTtasnseTr cobon annapaTHble usgenuna pasmepamm 1U

Ans MoHTaxa B 19" CTOonKy n MOHTMpyeTca B wkad cencmokoHTpons LWCK B cooTBeTCTBUM C
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BHYTPEHHMM COCTaBOM 3TOro Lwkadga, u3noxeHHoro B AokymeHTe [137.2021.01.001 wn
pasmMellLaemMoro B «AnnapaTtHony TexHu4yeckoro 3gaHus UF9C.

MOWMB npoektupyemon (mogepHusnpyemon) ACY nocTtpoeHa no 3LeNoOHMPYyEMOMY,
MHOrFOYPOBHEBOMY MPUHUMMAM C «rOpPSYMM» pPe3epBUPOBAHMEM OCHOBHbIX 31IEMEHTOB
(knactepusaumen) n 3UM, goctatouHbIM Ans obecnevyeHns Npuemnemoro, B COOTBETCTBUN C
Monutnkon wHMopmaumoHHon 6esonacHocTn Ana  KomnaHum pucka B BO3MOXHbIX
HelTaTHbIX CUTyauunsax.

Mpun BbIGOPE CpeacTB akTMBHOIO ceTeBoro 06opyaoBaHNA 1 annapaTHO-NPOrpaMMHbIX
CPeACTB  3awmTbl MHGoOpmaumMm o0bs3aTenbHO  yunTbiBalOTCsA TpeboBaHua  [lonuTuku
KomnaHumn-3akas4dmnka n yctaHoBIIE€HHble KoprnopaTuBHble cTaHaapThl rno Ub.

Kpome TOro, BCe annapaTHo-NporpaMmmHble  (TEXHUYecKne) cpeactea B
npoekTupyemon ACY porxHbel obnagatb (M BbINOMHATE) CNeayoLWnMy BO3MOXHOCTAMMU:

1. OTtkntoyeHne Bcex cnyxb mn cepsucoB Ha APMax un cepsepax ACY, He
nucnonb3yemMblX B npouecce 3akcnnyataumm u conposoxaeHus ACY (npu  Hanuuum
TEXHUYECKON BO3MOXHOCTU). [pn HeobxoOuMOCTU faHHble CnyxObl, cepBUCHI U DYHKLMM
OOIDKHbI  MUMETb  BO3MOXHOCTb  BKITHOYEHUS,  YNOMHOMOYEHHbIMM  nuuamu  KomnaHum
(agMuHMUCTpaTopamun), Ha onpeferieHHbld  nNepuos  BpPeMEeHM B COOTBETCTBUU  C
TpeboBaHnaMM Mo ynpasneHuto koHdgurypaumen ACY.

2. Bce KOMMyHMKauMOHHbIE WHTepdencbl (MopThl), MNOPTbl BBOAA-BbIBOAA U
UHTepdgencbl Ha obopygoBaHum anemeHtoB ACY, Bknovas APMbl, cepsepa,
TENEeKOMMYHUKaLNOHHOro 060pya0BaHMs, He UCMONb3YyEMOro HeNoCpPeaCTBEHHO B npoLecce
akcnnyaTtaumm n conpoBoxaeHns ACY, OomkHbl ObiTb OTKMAYeHbl B BIOS wnnun HagéxHo,
annapaTtHO-NPOrpaMMHO, NPOrpaMMHO 3abnokupoBaHbl M (UNM) onevaTaHbl. Takas
BO3MOXHOCTb peanunsyetca npu seoge NOWB B akcnnyatauyuto. ObecnevmBaeTcsa HaCcTponka
aTpubyTOB AOCTyNa, OTMMYHBIX OT 3HAYEHWUA «MNO YMOSMYaHMIO», MpuUBA3Ka WHTEPdENCoB
(noptoB) Kk MAC-agpecam XOCTOB;

3. [ns orpaHnyeHna goctyna kK pecypcam B BIOS APM, cepsepoB, MCNONb3yeMbIX
B ACY, pgomxkHa 6bITb peann3oBaHa BO3MOXHOCTb 3anpeTta 3arpy3ku ornepawmoHHbIX CUCTEM
C WHbIX HOCUTESEN, KPOME >XECTKOro AncCKa KOMMNbITEPOB M CEPBEPOB, a Takke yCTaHOBKa
napons Ha Bxog B BIOS, ob6ecneyeHne uenoctHoctn BIOS.

4, DyHKUMA aBTO3anycka CMEHHbIX HOocuTenen AormkHa ObiTb 3abrokMpoBaHa B
BIOS.

5. 3awmton npoektupyemon ACY ot HC[l npegycmaTtpuBaeTca pasrpaHUyYeHnem
poctyna Kk obopygooBaHWo Ha ypoBHe  aBTopusaumn. [lpoBepka  nognMHHOCTU
OCYLLIECTBNAETCA C NOMOLBI0 NPeabsBieHns florMHa u napons. Kpome nokansHON NpoBepKM

nonb3oBaTtesnid UMeeTcA BO3MOXHOCTb WHTErpauunm Cco cny>|<6a|v|V| ayTeHTVI(*)VIKaLI,VIVI
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cepsepHon OC n Cp3W. Ooctyn k npoektnpyemon Cucteme OOSMKEH NpeaocTaBnATbCA No
NPUHLMNY MUHUManbHOM LOCTATOYMHOCTM, 3aKtovarolerocs B TOM, YTO Yy onepatopa unm
WHOro AOSMKHOCTHOroO numua Komnanum [ormkHbl ObiTb NpaBa TOMbKO Ha MPOCMOTP MM
MOHUTOPUHT MHGOPMALMM B pamMKaxX BbINOSIHAEMbIX MNPOM3BOACTBEHHbIX (OYHKUMKA, a Y
UHXeHepa (agMuHUCTpaTopa) — npaBa Ha W3MEHEHWE HACTPOEK WU MHbIMK COBaMM
peanusauusa mepsbl YO 5 - HazHavyeHne MnHMManbHO Heo6xoanMBbIX NpaB 1 NPUBUNErnI.

OcHoBHoe TexHuyeckoe pelleHne NOUB npoekTupyemoro obbekTa npeacTaBreHo Ha
CTPYKTYPHOM CXeMe KOMMJSIeKca TeXHUYEeCKUX cpencTB 3awmTtbl MHdopmauum 137.2021.01-
NB.C1, a cxema dyHKUMoHansHou cTpykTypsl Ha 137.2021.01-UB.C2.

Bce TexHuyeckne pelleHUss YCNOBHO MOXHO OTHECTM K  (PYHKUMOHANbHbIM
nogcmucrtemam

1) ceTeBon 6e30MacHOCTH;

2) yrnpaBrieHns y4eTHbIMU 3anucsamu;

3) permcTpauunm codbbiTnin 6e3onacHocTy;

4) aHTMBMPYCHOW 3aLUNTBI;

5) LEeHTpann3oBaHHOro  ynpaBreHus CpeacTBaMy  3alimMTbl U KOHTpONS

3aLlUULLEHHOCTM;
9.1. MNMoacuctema ceTeBOM Ge3onacHOCTU

Mogcuctema ceteBo 6Ges3onacHOCTM npefHa3HadeHa AN CerMeHTUpoBaHUSA
MH(POPMAaLNOHHO-TENEKOMMYHUKALMOHHBIX CeTEN, TO €CTb (PU3NYECKOro U JIOrMYECKOro mx
pasgenenus ana 6esonacHoro yHKUMoHMpoBaHus 3awwmwaemon ACY, a Takke 3almTbl OT
nogmMeHbl OoBepeHHOro obbekta (06opyaoBaHus), opraHvsauus LeMunmnTapus3oBaHHOWN
30HbI, BITIOKMPOBAHUS HEAOKYMEHTUPOBAHHbLIX (MOTEHUManbHO HECaHKLUNOHUPOBAHHbIX) TOYEK
NoaKNIYeHnsa K BHeWHUM ceTam 3a npegenammn K3. OHa BknwovaeT B cebs peanusaumio
cnegylowmnx mep no obecneyenunto 6esonacHocTn uHdopmauumn: MAD.7, YIA.14, 3HN.5,
3HWN.7, 3NC.2, 3NC.3, 3NC.5, 3UC.6, 3NC.8, 3NC.34 n cocTouT B CreayroLleM.

1. MexceTeBoe 3KpaHMpOBaHME CeTeBOro Tpadwmka, npegycMmaTpusaroLlee
nporpamMmMHo-annapaTtHole M3 Ha rpaHvuax 3awuMuaemMoro cerMeHta ceTn, a Takxke
nokanbHbIM NporpaMmmHbin MO Ha APM n cepeepax.

2. CermeHTupoBaHue ceTen C Y4ETOM pasrpaHnyeHus gocrtyna
nosfib3oBaTeNen/ycTpoucTB K WMHPOPMALMOHHBIM pecypcam pasHbiX CErMEHTOB CEeTU Ha
OCHOBaHWUW NpaBu MEXCETEBOrO B3aMMOOENCTBUS.

3. WNpeHntndpukauyusa (punbtpaums) no MAC-agpecam Ha noptax akTUBHOIO CETEBOrO
obopyaoBaHus.
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4. Wcnonb3oBaHne  6e3onacHbiXx  NPOTOKONOB  oObmeHa npm nepepadye
ayTeHTudunkaynoHHom nHcopmaumm (https, ssh n np.).

5. CosgaHune n3onnpoBaHHOW ceTu Ans HyXa npoektupyemon ACY.

6. [lporpammHoe n annapartHoe 6rnokupoBaHue BO3MOXHOCTU
HeCaHKLUMOHNPOBAHHOIO yaaneHHoro Aoctyna u ynpasneHns komnoHeHtamu ACY.

7. BbnoknpoBaHue (ncknroyeHune) NOAKITOYEHNI CermMeHToB ACY K
HECaHKUMOHNPOBAHHbLIM, OTKPbITbIM CETAM CBA3W 06LWero nonb3oBaHWsA (B 4aCTHOCTW,
NHTepHeT).

8. OtknoyeHne  (6nokvpoBaHWe) HeUcnonb3yemblX  UHTepdencoB  (MOPTOB)
BBOAA/BbIBOAA C NPUMEHEHUEM MEXaHU3MOB, BCTPOEHHbIX B onepaunoHHble cuctembl APM
N CepBEpPOB, N ceTeBbiX KOMMOHEHTOB ACY.

9. OnevaTtbiBaHVe HeUCNornb3yeMblX MHTEpPdEeNCoB BBOAA/BbIBOAA.

10. KoHTponb  NOAKmYeHuss  HocuTenem  uHdopmauum € NPUMEHEeHueM
cneumnanmanpoBaHHbIX WHCTPYMEHTOB, Bxogsawwmx B coctaB MOWMB npoektupyemon ACY
obbekTa, a Takke 6rokuposkn B OC doyHKUMN aBTO3anycka CMEHHbIX HOCUTESEMN.

Moacuctema ceteBon 6e€30MacHOCTU YCIIOBHO CTPYKTYPHO COCTOUT M3 BHELUHErO U
BHYTPEHHErO MPOMbILUNEHHO-MHOPMALMOHHBLIX KOHTYPOB, pPasfefiéHHbIX MeXCceTeBbIM
3KpaHOM, KOTOpble B3aMMHO AOMNONHAKT Apyr Jgpyra W peanu3yroT BCe Mepbl
3LENOHMPYEMON 3alunTbl MHopMaumn. BHewHun koHTyp obecneuymBaeT 6e3onacHOCTb
3awmaembix 06bekToB ypoBHA OlNC npu B3aumogencTenm mexagy codom n npu BO3MOXHOM
B3aMMOOENCTBUN C NPOU3BOACTBEHHLIMU (KOPNOPATUBHBLIMK) CETAMU U MHBIMU BHELUHUMW
CeTAMU 3a UCKMYEHMEM ceTen obLiero nonb3oBaHUA. BHyTpeHHUI KOHTYp obecneuymBaeT
Be3onacHOCTb Bcex 3awmuwaemblx 00bekToB Ha ypoBHAX CAY M nonesom, yTo Oyget
aBnaTbCcs peanusaumen 3UC 5. (opraHnsaums 4eMUNNTapu3oBaHHOW 30HbI).

TexHN4YecknMmn pelleHnsaMrM No OopraHm3aumnm foKanbHO-BbIYUCIIMTENBHON CeTU Ha
obbekTe Ana  Hyxg npoektmpyemonm Cuctembl (3agad ACY TI) npenycmMoTpeHo
ncnonb3oBaHne usndeckn soigeneHHom JIBC (060cobneHHon) OT UHbIX CEeTEMN.

IP-agpecauus paspabaTbiBaeTcsa (koppekTupyeTcs)  cneynanmanpoBaHHbIMU
nogpasgeneHnamm 3akasyunka ¢ y4ETOM KOpnopaTMBHbIX, CTPYKTYPHbIX, reorpadpmyeckmx nnm
TONonormyecknx ocobeHHoOCTE Ha 3JTane BBoAAa B  3IKcnnyataumo obbekta U
HenocpeacTBEHHOro NpoBeAeHNs NYCKO-Hanago4HbIX pabor.

Pasgenenune ceten yposHa OINC u CAY, npoektnpyemon ACY ocyllecTBnAsaTbCSA
nocpeacTBOM pe3epBUpyemMoro annapaTHo-nporpaMmmHoro M3.

AnnapaTHbin mogynb CheckPoint 3100 (puc.1) Ha dpoHTansHoM (NepeaHen) naHenm
cogepxut: 5-Tb nHTepdencos RI45 onsa noaknYeHNa yCTpoucTB, oauMH uHTepdenc RJI45

Ansa ynpaeneHnsa mogynem n obosHayvyeHHbln 6ykBamn MGMT, 2-a untepdenca USB2.0 gns
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nHctannaumm  1ISO, no ogHOMy KOHcOonbHOMY wuHTepdency RJI45 un MinilUSB ans
nocrnegoBaTenbHOro NOAKMIOYEHNSA K YCTPOUCTBY M 0603Ha4eHHble BykBammn CONSOLE. Ha
3agHen naHenn moaynb CheckPoint 3100 pacnonaratoTcst rHe340 Ansa NoaknoveHnsa kabens
agjanTepa 9MneKkTPONUTaHNS 1 rMaBHbIN NepekntoyaTeNb ANEKTPONUTaHUS.

AnnapatHbin mogynb CheckPoint 3100 cmMOHTMpoOBaH Ha npaBon GOKOBOM NaHenu
WwKaga CEeNCMOKOHTPONA W cpeactBaMyv agMUHUCTPUPOBAHUSA ONS HEro HasHa4veHbl
BHYyTpeHHMEe nHTepdernckl (nopThl) 1, 2, nogkntoyaemble Ethernet-kabensmun (naty-kopaamm)
K WHTepdencam (noptam) 3sawmwaemblx mogyrnen [1JIK, a HasHavyeHHble BHELIHUMYU
UHTepgencamum (noptamun) 3, 4 NOAKNKYAKTCA NaTy-KopAamMu 4Yepes3 MPOMBbILUSIEHHbIE
mMeanakoHsepTepbl no BOJIC k cyuwecTtBywowmMM MapLipyTusaTopam, K UHTepdencam
KOTOPOro Tak >e noaknoveHol cepsepa u APM pykosoautenenm u pabotHukos UIM3C.
AomunnuctpupoBaHne CheckPoint 3100 ocyulecTBnseTcs 4epe3 ero cneuuanbHbIv
nHtepcpernic, obosHayeHHbIn OGykBamn MGMT ¢ APM agmuHucTpatopa. PesepBHbin
annapatHbii mogynb CheckPoint 3100 HaxoanTcs B 3UIT.

M3 mMoxeT co3gaBaTbCA U Kak OTKa30yCTOMYMBBLIA Knactep M3 2-X OAHOBPEMEHHO
paboTatowmx mogynen CheckPoint 3100 (Knactep MO - [anee). Knactep M3 OGyger
obecneunBatb «ropsidee» annapaTtHO-NPOrpamMMHOE pe3epBMpPOBaHME M aBTOMATUYECKOe
nepekniyeHne ¢ OCHOBHOrO YCTPOMCTBaA W MporpaMMmHoOro obecrneyeHns Ha pesepBHble
(annapaTHoOe 1 NporpaMmMHOE) NP BbIXOAE OCHOBHOIO M3 CTPOS.

Ons co3aaHus Knactepa M3 HeobxoaMmo CMOHTUPOBATb B 19”
TeneKkoOMMYHUKaLUMOHHYIO CTOnKy 2-a moaynsa CheckPoint 3100, BO3MOXHO M NpY NOMOLLM
npnobpeTaemMoro AOMOSHUTENbHOIO KOMMIIEKTa KpenneHusa (nonka B CTOMKY Ha ogHo/aga
wacecn ans wno3os 6esonacHoctn 3000) n coeguHUTb X Mexay cobown (Hanpumep 5-mu
UHTepdencamm, HasHayYeHHbIMM LN CUHXpOHM3auumn) Ethernet-kabenem (naTy-kopaom).
Heobxoaumo y4ecTb, YTO ANns MHTePdENCOB CUHXPOHM3ALMM UCNONb3yeTCa NepeKkpeCcTHbIN
kabenb (UNK cneumanbHbI KOMMYTaTop).

HdeTtanbHas wvHpopmaums o6 yCTaHOBKE, HACTPOMKE W MOpPsiAKE WCMONb30BaHMUS
(akcnnyaTtaumn) annapaTtHoro moaynsa CheckPoint 3100 unu Knactepa M3 Ha ero ocHose
COAEPXKNTCA B IKCNIyaTaUMOHHON OOKYMEHTALMM Ha Hero — PykoBoACTBe agMUMHUCTpaTopa,
Bbinyckaemon npoussoantenem «CheckPoint» n oxpaHaeTca aBTOpCKMM MpaBoM MO eé
pacnpocTpaHeHuio, KOMMPOBaHUIO U AdekoMmnunsauuu. BocnpoussegeHve nobon 4vacTtu
ykaszaHHon gokymeHTaummn no CheckPoint 3100 B ntobon popme n nobbimm cpeactsamm 6e3
npenBapuTenbHOro MNUCbMEHHOro paspelleHna komnaHum «Check Point» 3anpelueHo.
MoaTomMy B [JaHHOW [OOKyMEHTauuu npeacTaBneH TOMbKO O6WWM NOpsiAOK OCHOBHOM
yCTaHOBKM M HacTporkn moaynss CheckPoint 3100 u knactepa M3 CheckPoint 3100,

BKIHOYaOLWLNKM criegyowmni nnaH encTBum.
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[MepBbiM 3Tanom HeobXoOMMO NPOU3BECTU HaYanbHY HACTPOWKY anmnapaTHOro
MOAYNSA UM NOArOTOBKY MocrefoBaTeribHO YrieHoB Krnactepa M3 npu ycrnoBun, YToO Ha HUX
yxe yctaHoBneHbl OC u cneuymanuanpoBaHHoe [10. [Ina aToro nocne BKMNKOYEHUS Ha KaXaoM
N3 HUX JNEKTPONMUTAHUA U MOAKMYMBLLMCE KOMMbIOTEPOM (HOYTOYKOM) agMuHUCTpaTopa K
pasbemy ynpasrneHus (MGMT) Ha nepeaHen naHenn moayns (NocpeacTBOM MMELEerocs B
Komnnekte noctaBku ceTteBoro Ethernet-kabens) npomsBecTn HeobGXxoguMble YCTaHOBKM B
cooTtseTcTBYylOWMX nonsx MO.

K Taknm yctaHoBKam crieqyeT OTHEeCTW nepBoHavanbHbIN «IP-agpec», Ha3Ha4yeHHbIN
Kaxxgomy moayno (Hanpumep, 192.168.1.2), «Macka nogcetn» (Hanpumep, 255.255.255.0),
OCTaBMB He3anonHeHHbIMK nona «LLno3 no ymonyaHuio» un «MapameTtpbl DNS».

3ateM Ha KomnbloTepe HeobxoguMmo 3anycTuTb Beb-bpaysep M BBecTM B Mone
agpeca: https://192.168.1.1, a B OTKpPbIBLUEMCA OKHE aBTOpMU3auuW BbINOJSIHUTL BXO4 C
NMOMOLLI YCTAHOBMEHHbLIX MO YMOJSIYAHUIO MMEHW Morfb30oBaTens U naposis OT yYeTHOW
3anMcu CUCTEMHOro agmuHucTpatopa (admin/admin) HaxaB nocrne ux BBEOEHUSI KHOMKY
«Login» («BonTtn»). Nocne aToro aBTomMaTMyeckn 3anycTuTca MacTep HayanbHOW HAaCTPOWNKH,
KOTOpbIN NpoBeAeT Yepe3 npoueaypy HacTpOMKM COeaunHeHus, roe Heobxoaumo Oyaer
yKkasaTb BCe HeoOxoanmble napameTpbl, B TOM YACIE U YCTAaHOBKY Ha Kaabln moaynb 10O
wnto3a 6esonacHoctn (Security Gateway) n cepsepa ynpaneHust 6esonacHocTtblo (Security
Management Server) ¢ (PyHKLUMOHANOM «MEHE)KMEHT CepBep».

MTorom HavanbHOM HACTPOWMKWM OOSMKHO CTaTb, YTO Kaxablh mogynb knactepa MO
HaCTpPOeH Kak cepBep ynpaBneHus 6e30nacHOCTblO (C YCTaHOBIEHHON M aKTUBMPOBAHHOW
NUUEH3nen ang knacrtepa) n Kak w3 6e3onacHoCTV, a B AOMNOMHUTENbHbLIX napameTpax
Kaxgoro moaynsa BblbpaHbl OOBLEKT, ABNAWLWMACA 4YacTbio Krnactepa M Kakou Moayrb
aBndeTca «OCHOBHOM», a Kakon «[JOMONMHUTENbHLIM» 3NIEMEeHTaMu, a TakKKe HaCTPOEHbI
y4YeTHble JaHHble agMUHUCTPaTopa Ana cepBepa ynpasneHnsa 6e30nacHoOCTbIO.

BTopbim aTanom Heobxoammo ycTtaHOBUTb Ha kKomnbtoTep (APM) agmuHucTpaTopa
CmapTt koHconb (SmartConsole). [ins atoro 3anga Ha Beb6-nHTepdenc ogHoro n3 moaynen
nmnbo xxe MeHeKMEHT cepBepa 1 BblbpaB Ans ckaumMBaHus B pasgene «Maintenance», NyHKT
«Download Smart Console», HaxaTb B nocnegcTBum KHomnky «Download». [locne
CKauMBaHMa CMapT KOHCONM HeobXo4MMO 3anyCTUTb MPOLECC €€ UHCTaNnNsaumu, rae onsa eé
YCNeLwHon YCTaHOBKN NOHAJ00saTCA AONONHUTENbHbBIE NPOrpamMMHble KOMMNOHEHTbl (MS NET
Framework 4 u T1.n.). Onpegenntb paspelleHHbIX KnneHToB SmartConsole n npoTtokon
obmeHa ¢ MmogynsimMu.

Cnegyowmm atanoMm HeobxoAuMMO onpefenuTb M HacTpouTb TUN (BHELHWWA Wnn
BHYTpeHHMI) 1 IP-agpec ans UHTepdencoB BCEX YYACTHMKOB Knactepa, a Takke TOYHO

CMHXPOHU3MPOBATL Yachkl MOAYEN C TOYHOCTbIO A0 OAHOW CEeKyHAb!.
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Y6eaunTtca, 4To Kaxgasa ceTb (BHYTPEHHSAS, BHELWHAS, CUMHXpOHM3auma, DMZ v 1. 4.)
npu yctaHoBke IP-agpecaunn HacTpoeHa Ha otaenbHyto VLAN (kommyTatop unm
KoHUueHTpaTop). CrneagyeT nmeTb BBUAY, 4YTO IP-agpeca knactepa ABnsOTCS BUPTyarbHbIMUA,
MOCKONbKY OHM He npuHagnexaTt Kakomy-nnbo dusmyeckoMmy uHTepdency, noatomy Ans
BHYTpeHHen ceTu IP-agpeca mogynam knactepa M3 moryT GbiTb HasHayeHbl, Hanpumep
cooTtBeTcTBeHHO: 10.10.0.1 1 10.10.0.2, a onAa BHELUHEN COOTBETCTBEHHO KaXKAOMY MOAYIHO:
192.168.10.1 n 192.168.10.2. Heob6x0ANMMO Ha3Ha4MTb MO OAHOMY CETEBOMY MHTEpency
CUHXPOHM3aUMKN ONs Kaxgoro YneHa knacrepa, Hanpumep: 10.0.10.1 n 10.0.10.2, coegmHue
nX Apyr ¢ Apyrom.

Mocne Bcex HeoBXOOAMMbIX YCTAHOBOK HeobXoAMMO nepesarpy3nTb annapaTtHble
Moaynu.

Ana agmuHnctpmpoBanua CheckPoint 3100 Heo6xoamMmo opraHn3oBaTb OTAENbHYHO
VLAN 1 ons atoro ero cneumanbHble MHTEpPMENChl ynpaBneHns Ha KaxxgaomM moayne natd-
Kopgamu 4Yepe3 npoMmbllfeHHble  MeanakoHsepTepbl no BOJIC  nogknountb K
CYLeCTBYOWNM  MapLlupyTu3aTtopaMm, K KOTOPbIM  TaKkKe MOAKIYEH  CeTeBbIMU
nHTepgencamm APM agmuHucTpaTtopa MW COrfnacHO PYKOBOACTBY aAMUHUCTpaTopa
HaCTpouTb BCe Heobxoanmble PyHKUMM («nporpamMHble 6nenabi») M3.

Heobxoaumo B COOTBETCTBUM C pernameHToM (OYHKLUMOHMPOBAHMUS 3alumLiaeMon
Cuctembl HactpouTb B 10O CheckPoint 3100 mapwpyTtunsauuio. LlenecoobpasHo HacTpouTb
cTaTMyeckne MapLupyThbl A5 BCEX YCTPOWCTB, KOTOPbIE ONpeaenstoT «NYHKT Ha3HayYeHnsa» u
OOMH UM HECKOMbKO MyTen (MapLUpyTOB) C onpeaeneHnemM npuopuTeToB Ans Bbibopa nyTtu
MapLupyTa.

ObsizatenbHO  Heobxogumo  agamuHucTpupoBaTb  «lMonuTukn  GesonacHoCTM»,
cocToswme 13 Habopa npaBun M HacTPOEK, KOTOpble YMpaBnstoT CeTeBbiM TpadUKOM U
obecneunBaloT cobnogeHne pykoBoadAWMX NpuHUMNOB KomnaHum no 3awmte OaHHbIX U
pocTtyny Kk pecypcam Cuctembl C npoBepkon nakeTtoB. I gns 310 Heobxogumo BHeCTU
COOTBETCTBYWOLME [OaHHble B onpegenénHole nond. B Check Point npepocraBnseTcs
HECKOJIbKO TMUMOB MNOMUTUK BE30NacHOCTMW.

1. [MonuTuka KOHTpPONA JOCTYyNa, COCToSALWAsn U3 cneayoLmnx YyacTen:

1) Basa npaBun KOHTpPONA AOCTyna, cofaepxawasi YHU(PUUUMpPOBaHHbIE NPOCTble U
AeTanuanpoBaHHble nNpasuna Ansg ynpasneHWs [OCTYNOM M3 YKa3aHHbIX WMCTOYHUKOB K
yKa3aHHbIM MecTaM Ha3HayeHus No ykasaHHbIM nNpoTokonaMm. NMpu akTMBauuu NporpaMmmMHOro
6nenpa «ldentity Awareness» Ha wnto3ax 6e30nacHOCTUN, BO3MOXHO UCMONb30BaTbh OOBHEKTHI
ponu OOCTyrna B KayeCTBE WMCTOYHUKA WM Ha3HayYeHus B npaBune, 4TO MO3BOSISET Nerko

co3gaBaTtb npasuia ana otaesibHbIX nonb3oBarenen nnm pasfnnyHbIX UX rpynnm.
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2) basa npasun NAT, cogepxawasa asBTOMaTU4YECKMe W pyYHble MpasBuna
TpaHcnaumm cetebix agpecos (NAT).

3) basa npaBun pabouero cTona, ycTaHaBnMBaemasi Ha cepBepe ynpaBneHus
6e30nacHOCTbIO ANA KOHTPONsa AocTyna Ha yaaneHHble APM nonb3oBaTtenen (yganeHHoro
aoctyna)

2. lonutuka npenoTBpalleHUs Yrpo3, COCTosWas B MNPOBEPKM COeOUHEHUs Ha
Hanu4ve 60TOB N BUPYCOB, HA OCHOBE AaHHbIX BPEAOHOCHbIX NPOrpamMm 1 ceteBble O6beKTbI
(Basbl npasun).

3. MNonutuka nposepkn HTTPS, nossonswowaa nposepats Tpaduk HTTP / HTTPS
Ha nporpamMMHbIX Breragax: aHTMBOT, aHTUBUPYC, KOHTPOSb NPUNOXEHNN, OCBEAOMIIEHHOCTb
0 cogepxaHun (OCBEOOMMEHHOCTb O AaHHbIX), NpefoTBpalleHMe MnoTepu AaHHblX, [PS,
amynaums yrpossl, URL-counbTpaums.

4. Tlonutuka npegoTepaLLeHns notepn  OaHHbIX, 3akrnoyaroascsa B
npegoTBpaLlleHnn HenpeaHaMepeHHOW YTeukn OaHHbIX, OBHapyxuBawLwlas 3allulieHHble
AaHHblEe 0 TOro, Kak OHM NOKMHYT pecypcbl Komnanuu.

5. [leorpadhmnyeckaa nonuTuka, cocTosilas B reorpaguyeckoM pacrnosioXeHnn
0OGBHEKTOB 3aLUUTHI.

6. [lMonutnka mobunbHOro [ocTyna, ynpasngwowas rpynnamu nonb3oBaTenen,
UMerLWwmnx AOCTYyNn K ONpedernéHHbIM  MNPUNOXKEHUAM W MNOAKMIOYEHHbLIX Yepes3 L3
B6esonacHocTn MOBMNBHOro gocTyna.

dyHkunoHan SmartConsole, yctaHoBneHHon Ha APM agmuHucTpaTopa uMeeTt psf
WHCTPYMEHTOB, MO3BONSAIOWMNX €My pellaTb 3aJadn yrnpaBneHus nonutukamu Kak Ha aTane
onpegerneHuns (rpynnMpoBKa NakeToB NOMUTUK PasnUYHbIX TUMOB A5 COBMECTHON YCTAHOBKM
Ha OOHUX U Tex e obbekTax YCTaHOBKW, CBA3aB UX C OnpeaenéHHbIM LUM30M) Tak U Angd
AanbHenwen akcnnyataumm (yHuBepcarbHble BO3MOXHOCTM MOUCKA CETEBbIX OOBLEKTOB U
npaeun B 6ase npasun n OTCrneXnBaHne NPOLUSbIX UIBMEHEHWI B 6a3e JaHHbIX).

Mocne yctaHoBKM W03 6Ge3onacHOCTM NPUMEHSeT BCe MNOMUTUKM B NakeTe
CPOPMUPOBAHHBLIM aaMUHUCTPATOPOM, TO €CTb Habop NonMUMTUK pasHbiX Tunos. [lakeT
NOJSIUTMK MOXET UMETb OOUH UM HECKOSBbKO U3 creayoLwmnx TUNOB MOSNNTUK:

1. KoHTponb gocTtyna, COCTOSALWMI N3 cnegyowmnx TMnoB npasvn: bpaHamayap, NAT,
dunbTpaumsa npunoxennn n URL, ocBegoMNeHHOCTb O coaepXaHuu,

2. [paBuna kayecTBa 06CnyXmBaHUs Ans ynpasneHus nosiocon nponyckaHunsa (QoS)

3. lMonutuka 6GpaHgomayspa AONS KOHEYHbIX KOMMbIOTEPOB, HA KOTOPbIX KIWEHT
yaaneHHoro goctyna Endpoint Security VPN ycTtaHoBneH kak aBTOHOMHbIM KnueHT (Desktop

Security).
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4. [lpepoTBpaleHue yrpos, coctosiwee um3s: IPS, Anti-Bot, aHTMBMpYyC, amynauus
yrpos, U3BrieyeHmne yrpos.

5. MpaBuna gnga npoBepku Tpaduka, 3awmgppoBaHHOro NpoTokonom TLS, mexay
BHYTPEHHMMU KNneHTammn 6paysepa n sBeb-cepsepamn (HTTPS-Inspection).

AOMUHUCTPATOpPY HEobBXoaAMMO CcOopMMPOBaTh MAKETbl MOMAUTUK B 3aBUCUMOCTU OT
BHYTpPEHHEro pernameHta obpaboTtku 3awmiiaemon nHpopmaumm B Cucteme.

MepeyeHb nepenaBaemon nHgopmaumm n3 ACY (yposeHo CAY) Ha cepBepa ypOBHS
OrllC, pasmelwéHHble 3a M3 B M30MIMPOBaHHOM CerMeHTe (O4emMuUnmMTapu3oBaHHOW 30He,
asnawowenca peanusaumm mepbl 3UC.5) UT-uHdppacTpyktypsl ACY, pernameHTupyeTcs
aKcnnyaTauMoOHHOM  [JOKyMeHTaumen. [Ona  «CaHKUMOHMPOBAHHOrO»  MpoOnycka 9TOW
nHdopmMauum Ha cepBepa, a B nocneactsum n Ha APMbl HEOOXOAMMO HaCTPOUTb PEXUM
MEXCeTeBOro 3KpaHMpOBaHUS KracTepa, NpUMeHss nakeT nonutuk: bpaHgmayap, rge
OCYLLECTBNAETCA KOHTPONb [JO0CTyna BO BHYTPEHHIOK CeTb U U3 Hee, unbTpauuu
NPUNOXEHUN U UHbIE, COCTOSILLME B TOM, YTO CO CTOPOHblI BHYTPEHHEro MHMOPMAaLMOHHO-
NPOMBILLIIEHHOIO KOHTYpa AOSMKHbI BbITb OTKPbLITLI TONBLKO TpebyeMble AN npornycka AaHHbIX
ACY TI1 nopTbl 1 cepBUCHI, a BCE OCTaslbHble OOSMKHbI ObITb 3ab6N0KMPOBaHbI N paspeLleHbl
TONbKO onpefenéHHble NpoToKoNbl OobmeHa. CO CTOPOHbI BHELIHEro WH(OPMaLNOHHO-
NPOMBILLMEHHOIO KOHTYypa AOMMKHbl ObITb 3anpelueHbl (NMPOTOKOMbl, MOPTbl U CEPBUCHI):
yoaneHHbl goctyn K yctponcteam ACY Tl ona TEXHUYECKOro CONPOBOXAEHUS CUCTEMHOIO
n npuknagHoro MO, goctyn k pecypcam ACY Tl n3 mMHGPOPMaLMOHHO-BLIYUCTIUTENBHbBIX
ceTen obuwero nonb3oBaHUsA (cetn NHTepHeT), NpAMOKN 4OCTYN B TEXHOSOMMYECKYHO CETb.

MexceTeBo aKpaH (Knactep) MO YMOMNYaHWo [JorkeH paboTtatb B pexume
BGrOKMPOBKM NPOXOASALLEro Yepes Hero Tpadmka, a ero HacTporka OCyLeCTBseTcs nyTem
onpegerneHnsa CnuUckoB Mpasusi unbTpaunm N TpaHcnAuMn Tpaduka corfiacHO TOnororum
ceTn n TpeboBaHMsaM 6e3onacHOCTK Ha OObeKTE.

Taknm obpasom, npoxoxaeHue noboro IP-naketa 3anpelwieHo, ecrnv 37O SIBHO He
paspeLLeHo COOTBETCTBYHOLUMM NONMTMKaMM 6e30NacHOCTMW.

[deTanbHoe onucaHne npouecca HacTponkn MO wusnoxeHo B PykoBoactee
agMuUHMUCTpaTopa MO  MEXCeTeBOMY  3KpaHMpOBaHWIO  NporpaMmHoro  obecneveHus
CheckPoint 3100.

APM agmuHuctpatopa Wb, Ha koTopoe ycTaHaesnmBawT CmapT KOHCOMb
(SmartConsole), AOJDKHO BXOAUTb B CErMEeHTMPOBaHHYO CYLLECTBYOLLNUM
TENEeKOMMYHUKaUNOHHbIM 06opygoBaHMEM (MapLupyTMsaTtopamu) Ons 9TUMX uenen ceTb

(VLAN) 1 uMeTb XapaKTepUCTUKM HE Xyxe NpuBeaEHHbIX B Tabnuue 9.1.
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Tabnuua 9.1. - Xapakrepuctnkn APM agmunHuctpatopa b

AnemeHT

MapameTpsbl

Mpoueccop

He Huxe Intel Core i5

OnepaTtmBHasa namaTb

16 I'b

>KecTkunm anck
(cBOGOAHOE
NPOCTPaHCTBO)

He meHee 500 IB.

Tonbko NTFS, yctaHoBka Ha FAT He nogaepxmBaeTcs

YCcTponcTBo BBOAA
KNoYeBOW MHAOpMauunu

He meHee 2-x USB 2.0, 3 USB-dnaw-Hakonutens

WNHTepdencol
(cBoBoOaHbIE)

2 x USB 2.0 — npwu ncnonb3oBanun USB-dnaw-HakonuTens

CeTeBown agantep

He meHee 2-x Ethernet-uHtepdeica

OnepaunoHHas cuctema

Windows 10 x86/x64 (kpome Bcex BbinyckoB Starter 1 Home Edition)

YcTtaHoBneHHoe 10O

[na xpaHeHus xypHanos ucnonb3dyetcsa CYBO MS SQL Server

Express 2017 x32/x64

9.2. MNopacuctema ynpaBfieHMA YY4ETHbIMU 3aNUCAMMU

Moacuctema ynpaBneHns YY4E€THbIMKU 3anucamu aBndetcs nepBbiM pybexom NMOUB
(C3M) obbekta 1 npegHasHadyeHa Ans naeHtTudukaummn, ayteHTudumkaumm, asTopmusauus,
pasrpaHMyeHue OocTyna nonb3oBaTenen u ycTtpouctB B npoektupyemon ACY un gasnsetcs
WHCTPYMEHTOM  ANA  HEenTpanu3auunm  yrpo3  HECaHKUMOHMPOBAHHOMO  AocTyna K
NHOpMaLMOHHBEIM pecypcam. OHa BknoYaeT B cebsa peanvsauuio criegylowmx Mep no
obecneveHunto 6GesonacHoCT MHpopmaumm B OCHOBHOM Ha 6a3e BCcTpoeHHbIx cpeacts B OC
n MO n NpMMeHeHNsT ONONHUTENbHBIX CNEeUMann3npoBaHHbIX MHCTPYMEHTOB, BXOASALLMX B
coctaB Cp3W npoektupyembix ACY: UAD.1, NAD.2, NAD.3, NAD.4, NASD.5, YTO.1, YINO.2,
yna.4, yna.s, yna.e, ynn.10, yng.11, yrpg.14 v sknoyaet B cebs:

1. WoeHTudpmkaumnsa v npoesepka NoasIMHHOCTM CyObeKTOB AOCTyna npu BXxode B
OC no ngeHTuduKaTopy 1 Naposo.

2. PasrpaHuyeHne npaB 4OCTyNa M KOHTPOSb AOCTYNa CyGBHEKTOB K 3aLUMLLAEMbIM

ol
Z
o NP Ha yposHe OC.
=
s 3. HacTporika BCTPOEHHbIX MEXaHM3MOB ayTeHTUdMKauMm Ha KomnoHeHTax ACY.
4]
[52]
Q 4, OrpaHunyeHne Heyaa4vHbIX NOMbITOK ayTeHTUdUKaLMN.
5. BnokupoBka ceaHca NO UCTEYEHUIO BPEMEHW, a TaKkKe BpPY4YHYH
@®
|_
S agMmunHucTpaTtopom Vb n (unu) nons3osatenem.
=
= 6. NoeHTndpukauyus cepsepos 1 APM no normnyeckum nmeHam.
(@] o
C 7. NoeHTudukaums (punbtpaumda) no MAC-agpecam Ha uHTepdencax (noprtax)
aKTUMBHOro ceTeBoro obopyaoBaHus.
o
o
[
2 Juct
E [137.2021.01-UB.INM2 5
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8. PasrpaHunyeHuve npaB JOCTyNa K CMEHHbIM HOCUTENAM MHopMaLnn Ha OCHOBE
CEPUNHBIX HOMEPOB (MPY HANMMYUN TEXHNYECKON BO3MOXHOCTM).

9. KoHTponb ynpaBneHus y4yeTHbIMM  3anucamm  OTtgenom  ©6e3onacHocTU
KomnaHun.

Mogcuctema peanu3yeTcs 3a CHeT MPUMEHEHUS  criedylwmx  MexaHU3MOoB
B©esonacHocTu:

1) MexaHn3Mbl 6€30MacHOCTM cucTeMHOro nporpammHoro obecnedenunsa (CrO) Ha
6ase OC CBT;

2) mMexaHu3mbl  6e3onacHoctn  Cp3M  KICS for Nodes «JlabopaTtopum
Kacnepckoro» n MO CheckPoint 3100;

3) MexaHn3Mbl 6e30nacHOCTU NPUKIagHoro nporpammHoro obecnevenns (MMO);

4) MeXaHM3Mbl 6€30MacHOCTU CETEBbIX COEQUHEHUN.

MexaHunambl 3awmnTbl CIMO BblGpaHbl B KayecTBe OCHOBHbIX Mep MO peanusauun
MHOPMaUNOHHOM 6e30NacHOCTK, MOCKOSIbKY BbINOSHAKT KOMMSIEKC MEPONPUATUA  NO
obecnevyeHntio PYHKLUMOHUPOBAHUSA MNOLACUCTEM: YNpaBfeHUs OOCTYNoM, perucrTpauumn u
yyeTa, obecneyeHns LENOCTHOCTU, N NO3BOMSAKOT B MOMHOW Mepe peanu3oBaTb KOMMMEKC
TpeboBaHUN, NpeabABNSAEMbIX K peanu3auum gaHHOW NoACUCTEMBI.

B kauectBe mexaHuamoB 3awmTbl CIMO paccmaTtpmBaloTCs BCTPOEHHbIE MEXaHU3Mbl
B6esonacHocTn onepaumoHHbix cuctem CBT. Wx HasHayeHne — obecnedeHne 3aMKHYTOW
3almLLEeHHON NporpaMMHON cpebl onepaumoHHON CUCTEMBI.

®PyHKLMOHANbHbIE BO3MOXHOCTN MEeXaHU3MOB 6e30NacHOCTU:

1) Ha3HadeHne npas nosib3oBaTesien;

2) onpeaeneHne nonanTUKN naposnen;

3) KOHTPOSIb YY4ETHbIX 3anucen;

4) NPOTMBOAENCTBME NepenonHeHnto bydepa;

5) 3awmTa ot BpegoHocHoro 0O;

6) CnyyarnHoe pacnonoXeHne agpecHoro NpoCTPaHCTBa;

7) BeJeHue NonuTuk ayaura.

Hactpoiika mexaHmamoB CI1O npeanonaraetcs Ha Bcex CBT Ob6bekra.

MexaHnambl 6e3onacHoctn Cp3U KICS for Nodes ot «JlabopaTtopum Kacnepckoro»
Takke BblOpaHbl B KayeCTBE OCHOBHbIX Mep Mo peanu3auun UHGOPMaLMOHHOM
©e3onacHoOCTN 1 AOMNONHAT MexaHu3Mbl 3awuTtbl CIMO. MNpu nokanbHOM ayTeHTUdUKauumn
OHM WCNONb3YITCA ANA 3alWMTbl BXOA4Aa B CUCTEMY U SABMSKOTCA OLHOM U3 HECKOMbKUX
noacucTem cpenctsa NoKanbHOro ynpasneHns 6a30BOM 3aliMTbl MPOrpaMMHOrO nakeTa
«Knnent» n coemectHo ¢ OC Windows obecneumBalort:

1) NPOBEPKY BO3MOXXHOCTM BXOAa NONb30BaTeNs B CUCTEMY;

Jlnet

Wawm. [Kon.yu| NMuct |[Neflok| Mogn. |data

M37.2021.01-MB.M2 ~

dopmat A4




B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

2) ornoseLlleHne MoNb30BaTeNs O peanu3oBaHHbIX B CUCTEME Mepax 3aluTbl
WMHopMauun 1 o NocreHeM BXxoae B CUCTEMY;

3) OMNoBeLLEeHMEe OCTalbHbIX MOAyNen O Havane wnu 3aseplieHun paboThbl
nosib3oBaTens;

4) 6rnokupoBky paboTbl NoNb3oBaTeNs;

5) 3arpysky AaHHbIX C NepCoHanbHbIX NAEHTUMUKATOPOB NOMb30BaTENS;

6) YCUINEHHYI0 ayTeHTUdUKaunio nonb3osaTens npu Bxoge B CUCTEMY.

Mpn obpaboTke BxoAa nonb3oBaTensa B CUCTEMY OCYLLECTBSETCS onpeneneHme ero
npuBKUIErMn, ypoBHSA Jornycka v apyrue napameTpsbl.

NpoeHtudukauna n ayteHTudukauna nwoboro nonb3oBaTtens BbIMNOMHAKTCA Npu
Kaxxgom ero Bxoge B cuctemy. [Ons OC Windows wrtaTtHaa npoueadypa Bxoga
npegycmaTpuBaeT BBOJ JIOTMYECKOro WMMeHU (NorMHa) v napons nosib3oBaTens unm
Ncrnonb3oBaHWe annapaTtHblX CPeacTB, NogaepXnBaemMblx ornepaunmoHHon cuctemon. Npu mnx
COBNageHUN C XpaHALWUMUCH B COOTBETCTBYIOLWEN Ba3e AaHHbIX NPOUCXOAUT aBTOpU3aLms
nosfib3oBaTesisi C COOTBETCTBYIOLLEN €r0 POnbto (CTaTyCcoMm).

Kpome Toro, ¢ nomouubto coyHkumoHana MO CheckPoint 3100 «ynpaBneHns y4eTHbIMU
3anMcamMu nonb3oBaTeneny HasHavalTCs POnM U COOTBETCTBYHOLME 3TUM PONsSM rnpasa
(Tonbko Ansa YTeHus, 3anuck 1 T.n.). Heobxogmmo B MO CheckPoint 3100 yctaHOBUTL ponn u
npaeBa Ans kaxgoro nonb3oBaTens APM wn cepsepa dyHKumoHupyowmx B Cucrteme,
Hanpumep «monitorRole», KoTopaa npefocTaBnseT nonb3oBaTento AOCTYyN TOMNbKO AN
YTEHUS KO BCEM DYHKLMAM UM HA3HAYUTb MHbIE POSIN C HEOBXOANUMbIMM NpaBamu.

Mexanunambl 3awmtel MMNO npegnonaratotca Ha CBT ACY u BbiGpaHbl B KayecTse
AOMNOMHUTENbBbHBLIX Mep No peanu3aumm MHPOPMauMOHHOMW 6e30MacHOCTU U BbIMOSMHSAOT
KOMMNeKC Meponpuatnini no obecnevyeHnto OYHKUUOHUPOBAHUS MNOLCUCTEM: YMpaBrieHUs
AOCTYMNoOM, pernctpaumm n yyeta.

B INMMNO npumeHsoTca cnegyowme MexaHnambl 6€30nacHOCTU:

—poneBoe pasrpaHnyeHre aocTyna K (PyHKUNSM CUCTEMBI;

—NPOTOKOSIMpOBaHME OENCTBUIM NOSb30BaTESNEN.

B coctaB KICS for Nodes, pononHass mexanuambl 3awmtbl [1MMO BxoanT Takke
MeXaHU3M [OUCKPELIMOHHOro ynpaBrieHUs OOCTYNOM K pecypcamMm (anroBOW CUCTEMBbI,
obecne4nBas:

1) pasrpaHudyeHve [oCTyna nosfib3oBatenen K kKatanoram wun dannam Ha
NOKanbHbIX AMCKaxX Ha OCHOBE MaTpuubl AOCTyna CyObLEeKkTOB (nonb3oBaTtenewn, rpynn) K
obGbekTam JocTyna;

2) KOHTPOSb [OCTyna K ob6bekTaM Mpu fnokKamnbHbIX UM CeTeBbIX ObpalleHusx,

BKNtoYas obpaLleHns OT UMEHM CUCTEMHOM YYETHOM 3anucu;
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3) HEBO3MOXHOCTb A0CTyna K obbekTam B 06XOA4 yCTaHOBMEHHbIX nMpaB gocTyna
(ecnn ucnonb3ytTca cTaHgapTHole cpegctBa OC wnm npuknagHble nporpaMmmbl  6e3
coBCTBEHHbIX ApanBepoB A paboTbl ¢ hannoBon CUCTEMON);

4) He3aBMCUMOCTb [OEWCTBMA OT BCTPOEHHOr0 MexaHuaMa usbupaTtenbHoro
pasrpaHunyeHus goctyna OC Windows.

Takum obpasom, yCTaHOBMEHHbIE NpaBa AocTyna K ¢annosbiM obbektam B KICS for
Nodes He BnnAOT Ha aHanornyHble npaea goctyna B OC Windows 1 Hao6opoT.

MaTtpuua goctyna aHanormyHo peanmsaumm B OC Windows n npeacrtasnsieT cobon
CMMCKM (hannoBbiXx OOBHEKTOB, B KOTOPbIX ONpeAefeHbl Y4eTHbIE 3anMcu ¢ npaBamun 4ocTyna.
MpaBa ycTaHaBnMBalOT pa3peLleHnst Unm 3anpeThbl Ha BbINOSTHEHME onepaunin, KoTopble 44
anmnoBoro obbekta MoryT ObiTb 3aJaHbl SIBHO WM HAcrnegoBaTbCA OT BbILECTOSALEro
aNeMeHTa nepapxumm.

7ABHO 3agaHHble npaBa MMeT 6ornee BbICOKAA MPUOPUTET MO CPaBHEHUIO C
HacnegyembiMn NpaBamu. NpaBa gocTyna cunTaroTCca 3a4aHHbIMU SIBHO, €Cnn ang obbekTa
OTKITHOYEH PEXUM HacrnegoBaHUA nNpas.

Ana ynpaBneHus cnuckamy goctyna K  nobbiM  dannosBbiM  obbekTam
npegycmaTpmBaeTca cneunanbHasi NpUBUIErMs — « ANCKPELNOHHOE ynpaBneHne OCTYNoMY.
O6napatowme a3Ttonm npueunernen nono3osatenn (AamuHuctpatop Wb, CUCTEMHbIN
aAMUHUCTPATOP), MOryT M3MEHSATb NpaBa [OCTyna He3aBMCUMO OT YCTAHOBMEHHbIX MpasB
AocTtyna K obbekTam, Ansa BCcex KatanoroB U hansnoB Ha NoKanbHbIX AUCKaX.

Y agMuHUCTpaTopoB 06bEKTa JOCTATOYHO BOMbLION MHCTPYMEHTapUM NO HACTPOWNKM
NnoACMCTEMbI YNPaBneHns y4ETHbIMU 3annUcsiMy, B TOM YMCIE U MO poNnsM nonb3oBaTenen u
Nno MecTy (YHKUMOHMPOBAHMIO, a TaKKe perucrpaumm BCeX COObITUA WU MOHUTOPWHIY,
noapO6OHO N3MOXKEHHbIN B KCMNyaTaUMOHHOW AOKYMEHTaUUK npomsBoanTens (PyKOBOACTBO

agMuHucTpaTtopa) — Komnanum «Jlabopatopusa Kacnepckoro» Ha KICS for Nodes.
9.3. Moacucrtema perucrtpaumm coobiTUN 6€30NacHOCTU

Mogcuctema  peructpaumm  cobbitun  6e3onacHOCTUM  NpedHasHayeHa AN
OCYLLECTBMNEHUA KOHTPONsS BCeX arnemMeHToB npoektupyemon ACY u uenoctHoctn ux MO, a
Takke cbopa u perucrtpaums cobbiTun 6e30nacHOCTM N NO CYLECTBY SIBNSETCA CPeaCTBOM
MoOHuTOpUHra n ayguta NOWMB npoektupyemoro obvekTta ana agMmmHuctpatopa Ub.

OHa BkntoYyaeT B ceba npuMeHeHne cneunanuanpoBaHHbIX MHCTPYMEHTOB, BXOASLLNX
B coctaB [NTK MNMOWB npoektnpyemon ACY COBMECTHO CO BCTPOEHHbIMW B OMEpPaLMOHHYHO
cuctemy Windows KOMMOHEHTamMu perucrtpaumm cobbiTuini 6e30nacHOCTU, peanmayroLmx
Mepbl No obecnevennto 6esonacHocTn nHopmaumn: AY.3, AY.4, AYO.6, AYO.7, AY[.8 n

NMeLLMX cneayroLLyo yHKUMOHANbHOCTb:
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1. KoHTponb coctaBa u uenoctHocTu 0.

2. Pernctpauus cobbiTnin 6e3onacHoOCTu.

3. LleHTpanun3oBaHHbIN COOp, XpaHEHME N apXMBUPOBAHME XypPHAaroB.

4. KoHTponb ycTponcTs, nogkrtodaemsix K APM n Cepepam.

5. KOHTpONb COCTOSIHMA YCTPOWCTB C BO3MOXHOCTSMWU GriokupoBaHms APM

(CepBepa) npu M3MEHEHUM COCTOSIHUS 3a4aHHbIX YCTPOMWCTB.

6. OnoBelieHne OTBETCTBEHHbIX nuy  (agmuHuctpatopa WB) o  cobbiTusax
6GesonacHoCTW.

Moacuctema cCnyxuTt Onsi MOHUTOPUHra M perucrTpaumm cobbiTmii GesonacHocTu, a
Takke cbopa CTaTUCTUYECKMX AAHHbIX C pa3HbIM YPOBHEM AeTanu3auuu, OrnoBeLeHUM O
cobbITnAX 6€e30nNacHOCTN OTBETCTBEHHbBIX M peanu3yeTcsl 3a CYET NPUMEHEHUS CreayoLLnx
MexaHn3moB 6e30MacHOCTU:

1) mexaHu3mbl ayauta ClO;

2) mexaHuambl aygmta Cp3U KICS for Nodes;

3) mMexaHuambl ayguta [1M0O.

B kauyectBe mexaHuamoB ayaumta Cl1O paccmaTtpuBaloTCs BCTPOEHHbIE MeXaHU3Mbl

6e3onacHOCTM onepaunoHHbix cuctem CBT. ®yHKLUMOHaNbHblIE BO3MOXHOCTU MEXaHU3MOB

6e3onacHocTu:
1) BeAEeHME NONUTUK ayanTa;
2) BeAeHMe XypHanoB: 6€30nacHOCTU, NPUIOXEHWUI, YCTaHOBOK, CUCTEMbI.

HacTtpowika mexaHnamoB ayguta npegnonaraetcs Ha Bcex CBT O6bekTa.

Mexannambl ayamta Cp3W KICS for Nodes ot «JlabopaTtopum Kacnepckoro»
AononHaT MmexaHmsmbl ayguta CIMO wn npegoctasnsawT agmuHucTtpaTtopy UWB 6Gonee
YHMBepcanbHble TepMuHanbl gna MoHuTopuHra [NOUB npoektupyemon ACY, a Takke
BO3MOXHOCTb OMTUMarbHOrO pearnpoBaHus Ha cobbiTua 6e3onacHocTn. B npouecce
dyHKUnoHnpoBaHus nporpammHbix Cp3W cobbiTus, npoucxogdwme Ha CBT mn cBsa3aHHble C
©e30MacHOCTbI0 CUCTEM, PErUCTPUPYIOTCA B COOTBETCTBYHOLUMX XypHanax. Bce 3anucu
XXYpPHanoB XpaHATCA B COOTBETCTBYHOLUMX (aniax Ha CUCTEMHbIX Auckax. dopmaTt 3Tux
AaHHbIX naeHTN4YeH opmaty XypHana 6esonacHoctn OC Windows.

AgmuHuctpatopy UB npepocTaBnaAlTcsa BO3MOXHOCTM ANd OonTumMu3aumm paboTbl
HacTpoMKa MepeYHs perncTpupyembix cobbiTuii 6e3onacHOCTW, a Takke napameTpoB
XpaHeHus XypHana, npu KOTOPON MOXHO M3MEHUTb OrpaHMYyeHne MakcumanbHoro obbema
XypHanoB w” rMONUTUKY nepes3anucn XxpaHsawencs uHgopmaumm. 3TU  BO3MOXHOCTU
Nno3BoNAKT o06ecneuntb ONTUManbHO HeobXoAMMLIN OOBLEM COXpPaHSEMbIX CBEOAEHUA C

y4eTOM pa3mMepa XKypHasoB U Harpy3ku Ha cucTemy.
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B kayectBe mexaHusamoB ayauta B [1O Takke paccmaTpuBatoTCs BCTPOEHHbIE
mMexaHuambl 6e3onacHoctn MO npoektnpyemon ACY. OyHKUMOHANbHbIE BO3MOXHOCTU UX
3aKkn4yarTCcs B:

1) peructpauun OencTBUMW nornb3oBaTenien B CUCTEME MO OTHOLWEHUIO K
npeacTaBneHnio MHpopmauumn (MHEMOCXEM, rpadnKoB, OTOBpaKeHnn 1 T.4.);

2) perncTpauumn CUCTEMHbIX U3MEHEHUN;

3) perncrtpauum nameHeHun atpmbyToB gocTyna.

HacTtponka mexaHuamos [NNO npegnonaraetca Ha Bcex CBT ACY.

[MepBOMCTOYHMKOM AN perucrtpaumm cobbiTvii 6e30nacHOCTM SABNAETCA BCTPOEHHas
nogcuctema obecneyeHUs LUENOCTHOCTW, MpedHasHayeHHas [Ons KOHTPOMs COCTOSHUSA
HEeM3MeHHocTn nporpammHon cpeabl CBT, a Takke [Ona  BOCCTaAHOBIEHUS
paboTtocnocobHoctn CBT u wuHpopmauumn nocrne cboeB. OHa yHKLMOHMPYET 3a cyeT
npuMeHeHnsa cpeacTB obecnevyeHuss LenoCTHOCTU M MexaHuM3Ma KOHTPOns nporpaMm u3
cocTaBa CpefcTBa aHTUBUPYCHOWN 3aLUMThI.

CpenctBa obecneveHuss LENOCTHOCTU MPUMEHSIOTCA AN NPOBEPKUM KOHTPOSbHbIX
cymm komnoHeHToB C3U n anemeHtoB CI1O u MO Bo Bpema 3arpy3ku OC. OcHOBHOM UX
dyHKUMOHanN coctouT B obecneyeHme LENOCTHOCTM MpPOrpaMMHON cpedpbl, a TaKke
dumkcaumMn 1 OMHAMNYECKOro KOHTPOSSi HEM3MEHHOCTM COCTOosIHUA doannos, katanoroe CBT
nyTeM CUYMTbIBAHUS KOHTPOSIbHbIX CyMM, B HacTponke nonutuk 6GesonacHoctn CI1O B
aBTOMaTU3NPOBAHHOM peXxunme.

KoHTponb nporpamMmm 13 coctaBa cpeacTBa aHTUBUPYCHOM 3allMTbl NPUMEHAETCA Ans
perynupoBaHus pgoctyna Kk daunnoson cucteme CBT aktusHoro [10, perynuposaHus
B3anmogencteumm mexay MO n perynnposaHutio goctyna k pecypcam CBT.

HenocpeactseHHas HacTtponka Cp3UM nogpobHO um3noxeHa B 3SKCMNyaTauUOHHbIX

AOKyMeHTauuax nponssoantens (PykoBoACcTBO aAMUHUCTpaATOpaA).

9.4. TMopacuctema aHTUBUPYCHOW 3aLUUTDI

[Mogcuctema aHTMBUMPYCHOWM 3almTbl NpeaHasHaveHa anga 3awutsl APM n cepsepos
OT OECTPYKTMBHbIX OENCTBUAN BPEAOHOCHOrO NPOrpaMMHOro 0BecneyeHus un CRyxuT eLé
O4HUM «pybBexom» awenoHnposaHHon C3U (MOUB).

AHTUBMPYCHasA 3awuTa peanu3yetcs O4HMM M3 MEeXaHW3MOB 3aluTbl B COCTaBe
komnnekcHoro peweHus KICS Komnanuu «JlabopaTtopust Kacnepckoro» - KICS for Nodes
npy Hanuuum pgencrteyrowen (NpuobpeTeHHOon) NULEH3MW M MO3BOMISIET OCYLLECTBAATb
3BPUCTMYECKNA aHanNu3 OaHHbIX M aBTOMATUYECKYHD NPOBEPKY Ha Hanuvyne BpeLOHOCHbIX

nporpamMm, 3aperMcTpupoBaHHbIX B 6a3e curHatyp. B xoge aHTuBMpyCHbIX npoBepok CBT
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OCYLLECTBNAETCA CKaHMPOBaHUE XECTKUX AUCKOB, CETEBbIX ManoK, BHELLIHMUX 3aMOMUHAOLWMX
YCTPONCTB M WHbIX 3NIEMEHTOB, HacTpamBaeMblx agmuHucTpatopom Wb, 4Tto nossonset
0BOHapyXuTb 1 3abNOKMPOBaTb BHELIHWE N BHYTPEHHWE CETeBble aTaku, HanpaBlieHHble Ha
3amLaembln 06 bEKT.

[MpymeHeHne KOMMOHEHTOB CETEBOW aHTMBUMPYCHOM 3aluTbl, BXOAsWEW B COCTaB
KICS for Nodes npoektnpyemon ACY peanusyeT crnegywowme Mepbl no obecneveHuto
©e3onacHoctn umHpopmaumn: AB3.1, AB3.2, AB3.4, 3/C.3, 3MNC.34 un 3aknw4aetcs B
cnegyowem:

1) peanuaauusa aHTMBMpYycHon 3awmTbl (AB3.1),

2) aHTMBMpYyCHas 3awmTta nHbIx cepaucos (AB3.2),

3) obHoBneHne 6a3sbl AaHHbIX MPU3HAKOB BPEAOHOCHbBIX KOMMBLIOTEPHbLIX NPpOorpaMm
(supycos) (AB3.4),

4) SlWeNnoHupoBaHHas  3awmuTta  MHMPOPMAaLMOHHOW  (aBTOMATU3NMPOBAHHOW)
cuctemsbl (BUC.3);

5) 3awmTa oT yrpo3 oTkasa B obcnyxusaHum (DOS, DDOS-aTtak) (31C.34).

B KICS for Nodes npoBepka 1 3aliMta KOHEYHbIX YCTPOWCTB OCYLLUECTBIISETCHA C
NMOMOLLIbIO CrieyHLMX OCHOBHbIX KOMMNOHEHTOB:

1) ¢bannoBbii @aHTUBUPYC, MOCTOAHHO HaxOo4AWMKACA B OnNepaTtuBHOM MNaMATU
paboyen CTaHUMM U MNPOBEPSAIOLNN BCe OTKPbIBAEMblE, COXpaHSeMble U 3anyckaemble
dannbl;

2) ynpaeneHne GpaHgmayapom Windows, nossonstowee HacTpamBaTb CETEBOW
akpaH Windows n ynpaBnsaTtb nonutukamu, 6nokvpoBaTb fntobble BO3MOXHOCTM HaCTPOMKU
OpaHamayapa U3BHe;

3) 3awmTta oT WwudpoBaHus, no3Bonswee obHapyxuBaTb U 6noKMpoOBaTb
aKTUBHOCTb, CBSA3aHHYI C BPEOOHOCHbIM LUMPOBAHMEM CeTeBbIX (PansnoBbIX PecypcoB Ha
3awuuiaemon pabodern CTaHUUN CO CTOPOHbI CETH;

4) OTCNeXunBaHWe MonbITOK NOAKITYEHNS 3aLLmaemMoro KoMmneotepa K cetam Wi-
Fi n bnokmpoBaHmne nnu paspeLueHme NoAKNHYeHns;

5) MOHUTOPWHI (panoBbIX onepauun, Mmerowmin ocobyro 3Ha4ymmocTb B ACY TI1,
Tak Kak noboe n3ameHeHve B hannax MoxeT roBOPUTb O HapyLLUEHMM pexmma 6e30nacHoCTy;

6) aHanu3 >XypHaroB, OTBeYalLlMin 3a KOHTPOSb LESIOCTHOCTU 3alyuliaemMon
cpenpbl, n3yyas xXypHanbl cobbituin Windows.

[MOMMMO OCHOBHbIX KOMMOHEHTOB, obecnedmBalOWmMX 3aWMTy MPOMbILLNIEHHbIX
pabounx ctaHumi oT uHopmaumnoHHbix yrpos, KICS for Nodes coaepxut psg cnyxebHbix

YHKUMIA, NPeayCMOTPEHHbIX Ans TOro, 4YTOObl MOAAEPXMBATb 3alMUTy B akTyarnbHOM
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COCTOSHUM, pPacWmpATb BO3MOXHOCTU WUCMOMb30BaHMS NPOAYKTa, OKasbiBaTb MOMOLLb B
paboTe, B TOM YMcne v Nnpy MOHUTOPUHrE:

1) OTYyeTbl, MNpefocTaBnAlLWMEe  CTATUCTMKY, KacaloLlylcs  3allimiaeMbix
YCTPOWNCTB, a Takke BbIOOPKN cOBbITUI, coaepKaLune CnMCKM COObITUIN U BCEX BbIMOSTHEHHbIX
nporpaMmmon ornepauui;

2) yrnpaBrieHne KapaHTUHOM (COAEepXUT MOTeHunanbHO onacHble dannbl WUnm
BMPYChbI), pe3epBHbIM XpaHunuwem (B Hero NomMeLLarnTCs KOMUU BbINIEYEHHbIX U yAaneHHbIX
hannos);

3) 3awmuTa OT SKCMMIONTOB, COCTOsLEee B 3awuTte namMatM npoueccoB  OT
akcnnyartaumm ysassmmocTten Windows ¢ nomMoLLblo, BHEAPAEMOro B HUX AreHTa 3alunThl;

4) GnokMpoBKa yOaneHHbIX paboumx CTaHuuK, KOTOpble MbITalTCA MNOMyYnTb
AOCTyn K obWwuM ceTeBbIM pecypcam, npu obHapyXeHun BPEeAOHOCHOW aKTUBHOCTU C KX
CTOPOHBbI;

5) OOBEpEeHHas 30Ha, npeacTtaensowas cobor CnUCoK UCKNKYEeHUn n3 obnactu
3aWnTbl  MNU NPOBEPKM, NOAroToBneHHbIn agmuHucTpatopom KICS for Nodes
(agmuHncTpaTopom UB);

6) noagepikka, BKMYawwaa aoctyn Kk obHoBneHuto 6a3 n mogynen KICS for
Nodes,

Mporpamma KICS for Nodes cTpykTypHO BkNntoyaeT B ceba crneaytoime Moaynu:

1) YHKUMOHAnNbHbIN MOAYIb, (PUKCUPYIOWNNA MHAOPMALIMIO O COCTOAHUM Y3MNOB
NPOMBILLSIEHHOW CETU U BbIMOMNHAOLWMIA 3aLWUTY Y3N0B OT MHPOPMALMOHHbIX YIPO3;

2) KOHCOIb, aBnsowencs nokarnbHbIM rpagouyeckum NHTEepdencom
nonb3oBaTens, ¢ nomowbio koToporo pabota KICS for Nodes MoXeT ynpaBnsaTbCa Ha y3nax
NPOMBILLMIEHHOW CeTU KaK HernocpeACTBEHHO OOHUM KOMMbOTEPOM, Ha KOTOPOM OHa
yCTaHOBreHa, Tak n Heckornbkumn komnbtoTepamu ¢ KICS for Nodes.

KICS for Nodes B3aumopenctsyetr ¢ KSC - ytunutonm (6ecnnatHom), KoTopas
ncnonb3yeTcs Kak eauMHas Touka MOHUTOPUHra n ynpaeneHuss Bcemu peweHnamn KICS,
noaToMy ynpasrieHne 3agadyaMn n (YHKUMOHANbHbIMWU BO3MOXHOCTAMU, HacTpavBaHue
napameTpoB pabotel KICS for Nodes MoxeT OCyWwecTBNATLCA Kak U3 cepBepa
agmuHuctpuposaHua KSC, tak n ns Konconu KICS for Nodes.

KoHconb KICS for Nodes MoxeT ycTaHaBnMBaTbCs Ha KOMMbIOTEPE C YCTAHOBMEHHbLIM
dyHKuMoHanbHbiM  Moagynem KICS for Nodes wnm Ha nwobom [pyrom KommnblTEpE
3awmwaemon cetm n B atoMm cnydae ynpasneHue KICS for Nodes ¢ nomouwbto KoHconu
BbINOSHAETCA yaaneHHo. BO3MOXHO ynpaBnsTb HECKONbKMMWU KOMMbOTEPAMU, KOTOpPblE

3awmweHbl KICS for Nodes, ¢ nomoLlbio ogHon KoHconu.

Jlnet

Wawm. [Kon.yu| NMuct |[Neflok| Mogn. |data

M37.2021.01-MB.M2 ”

dopmat A4




B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

KICS for Nodes ycraHaBnuBaeTCs Ha KOHEYHbIX Yy3rax NpPOU3BOLCTBEHHOW CeTH,
OCyLleCTBNAEeT  3almMTy W KOHTPONb  COCTOSIHMA  6e30MacHOCTU  MPOMBbILLIIEHHbIX
KOMMbIOTEPOB, a@ TaKKe KOHTPONMPYeT LefioCTHOCTb npowmnBok Ha 1K, BKMAOYEHHbLIX B
obnactb npoBepku. B crnyyae BO3HUKHOBEHUSA MHUMAEHTaA MHAOPMaLNOHHON Ge3onacHOCTM
Ha 3awWwuuaemMoM YCTPOMCTBE €ro craTtyc 3alluueHHocTM wuameHsetca. CraTyc
3amLLeHHOCTM ycTporcTBa oTobpaxaetca B KSC. NHumaeHTbl 6e3onacHOCTM nepeaaroTcs
B KoHconb KICS for Nodes u cepBep aamuHuctpmpoBaHmsa KSC pgna obpaboTku
agMuHucTtpaTtopom Vb Ha obbekTe.

Mporpammubin - Mogynb KSC, ycTaHaBnvMBaeMbln HenocpencreBeHHo Ha APM
agMunHucTpatopa UMb, npegHasHayeH Ans OCyLecTBSeTCs ynpaBneHns BCEMU peLLeHNSMM
KICS n3 eguMHOM KOHCOMW, YTO MO3BONSieT A0OMTbCA ONTUMAaNbHOrO0 KOHTPOMSA B 4acTu
AOCTyna K getanbHon uHgopmauum o6 ypoBHe 6e30MacHOCTM 3alumLaeMon ceTn, a Takke
NPOCTOTbl aAMUHUCTPUPOBAHMSA U NPO3PAYHOCTU BCEX KOMMOHEHTOB 3alUWTbl BKMOYaeT B
cebs cnegyoLme OCHOBHbIE KOMMOHEHTbI:

1) cepBep agMmuHuctpmposaHna KSC (ganee — Cepep KSC), ocyuiectensitowmi
YHKUUN LIEHTPaNM30BaHHOIO XpaHeHns uHgopmauun o6 yCTaHOBMEHHbIX B 3aliMLaemMomn
ceTu nporpaMmmMmax u ynpasneHns nmu;

2) KOHCOMb agmMuHuctpupoBaHus (ganee — Konconb KSC), npeacraenstowas
cobon OCHOBHOW MHCTPYMEHT agmuHucTpaTopa Wb ¢ nonb3oBaTenbCkuM MHTEPdENCOM K
agMmuHucTpaTtuBHbiM cnyxbam CepBepa KSC u AreHta KSC, BbINONHEHHass B Buae
KomrnoHeHTa pacwupeHus Kk Microsoft Management Console (MMC), noctaesnsiemas Bmecrte
c CepBepom KSC, HO MOXeT Takke yCTaHaBNUBaTbCA OTAENbHO Ha OL4HO UMW HECKOSbKO
YCTPOUCTB afiMUHUCTPATOpPa;

3) web console (ganee — Beb-koHconb KSC), npeactasnsiowasi cobon Bed-
NHTEpPdENC (KTOHKUW KIUEHT») ONs CO34aHuA U ynpaBrieHUs CUCTEMOM 3aluTbl CeTu
KomnaHuu, Haxogsawencsa nog ynpasneHnem KSC ¢ nHoro APM cetn.

4) KSN—cepBepbl, npeacraesnswowmne cobor cepsepbl C onepatvBHon 6Hason
3HaHun «JlabopaTopumn Kacnepckoro» o penytaumm gamnnos, Beb6-pecypcoB 1 NporpaMmMHOro
obecneyeHna cnyxawme p[ns oO6HOBNEeHUA Bcex nporpaMmHbix peweHnn KICS po
aKTyarnbHOrO COCTOSIHUS;

5) areHT agmuHucTpupoBaHus (ganee — AreHT KSC), npepgcrasnsiowme cobon
nnarnH, ycTaHaBNMBaeMbl Ha 3aluliaeMble OKOHeYHble (KNMEeHTCKWe) YCTPOWCTBa, rae
yCTaHOBMeHa ofdHa w3 nporpammHbix KomroHeHT KICS wn cnyxut gns  ynpasneHus
(agMuHUCTPUpOBaHMA) €lo, a Takke And MnonyyYeHns WHgopmauun o 3awumaemMom

YyCTPOMCTBE U nepeaaye aton nHgopmauum Ha Cepeep KSC.
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OcCHOBHbIM BapuaHTOM agMUHUCTpupoBaHus pewenna KICS aBnseTcst Yepes KOHCOIb
KSC nporpammHoro mogynsa KSC, yctaHoBneHHoro Ha APM agmuHuctpaTtopa WB.
Mcnonb3oBaHue xe B 3TOM nporpaMmmHoM mogyne Beb-koHconu KSC nossonsieT 3anyckaTb
ycTaHoBKy peleHun KICS n nHbix nporpamm «Jlabopatopum Kacnepckoro» 4yepes 6paysep ¢
nHbIX APM B cetn no ycmotpeHuto agmuHuctpatopa Vb u asnsetca gononHUTENbHbIM
WHCTPYMEHTapUeEM.

KICS for Nodes nonb3oBatenen obmeHumBaetcsa WHdopmaumen ¢ KSC,
yctaHaBnmBaemon Ha APM agmunHuctpatopa Vb, n Tem cambiM ynpaBngeTca M3 eguHou
TOYKM MOHUTOPMHra u ynpasreHuss Bcemn peuweHuamn KICS. YnpasneHve 3agadyamun u
PYHKUMOHANbHBIMM BO3MOXHOCTSIMUW, HacTpamBaHne napameTtpoB paboTbl KICS for Nodes
MOXeT OCYLLECTBNATLCA Kak U3 cepsepa agmmHmucTpupoBaHus KSC, tak n ns Konconm KICS
for Nodes.

HeTanbHbIn Nnopagok HacTporku u akcnnyatauun KICS for Nodes Ha APM n cepsepa
N3NOXeH B PYKOBOACTBE agMUHUCTpaTopa, NOCTaBfsieMOM KOMMaHWen-npousBoanTenem
«Jlabopatopusa Kacnepckoro» Ha 3TOT nNpOrpamMMHbIi  MNPOAYKT, a 3a He3aKOHHOe
KonMpoBaHWe W pacnpocTpaHeHne B Hel UHoOpMauun U ero OoTAerbHbIX YacTewn
npegycMmaTpuBaeTcsi OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOoHogaTenbCTBOM Poccuickon
®epnepaumm 06 aBTOpCcKOM npase. B 310N cBA3M B AAHHOM [AOKYMEHTE MPUBOAATCH TOSMbKO
obwme, ocHoBHble aTanbl HacTporkn KICS for Nodes.

YcraHoBka KICS for Nodes gomkHa ObiTb npomsseaeHa Ha CBT, He comepxallee
WHOTO aHTUBMPYCHOIO MNpOrpammMHoOro obecneyeHus, nodToMy HeobxoaMmo yaanuTb C
YCTPOWCTBA, ECNN TaKOBblE UMENNCH, APYre aHTUBUPYCHbIE MNPOrpaMmel.

B cootBeTCcTBMM C pPYKOBOACTBOM aAMWHUCTpATopa Ha 3awuwaemMblnl 06bekT
HeobXo4MMO YCTaHOBUTbL NporpaMmHble KoMNoHeHTbI KICS for Nodes (eCcTb BO3MOXHOCTb X
BblIODOPOYHOM  YCTAHOBKM) M MpOrpaMMHble  KOMMOHEHTbl  Habopa  Cpepgctsa
agMWHUCTpPUpOBaHMA  (cripaBka,  [OOKYMeHTauus,  yrnpasneHus  4epe3  KoHconb).
[MepBOHa4anbHy yCTaHOBKY peKoMeHOyeTCA NPOU3BOAUTL C MOMOLLLIO MacTepa YCTaHOBKN,
a B nocnegywowem ¢ nomowbto Kaspersky Security Center (KSC) no WMHCTpyKuum
Npoun3BOAMTENS M MO 3apaHee COCTaBMEHHOMY MflaHy OCHOBHbIX 3TanoB YCTaHOBKM
(Bkntovarowlero  cpeactea aAMUHUCTPUPOBAHWSA,  YCTaHaBNMBaeMble  NPOrpamMHble
KOMMOHEHTbI, CNOCO6 yCTaHOBKM).

OcHoBHbIM cpeactBoM agmuHucTpupoBaHus KICS for Nodes 6yaetr saBnatbeA
KOHconb agMuHucTpuposaHus KSC, a gononHuternbHbIM - koHCONb camon KICS for Nodes.
Moatomy npu yctaHoBke MO ob6a3aTensHO HEOBXOANMO YCTAHOBUTD:

1) MOAYMb MHTErpaumm c areHTom agMmuHmucTpupoBaHuss KSC Ha 3awmiuiaemoe
CBT;
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2) areHT agmuHuctpuposaHna KSC Ha 3awmwaemoe CBT;

3) nnarvH ynpasneHus KICS for Nodes Ha APM agmunnuctpatopa Ub.

YcraHoBka KICS for Nodes ¢ nomoLwbto Mactepa yCTaHOBKM AeTanbHO U3NOXeHa B
PykoBoacTtee agmuHuctpaTopa. 1o eé okoH4YaHMo cpasy 3anyckarTca 3afayv 3alnTbl U
NPOBEPKKN, €Cnn akTMBMpOBaHa MNporpamMma, C NOMOLbI hanna knioda npuobpetaemon
KOMMep4Yeckon nnueH3mmn (bbin ycTaHoBMNEH onaXok « BKNovnTb MOCTOSAHHYIO 3aluTy nocne
YCT@HOBKM MNporpaMmmbl (MO yMOnYyaHui)), 06beKTOB (hanroBOW CUCTEMbI 3aLLMLLIAEMOro
yCTpOMCTBa Npu JOCTyne K HUM W, Hanpumep, kaxayo natHiuy B 20:00 3apadva «[posepka
BaXHbIx obnacten». B nocnegctBuM  3TO  BO3MOXHO  U3MEHUTb  CpeacTBaMu
aAMUHUCTPUPOBAHNA NO YCMOTPEHUI0 agMuHuctpaTtopa Ub.

Mocne yctaHoBkm KICS for Nodes Heob6xoaumMo 3anyCcTuTb MeXaHM3M No 0H6HOBNEHUIO
6a3 nporpaMmbl 4Yepe3 OTTOpraemble HOCUTENW MHAOPMauMK, LN 4Yero HacTpouTb C
nocregyoLwmm 3anyckom 3agadvy « ObHoBneHvne 6a3 nporpammbl».

Ha nopsgok u nepuoauMyHOCTbL OOHOBIEHUA aHTUMBMPYCHbIX 6a3 HaknagbiBaeTcs
TpeboBaHune Monutnkn b KomnaHmm o6 ncknioyeHnn HenocpeacTBEHHOrO NOAKMKYEHUS K
BCEMUPHOWN ceTn «/HTepHeT» 3awuwaeMon cetn n e€ anemeHToB. [ns BbINONHEHUS 3TOrO
TpeboBaHMA B MOMelleHMM oObekta pgns agmuHuctpatopa WB  gononHutensHO
ycTaHaBnmBaeTca otaenbHoe CBT (HoyTbyk, APM), umetowee [octyn (NOAKMOYEHME) K
BCEMUPHON ceTn «W/HTepHeT» W He WUMelolee HenoCcpenCTBEHHOrO MOAKMYEHNE K
3awmaemMon cetm n otaenbHbIM €€ anemeHTam. Ha atom CBT yctaHasnueaetca KICS for
Nodes wnun CepBep agmuHuctpmpoBaHna KSC ¢ [geunctBylowlen nvueHanen, U OHO
ncnonb3yeTcs B KadecTBe MOCPedHuKa, Konupysi K cebe Bce CpOYHble U MHble OBHOBNEHNSA
0a3 ycTaHOBKW, a 3aTeM CKOMMPOBaB «BPYYHYHO» Ha OTTOpraeMbl (CbEMHbLIN) HOCUTEMb
WHpopmauun 3T OBHOBMEHUA HeobXoAMMO pacnpefenuTb Ha 3awuuiaemMble KOHeYHble
ycTpouncTsa B ceTu Yyepe3 APM agmuHuctpaTtopa b, Ha KOTOPOM YyCTaHOBIIEHbI KOMMOHEHTbI
KSC. [1na atoro Heob6xoanmo ucnonb3oBath 3agadvy «KonuposaHve 0OHOBRNEHNNY.

Onsa HacTtponkn nonydyeHne ob6HoBneHnn KICS for Nodes uyepes Cepsep
agMuHucTpupoaHua KSC Heobxoanmo:

1) 3arpy3uTb 06HOBNEHMs ¢ cepBepoB obHoBNeHUn «Jlabopatopum Kacnepckoro»
Ha Cepsep agmuHuctpmpoBaHna KSC ycrtaHoBneHHbln Ha oTtaensHom CBT wumetowee
AOCTyn (nogkroyeHne) Kk BceMupHon cetn «UHTepHeT», HacTpouB 3agady «[llonyyeHue
obHoBneHnn CepBepoM agMUHUCTPUPOBAHUS» NS YyKasaHHOro Habopa 3awmuaemblx
YCTPONCTB, @ B Ka4yeCTB€ WCTOYHMKA OOHOBNEHWA yKas3aB cepBepbl OOHOBMEHUN
«JlabopaTtopun Kacnepckoroy;

2) pacnpefenutb OBHOBMNEHWS Ha 3aluliaemble YCTPOWCTBA, NepeHecs UuxX C

NMOMOLLBID CBLEMHOIO HOCUTENA MHOpMauMm B aHanormyHyio nanky Ha APM
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agmuHuctpaTtopa UMb, a B KSC ycTtaHOBNEHHOW Ha HEM HACTpOUTb TrPyrnnoByk 3adadvy
OOHOBMEHNA aHTUBUPYCHbIX 6a3 (mogynen nporpammbl) Ang pacnpegeneHmsi 06HOBNEHUN
Ha 3almuwaemMble YCTPOWCTBA, B pacnMcaHMM 3agjayvv yKasaB 4acToTy 3anycka nocne
nonyyeHns  obHoeneHmn  CepBepoM  agMUMHUCTPUPOBaHMA, Tak kKak  Cepsep
agMUHUCTpUpoBaHMs OyaeT 3anyckaTb 3adadvy Kaxabli pas, Kak TOMbKO OH MonyyuT
0OHOBMEHNSA (3TOT CNOCOD SABNSETCA PEKOMEHAYEMbBIM);

3) HaACTPOUTb Ha KaXX4OM U3 3almiaembiX yCTpoUcTB 3agaum «ObHoBneHne 6as
nporpammbl» 1 «OBGHOBNEHWE MoAyNen nporpaMMbl», A€ B KayeCcTBe WCTOYHMKA
o6HoBneHun ykasatb CepBep agmuHucTpupoBaHma KSC, a Takke HacTpouTb pacnucaHue
3agayn.

B npouecce ¢yHKUMOHMPOBAHUS MMEETCA BO3MOXHOCTb [00aBnsATb UNU yaanatb
HekoTopble koMnoHeHTbl KICS for Nodes, a Takke nocne yctaHoBkn u obHOBNeHus 6a3
OCYLLEeCTBUTb NPOBEPKY (OYHKUUN MOCTOSHHOM 3allinTbl (pansioB C MOMOLLBKD TECTOBOro
Bupyca EICAR B cootBetcTtBUM C PykoBoacTBOM. 3TOT BUpYC, pa3paboTaHHbin The
European Institute for Computer Antivirus Research (EICAR), npegHasHayeH ans npoBepKu
paboTbl @HTUBMPYCHbIX NPOrpaMM U He SBNSETCA BPEOOHOCHbIM OOBLEKTOM, TaK Kak He
COOEPXUT UCTMONHAEMOro Koga, KOTopbI MOXET HaHeCTU Bpe[ 3almuiaemMoMy YCTPOWCTBY,
HO aHTMBUpYycHoe O 6onbWNHCTBA NPOM3BOANTENEN MOAEHTUDULMPYIOT €ro Kak yrposy.

LleHTpanu3oBaHHOE ynpaBneHue 3almiiaemMbiMn ycTporcTBamu € nomolbto KSC
No3BOSIIET OTAENbHO HacTpavBaTb napameTpbl paboTbl ANA KaXKAoro Takoro yCTPOWMCTBA,
BXOASLLEero B rpynny agMMHUCTpUpoBaHus - Heckorbko yctponcts ¢ KICS for Nodes, ans
KOTOpbIX HacTpavMBalTCA eOuHble napaMeTpbl YnpaBneHna W 3awuTbl, CnegywmMmm
cnocobamu:

1) c nomouwbio nonutnk KSC yaaneHHO HacTpauBaloTCA efuHble napameTpsbl
3aWunTbl ANA rpynnbl YCTPOWCTB, TakMe Kak: obwue napameTpbl paboTbl Nporpammbl,
napamMeTpbl 3aay NOCTOAHHOW 3aLLMThbl, KOHTPONSA akTMBHOCTM Ha CBT, napameTpbl 3anycka
CUCTEMHBIX 3aZay Mo pacnmncaHuio,

2) C nomouwbio rpynnoBbix 3agady KSC HacTpauBaloTCa eguHble napameTpsbl
3agad, MMEeIOLLMX OrpaHNYEHHbIN CPOK BbIMNOMHEHWS, ANSA rPYnnbl YCTPOWUCTB (aKTMBMPOBaTb
nporpamMmmy, HacTpoOuUTb MapameTpbl 3agad nNpoBepku no TpeboBaHuio, napameTpbl 3agad
0OHOBMEHNA, NapamMeTpbl 3a4a4n PopMUPOBaHNA NPaBUI KOHTPOIS 3anycka Nporpamm),

3) C NOMOLLbIO 3a4ady Ans Habopa yCTPOWUCTB yaaneHHO HacTpamBaloTCsa eauHble
napameTpbl 3aga4y, WMEILWMX OrpaHWYEHHbI CPOK BbINOMHEHNS ANA  YCTPOWCTB, He
BXOOALLMX HU B OOHY rpynny agMUHUCTPUPOBAHWS,

4) C NOMOLLUBbKD OKHa HACTpPOWKM  napamMeTpoB  OTAENbHOrO  cepBepa

HacTpamBaloTCA Kak obLme napameTpbl paboTbl NporpamMmmsbl, Tak 1 napamMmeTpbl paboTbl BCeX
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3agady KICS for Nodes Ha otgenbHO BblOpaHHOM 3alMLi@aeMOM YCTPOWCTBE He
Haxo4sALWMMCA Nog ynpasneHnemM aktnsHom nonntukn KSC.

C nomowbto KSC kak gnga rpynnbl 3awmuiaemblX YCTPONCTB, Tak U A9 OTAESbHOro
3almaemMoro yCTpoucTBa HacTpauBalOTCsA napameTpbl MNporpamMmbl, AOMNOSHUTENbHbIE
BO3MOXHOCTU 1 paboTa KypHanoB 1 yBeLOMIEHUN.

[na nHactporikmn obwmx napameTpoB KICS for Nodes n3 nonutukn KSC Heobxogumo
pa3BepHyB y3en «Ynpasnsiemble ycTponctea» B gepese KoHconu agmuHucTpupoBaHus KSC
n BblbpaB, Tpebyemyio Ons HACTPOMKW 3adayv rpynny agMUHUCTPUPOBAHMS, 3alUTU Ha
Bknagky «llonuTUKM» U OTKPbITb OKHO CBOWCTB MOMUTUKM AONA  HACTPOMKM MO
COOTBETCTBYIOLLEMY UMEHWU MNOMUTUKN. B OTKpbIBLLEMCA OKHE Heobxoaumo nepenguTe B
pasgen «[llapameTtpbl nporpammbl» W HaxaTb «HacTporka» Ona rpynnsl napameTpos,
KOTopyto BblOpaHbl Ans  HacTponku. [lonb3ysacb PykoBoocTtBoM agMuHucTpatopa M
CTaTUCTUYECKON MHpopMauunen o pexmmax paboTbl obopynoBaHUS HEOOBXOOUMO BHECTU C
nocrnegyoLwmmM CoXxpaHeHNeM B COOTBETCTBYHOLLME MO MHAOPMALUIO MO HACTPOKKE.

B cooTteeTcTBMM ¢ PykoBOACTBOM agMWHUCTpATOpa, aHanorMyHbiM obpasom 4epes
KSC Heobxoammo HacTpouTb U COXpPaHUTb MHble NapamMeTpbl (6e3onacHOCTM, CoOeaUHEHNS,
3arnycka no pacnmcaHuio, KapaHTuHa M pesepBHOro xpaHunuuwa) MO, a Takke BO3MOXHO
3abnokupoBaTb  yAaneHHble  YCTPOWCTBA UM HACTPOMTb  MapameTpbl  XpaHunuuia
3abnNoKMPOBaHHbIX Y3M0B, XYPHaroB W YBEAOMIEHMM W MHOXECTBO [OMOSNHUTENbHbIX
BO3MOXHOCTEN (QOBepeHHas 30Ha, NpOBepKa CbEMHbIX MCKOB, MpaBa Mnosfb3oBaTenen Ha
ynpasneHue nporpaMmMon, KOHTPOSb 3arnycka nporpamMmm, KOHTPOJSb YCTPOMUCTB, KOHTponb Wi-
Fi, ynpaBneHne ceTeBbiM 3KpaHOM, 3alumMTa OT LWWNPOBAHUA 1 Opyrue).

BbinonHeHne npegycmoTpeHHoro dyHkumoHana O obecneunmBaeTcs C NOMOLLbHO
CO3aHuns, HACTPOMKM NapaMeTPOB BbIMOSHEHUSA, pacnucaHna 3anycka u octaHoBkun B KSC
3ajad creayowmx TUMNoB:

1) aKTuBaLms nNporpaMmbl,

2) KonnpoBaHne 06HOBEHUI,

3) obHoBnNeHne 6a3 nporpammel,

4) obHoBNEHne Mmoaynen nporpammel,

5) oTkaT obHOBNEeHMs 6a3 nporpammbl,

6) npoBepka no TpeboBaHuto,

7) npoBepKa LenoCTHOCTM NporpamMmbl,

8) MOHUTOPWHI LLeNOCTHOCTN dhainoB Ha OCHOBE aTasioHa,

9) doopMupoBaHue nNpaBuIlt KOHTPONSA 3anycka nporpamMm,

10) dopmumpoBaHmne npaBusl KOHTPOMSA YCTPOWUCTB.
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MexaHusm uX co3gaHua UM peanu3aumm feTanbHO u3noxeH B PykoBoactee
agMUHUCTpaTopa, Kak Ans flokanbHbIX, TaK U rpynnoBbiX O6bEKTOB.

Kpome Toro, B KSC hopmumpytoTCst OTYETLI O COCTOAHUN YNpaBrsieMbIX YCTPONCTB Ha
OCHOBaHWM uHGOpMauuun, xpaHsauwenca Ha Cepsepe agMUHUCTPUPOBAHUSA CriedytoLwmx
TWNOB:

1) O cTaTyce KOMMOHEHTOB WM COCTOSIHMSA 3aluTbl BCEX YCTPOWUCTB B CETU
(paboTaeT, NpMOCTaHOBMNEH, OCTAHOBIEH, HEUCMNPABEH, HE YCTAHOBSIEH, 3anyCcKaeTcs);

2) O 3anpeLleHHbIX 3anyckax (3abnoKMpoBaHHbIX) 3anpeLleHHbIX nporpammMmax
(ecnv 3agava 3anyLwieHa B akTUBHOM pexume);

3) O TecCTOBbIX 3anpelleHHbIX 3anyckax (3abnoKMpoBaHHbIX) 3anpeLLeHHbIX
nporpamMmax B TECTOBOM pexuMme (ecnu 3agada 3anyLieHa B pexmnme TONbKO CTaTUCTUKA).

AHarnornyHble OencTBus MO HACTPOMKM MOHUTOpWUHra u ynpasneHus 1O MOXHO
ocywectenaAte B KoHconu KICS for Nodes, wucnonbdyemon Kak [OMNONMHUTENbHBLIN
MHCTpyMeHTapun B peweHun KICS w©n pgetanbHO U3nNoOXeHHbln B PykoBoacTtse
agMuHucTpaTopa.

Y agmuHucTtpatopa WMB poctatoyHo 60nblION WHCTPYMEHTapuMiM MO  HACTPOWMKM
AHTUBMPYCHOM 3aLUTbl, B TOM YMCIE 1 NO €€ YPOBHIO, a TaKKe perncrTpaumm Bcex cobbiTum 1
MOHUTOPUHTY, NOAPOBHO M3MOXEHHbIM B 3KCMyaTauUMOHHOW AOKYMeHTauuu (pykoBoOCTBeE
agMuHucTpaTopa) npoussoautens — Komnanum «JlabopaTtopus Kacnepckoro» KoMnnekcHoro
peweHnsa KICS.

B npoektupyemonn C3UN obbekta KICS for Nodes yctaHaBnuBaeTca Ha crneayoLimne
KOHeuYHble ycTpouncTtea (ansa APM ncnone3syetcsa onepaunoHHasa cuctema Win10 lot Ent 2016,
a ansa cepBepHbIX cTaHumn - Win Server 2016 Std 64-bit):

1) 8-m APM onepaTtnBHO-ANCNETYEPCKOro U yNpaBnsAwoLEero nepcoHana: gMpekropa,
rMaBHOrO WMHXeHepa, HadanbHuka OJ3LU, cneumanucta CP3uWA, cneumanucta MIA TLUY,
cneuymanucta A9M 'y, 2-a APM cneumanucta HCC LY,

2) 1 APM agmuHuctpaTopa Ub;

3) cepsepbl PC1 un PC2;

4) cepsepbl apxma 11 2.

Ntoro yctaHasnueaetcs 4 komnnekta (nuueHsun) KICS for Nodes ons cepsepHou
onepaumoHHon cuctembl n 9 komnnekToB (NnueHaunin) KICS for Nodes ans paboumx ctaHumin.
Mo HacToaHMlo 3akasumka He y4duTbiBaeTca 5-6% pes3epB INUMLEH3UN OT YCTaHOBMEHHbIX
(cepBepHbIX U pabouunx ctaHuun). HenocpepcteeHHo Ha [MMJIK nporpammHbin mogynb KICS
for Nodes He ycrtaHaBnueatoTca. 3awmwalTca Bce o6bekTbl Bokpyr [MJIK, a gns
MOHUTOPWUHIa  LIENIOCTHOCTM  (M3meHeHust) npoektoB [1JIK  Ha cepBepe (APM)

HenocpeacTBeHHO ynpasnsowmm BbidbpaHHbeiM [JIK 3agenctsyetca onuma «MOHUTOPUHE
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pannoBbIX onepauun» n3  QyHKUMoHana «KOHTpoNb WHAPOPMALMNOHHOIO OKPYXEHUs»,
yctaHasnmBaemoro Ha Hero KICS for Nodes.
KSC co cBonmmu komnoHeHTamn Cepsep, KoHconb, Beb-koHCONb ycTaHaBnMBaeTcs Ha

APM agmuHucTpaTopa UB.

9.5. Tloacuctema LUeHTpPanNU3oBaHHOrO ynpaBrieHUA cpeacTBaMm 3alWwmThbl U
KOHTpONS 3aWULLEeHHOCTH

Mogcuctema UEHTpanM3oBaHHONO YynNpaBneHUs cpeacTtBaMy 3allinTbl U KOHTPONSA
3alMLEHHOCTM npefHa3HayYyeHa [Ans UeHTpann3oBaHHOro YyrnpaBreHUs KOMMOHEeHTamMu
MOWB, koHTpona M aHanu3a 3awuwéHHocTn npoektupyemon ACY. OHa peanuayeTcs 3a
cyeT TMNPUMEHEHNA KOMMOHEHTOB LEHTPanM30BaHHOIO YyMNpaBneHUss W MOHUTOPUHra,
Bxogawmx B coctaB MTK NMOUB npoektupyemon ACY, peanusyeT mepbl No obecneyeHuio
6esonacHoctn uHdopmauum: OU.1, UHLU.1, MHU.2, NHU.3, WHU.4, NHLU.5, NHL.6 n
BbIMOSMHAET CreayoLlme OCHOBHbIE OYHKLINN:

1. KoHTponb nopToB BBOAA/BLIBOAA.
KOHTpOnb NOAKMO4YEHNS MaLlLUHHbBIX HOCUTENEWN.
®dopmuposaHue nacnopTta O (MHBEHTapu3aumst CUCTEM).
KoHTposb uenoctHocTn dpannos u nanok Ha APM n cepsepax.

Bnoknposka APM no cobbiTnam 6esonacHocTu.

o gk wb

LleHTpanu3oBaHHOe ynpaBneHne MexceTeBbiMU 3KpaHaMu.

7. PearnpoBaHne Ha cobbiTua Ge3onacHOCTM MyTemM BO3AEWCTBMS Ha CpeacTBa
3awuTbl MHopMaumn ana 6IoknpoBaHUs yrpos.

8. KOHTpOnb LenocTHOCTM NporpamMMHbIX kKoMnoHeHToB Cp3U.

9. [MpMeHeHe NporpaMMHOro ckaHepa ya3BMMOCTEN A1 MOHUTOPUHIA CUCTEM.

MpakTuyeckas  peanu3aums  NOACUCTEMbI  LIEHTPANM30BaHHOrO  ynpaBreHus
cpeacTBamMu  3aWUTbl M KOHTPONA  3alUMLLEHHOCTM 3akn4vaetcs B obecneveHuu
agMuHuctpatopa WMB makcMmanbHO MNOSIHOWM WMHopMaumen Ona MpUHATUS peLlleHuin o
COCTOSIHUM BCEX 3NeMeHTOoB 3aluuiiaemoro obbekta n Cp3U, ontumasnbHbIMU MeEXaHU3Mamm
pearnpoBaHusa Ha cobbiTna 6e3onacHoOCTM 1 Habopom yaoBHOro Ans 3TOro MHCTPyMEHTapus,
ycTtaHasnmBaemoro Ha APM agmunuctpatopa Ub.

Takum nHctpymeHTapuem apnsetcsd KSC na KICS n Cmapt koHconb (SmartConsole)
MO CheckPoint 3100. 3Tn nporpamMmmHblie kKomMnoHeHTbl Cp3W ycTtaHaBnmBatTcs Ha APM
agMuHucTtpaTopa Ub.

KOHTpONb COCTOAHUA 3alLMLLEHHOCTM N paboTOCNOCOBHOCTM Takke OCYyLLEeCTBsSeTCA

¢ nomouwbto pyHkumoHana KSC mn3 KICS n SmartConsole MO CheckPoint 3100.
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AyouT  OCyllecTBNAeTCA  MOCPEeACTBOM  aHanusa  npousowenwmx  cobbiTui,
3aperncTpuMpoBaHHbIX B COOTBETCTBYHOLLMX XypHanax, B Tom yucrne n Cp3W. OH npoBoaguTcs
agmuHuctpaTopoM VB obbekTa n pelwaeT cnegyowme 3agayn:

1) perynsapHbln NPOCMOTP COAEPXKMMOTO XXYPHASioB perucTpaumu;

2) onTuMaribHas HaCTpoMKa NapamMeTpPOB XpaHEHWUS XXYpPHaros;

3) ynpaBneHne coaepXXmMmbiM XXypHanoB (3anmcsamm o cobbITUsX).

Tak Kak BO3MOXHOCTb MPOCMOTPa COAEPXUMOro XypHarnoB onpeaensercs npasamm
YYETHbIX 3anucen nonb3oBaTenen Ha AocTyn K 6ase AaHHbIX, B KOTOPOW XPaHATCA XypHanbl,
noatomy agmuHuctpatopy Vb gomkHa 6bITb Ha3HaYeHa ogHa U3 CreayroLnX ponen:

1) rnaBHbIN aMUHUCTPATOP;

2)  ayauTop;

3) agMUHUCTpaTOop CeTw;

4) afiMUHUCTPATOP KITHOYeEWN.

LleHTpanusoBaHHOoe ynpaBneHus 3awmwaembimm CBT u©  KOHTponb 3a uX
3aLLMLLEHHOCTbBIO OCYLLECTBISAETCH OTAENbHO ycTaHaBnMBaemon komnoHeHTon KCS KICS ot
«JlabopaTtopun Kacnepckoro» Ha APM agmuHuctpatopa Wb, koTopasi COBMECTHO C
SmartConsole 1O  CheckPoint 3100 koMnnekcHO  peanu3yet  nogcucremy
LEeHTpann3oBaHHOro yrnpaeneHua cpeacrBaMyn  3awuTbl U KOHTPONA  3aLLMLLEHHOCTU
NpoeKTupyemoro obbekTa.

KCS KICS ot «Jlabopatopum Kacnepckoro» npegoctaBnsieT OCHOBHbIE BO3MOXHOCTW:

1) HaCTpoMKa napameTpoB 3awWwuTbl 1 ynpasneHuns CBT;

2) MOHUTOPWUHT COCTOSIHUSA CUCTEMBI;
3) KOHoUrypmMpoBaHUe CeTeBOWN CTPYKTYPbl CUCTEMDI;
4) paboTa C ueHTpann3oBaHHbIMU XXypHanamu.

[na aHanu3a cogepXXMmMoro XXypHarnoB NpeaycMOTPeHbl PEXMMbI OTOBpaXXeHuUs:

1) cobbITnSA, ABMSIOWMNNCS OCHOBHBIM PEXMMOM AN MPOCMOTpa U ynpaBrieHus
3anucsamu, rae BbIBOAUTCS CMUCOK 3arpy>XeHHbIX 3anncen xxXypHanos B TabnmyHom popme;

2) Yyrposbl, SABMASAWMUNUCA CXaTbiM WX pas3bACHAWME  CBedeHuss O
3apEermcTpMpoBaHHbIX COBLITUSIX PEXUMOM, r4e BbIBOOUTCS CMMCOK Yrpo3, MOSTyYEHHbIX B
pes3ynbTaTe aHanu3a 3arpyXeHHblX 3anMcel W npegHasHavyeH Aand npeacraBneHus
agmuHuctpaTopy Vb Hanbonee BaxkHON MHGOPMaLUKM U3 XKypHaroB.

Kpome TOro, mmeercsa BO3MOXHOCTb MpPOCMOTpPa M aHanusa 3anucen XypHana
6esonacHoctn CheckPoint 3100 n ero nor-cepsepa.

Y  agmuHuctpatopa WMB  pgoctatoyHo  GonbLuow WHCTPYMEHTapun  no
LEeHTpann3oBaHHOMY YMNpaBneHUto U KOHTPOSO 3alUMLLEHHOCTM ceTu oObekTa, nogpobHO

N3MOXXEHHbIN B 3KCMyaTauMoOHHOW JOKYMeHTauum npon3soanTenen.
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10. OpraHu3auuoOHHbIe peLueHUsA

OpraHusaumoHHble pelleHnss npeactaBndaT cobon HeoTbemnemyw 4Yactb MOUB
moaepHuampyemoro O6bekTa M npeaHasHayeHbl [Ans obecneveHus pernameHTaumm
npoueccoB 06paboTkn nHdpopmaumm B ACY B COOTBETCTBUM C NEPEYHEM peanm3yembiX Mep,
HeNnTpanuayoLwmx yrposbl 6e3onacHocTn nHgopmaummn n Nonutmnkon Komnavmm no UB.

OpraHusaumoHHbIe MePONPUATUS B OCHOBHOM BKIOYaloT B cebd crneaytowmi cocTaB:

1) pekomeHgauunm no pabotre € nepcoHanoMm U nogpasgeneHusiMu
(pacnpegenenune ponen mexay cnyxéamm, HasHayeHne OTBETCTBEHHbIX);

2) pekoMeHZauum No PEXMMHbIM MepPonpuUATUAM (MNaHUPOBaHME MEPONPUATUN,
pernameHTaumst 4ENCTBUIM B HELUTATHbLIX CUTYaunaXx);

3) pekoMeHaaumnm no paspaboTke OopraHu3aunoHHO-pacnopaanuTenbHOn

AOKyMeHTauuu;

4) pekomMeHaauum no pabote ¢ BHELLIHUMWN HOCUTENAMM MHOPMaLMN.

5) pekomMeHgauum no uanmyeckon sawumte anemeHToB CUCTEM U UCKMOYEHUS K
HuM HC[.

OTN pekoMeHJaLmm YCNoBHO MOXHO OTHECTU B MOACUCTEMbI:

1. Moacuctema ynpaeneHust MHpopMaLUMOHHON 6e30MacHOCTLIO.

2. MoacmcTema 3awmnTbl TEXHUYECKUX CPeACTB.

10.1. Moacucrtema ynpaBneHust UHPoOpMaLUOHHON 6e30NacHOCTbLIO

Moacuctema ynpasrieHust MHGOPMaLMOHHOM 6e30nacHOCTbI0 NpeaHa3HayYeHa nnd
OpraHM3auUmnoHHOro ConpoBOXAeHus npouecca obecneveHnn UB, npoektupyemon ACY, a
TaKke KOHTPOMS BbINOfHeHUss TpeboBaHun no UB. OHa peanuayeT cnegsawme mepbl Mo
obecneyveHnto 6esonacHoctn uHdopmauuun: MA®.0, YNa.0, 3HN.0, Ay[.0, AB3.0, OUJ1.0,
oAar.o, 371C.0, 31C.0, MHU.0, YK®.0, OI10.0, MJH.0, AHC.0, 1MNo.o, 3nC.1, 3NUC.3 u
BKNtoYaeT B cebs:

1. dopmupoBaHMe LWITATHONO pacrnvcaHus N OOMKHOCTHBLIX UHCTPYKUUW K HEMY B
cooTBeTcTBUN C TpeboBaHuaMM VB, B KOTOPbIX Ha3Ha4alTCA OTBETCTBEHHbIE PAabOTHUKM 3a
onpeaenéxHbIM YHKLMOHANoM, pasgensaoTcs NX NosIHOMOYNSA, UCKNYaeTCss BO3MOXHOCTb
NPUHATUA €OMHONUYHOIO peLUeHns, BMSAKLWEro Ha WMH(OPMAaLUMOHHYD 6e30nacHOCTb U
NHblEe PYHKLMN.

2. PaspaboTka opraHusaumoHHO-pacnopagMTenbHON AoKymeHTauun KomnaHum B
LenomM U1 Ha MNpoeKkTUpyeMbini OOBLEKT, cooTBeTCTBylOWMEe TpeboBaHuaM [lonnTukm

nHdopmMaumnoHHon Be3zonacHocTn KomnaHun.
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

3. KoHTponb cnyxbon kopnopatveHon 6esonacHoctv KomnaHum u BbINOMHEHME

TpeboBaHnin nonoxeHnm cobctTeseHHon MNMonutnkn B n opraHnM3aunoHHO-pacnopaanTenbHbIX

AOKYMEHTOB.

4, Ob6ecneyeHne KOMMMEKCHOrO noaxoda WM OpraHvM3aumst 3LeNTOHMPOBaHHOM
3awuTtbl ACY.

5. MHuBeHTapmnsauuns sawmiiaembix NP.

6 OpraHusauus n nposeaeHne ayanTos MHOPMaLUMOHHON 6e30MacHOCTN.

7 AHanm3 KOMMNbTEPHbLIX UHUMAEHTOB.

8. KoHTponb paboTocnocobHOCTH 3amnLaeMblX CUCTEM.

9 lNnanupoBaHune meponpuatun NbB.

10. YnpaBneHue nNpoLecCcoM M3MeHEeHUs KOHpUrypauumn 3amiLaeMbiX CUCTEM.

11. YnpaBneHue OGHOBMNEHMSMW CPEACTB 3awuTbl WHGoOpmauun (cpencrtea

aHTMBUPYCHOM 3aLlUmThl, MexceTeBble 3KpaHbl), 1O cepsepos n APM.

12. [doegeHue uHdopmaumm no obecneyeHnto VIb 0o nepcoHana, npoBeaeHue

WMHCTPYKTaxemn, 0byyeHun.

13.  YyeT v ynpaeneHue JOCTYNOM K MalUMHHbIM HOCUTENSM MHOpMaLUN.

14.  YHuYTOXEHME KOH(pmnaeHumansHon MHdopMauunm Ha KOMMOHEeHTax

3alML@aeMbIx CMCTEM NPU BbiBEOEHUN U3 SKCnnyaTauum n (Mnu) npyu nepegavye CTOPOHHUM

opraHn3auuam.

15. Pe3epBHOe KoMMpOBaHWE, NEPUOANYHOCTb CO3[4aHMSI PEe3EepPBHbIX KOMUIA U

BoccTtaHoBneHne OC cepsepoB M hannoB cCpeacTsB 3almTbl MHPOPMALMU U3 pe3epBHbIX

konun B cny4vasx cbos.

10.1.1. LUTaTHOe pacnucaHuAa U Ha3Ha4YeHue OTBETCTBEHHbIX

Ona addeKkTMBHOM oOpraHM3aumMmM CucTemMbl 3awuTbl WMHGOpMaumm Heobxoammo

Hanm4yme KOMMNEeTEeHTHbIX pa6OTHVIKOB, NnpoBEepEeHHbIX NO YCTaHOBJIEHHbIM MNpaBUliam

KomnaHnnm Ha npegmetr 6GnaroHagexHoctn. [lpoBepka COOTBETCTBYHOLEN Cryxbomn

6e3onacHOCTM Takmx pabOTHMKOB CYLECTBEHHO CHU3WUT MPOHMKHOBEHME Ha O6bEKT

HapyLmTenen nHopmaumoHHon 6e30nacHOCTH.

CoctaB obcnyxuBatoLLlero rnepcoHana onpegensieTcs pykoBoAcTBOM KomnaHun B

COOTBETCTBUM CO LUTATHbIM pacrnuMcaHMeM U C y4yeToM TpeboBaHUN W peKkoMeHaauumn

HacTosLwen gokymeHTaumn. Cneunanuctel obcnyxusatowero nepcoHana C3U ACY [OmkHbI

UMETb 3HaHMA U KBanuduKaumo, Heobxoaumyto ans paboTtel ¢ o6opynosaHuem u MO, nmeTb

cneuumanbHoe obpa3oBaHMe U UMETb YCTaHOBIEHHbIN KoMnaHnen fonyck k paboTtam.

MyHktom 1 ykasa [MpesngeHta Poccum ot 01.05.2022 Ne 250, npegnucbiBaeTca

pyKOBOOUTENSIM  FOCYAAPCTBEHHbIX Kopropauui  (KOMMaHWA) U WHbIX  OpraHu3auun,
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CO3JaHHbIX Ha OCHOBaHWW efepanbHbiX 3aKOHOB, CTpaTerndyeckux npeanpuaTun,
cTpaTermyecknx akuMOHEPHbIX OBLLECTB M CUCTEMOOOpPAa3yLMX OpraHu3aumin pPOCCUNCKON
9KOHOMWKM, HOPUONYECKMX NUL, SABSIOWNXCHA CyObeKkTamn KpUTnyeckom MHAPOPMaLMOHHON
MHpacTpyKkTypbl Poccunckon depepaumm cosgaTtb B opraHe (opraHu3auuu) CTPYKTYpHOe
nogpasgeneHue, ocyuwlectengwowee QyHKUMM No  obGecneyeHnto  UHGOpPMaLNOHHOWN
©e3onacHoCTM opraHa (opraHusauuun), B TOM 4ucrie no obHapyXeHuto, NpeaynpexneHuo n
NUKBMOAUMM NOCNEeACTBUA KOMMBIOTEPHbLIX aTak WM pearMpoBaHWi0 Ha KOMMbIOTEPHbIE
WHUNOEHTbl, MO0 BO3MNOXUTb [OaHHble YHKUMM Ha CywecTByloLee CTPYKTypHoe
nogpasgeneHne n obecneynmBatb He3aMeONIMTENbHYKO peanu3auuio OpraHM3auMOHHbIX W
TEXHUYECKUX Mep, pelleHuss 0 HeobXxoOMMOCTU OCYLLECTBEHUS KOTOPbIX MPUHUMAKOTCS
depepanbHon cnyxbon 6esonacHoctn Poccunckon depepaunmn n degepanbHon cnyxobon
MO TEXHUYECKOMY N SKCMOPTHOMY KOHTPOSO B Npedenax Ux KOMMNeTEeHLMM U HanpaBnawTCcA
Ha perynsgpHoON OCHOBe B oOpraHbl (OpraHusauum) C Y4eTOM MEHSIOWMXCA Yrpo3 B
nHopmaunoHHom cepe.

BmecTte ¢ Tem, B HapyLLleHUN 3TUX MNOSIOXKEHUN YKasa, CornacHo MH(opMaLMOHHOMY
nucemy 3akasumka oT 12.10.2022 Ne Bx-22-0559 (npunoxexue 1), rae B n. 2 OTCYTCTBYIOT
BO3paxxeHusi NpoTne BBedeHne Ha UIMSC pgormkHocTu agMuHuctpatopa UMb, B wrtate AMSC
He OyaeT BBOAWUTBLCA creuvanbHO BblAeMNEeHHbIn PabOTHUK  BbIMOMHAKWUA - PYHKLUN
agMmunHucTpatopa Wb, a atn Heobxoaumble (pyHKUMM ByayT BO3MOXEHbI HA cneunanucToB
rpynnbl aBTOMaTU3NPOBAHHbLIX CUCTEM YNPaBIIEHUS U COCTOAT B CreayoLeMm:

1) paspaboTka NpeanoXeHWnm no  COBEPLUEHCTBOBAHUIO  OpPraHU3aunNoOHHO-
pacnopsaguTenbHbiX OOKYMEHTOB Mo ©Ge3onacHOCTM OObLEKTOB W NpeacTaBnATb WX
pykosoautento cydbekta KW (ynonHomo4yeHHOMY nnuy);

2) npoBedeHve aHanusa Yyrpo3 6es3onacHOCTM WHOpMauum B OTHOLUEHWUU
o6bekToB KW 1 BbisBNEHNE YA3BMMOCTU B HUX;

3) obecneyeHne peanusaumm TpeboBaHMi no obecnedeHnto 6Ge3onacHOCTH
obbektoB KWW, ycTaHOBNEHHbIX B coOTBETCTBUM cO CT. 11 PepepanbHoro 3akoHa «O
©e30MacHOCTU KpUTUYECKON MHADOPMAaLMOHHOM MHpacTpyKTypbl Poccunckon ®epepauunny;

4) obecneyeHne B COOTBETCTBMM C TpeboBaHMAMM N0 Ge30NacHOCTM peanu3auuio
OpPraHn3aunoHHbIX Mep U MNPUMEHEHMEe CPeACTB 3aliMTbl MHAOPMAaLMK, 3SKChyaTauuu
CpPeAcTB 3amTbl MHpopmauuu;

5) OCYLLECTBMNEHNE pearnpoBaHMA Ha KOMMbIOTEPHbIE WHUMAEHTbl B nopsgake,
YyCTAHOBMNEHHOM N. 6 4. 4 cT. 6 PepepanbHoro 3akoHa «O 6e30MacHOCTU KPUTUYECKON
MHOPMaUNOHHOM MHPPACTPYKTYpbl Poccunckon ®eaepauunny;

6) opraHuMsauumn npoBeneHnst OLEHKM cooTBeTCcTBUA 00bekToB KN TpeboBaHmsm

no 6e3onacHocCTu;
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7) noarotoBka npeanioXeHWrM no COBEPLUEHCTBOBAHUIO  (PYHKLMOHUPOBAHNUSA
cucteM 6e30nacHOCTK, a Takke Mo NOBbILLEHUIO YPOBHA 6esonacHocTn obbekToB KU,

Ana obecneyeHns agekBaTHOrO nNPoOdECCMOHaNbHOrO YPOBHS MpPU  SKChyaTauun
komnnekcos CBT, TJIK, JIBC, CTK un Wb cneumanuctam rpynnbl aBTOMaTU3NPOBaHHbIX
CUCTEM ynpaBreHnss pEKOMeHAYTCS nogobpaTb B permMoHe HaxoXaeHnsa cCOOTBETCTBYOLME
y4yebHble Kypcbl B y4ebHbIX 3aBefeHMAX NoBbILEeHNA NpodeCcCuoHanbHOM NOAroTOBKN.

Takvne yyebHble 3aBefeHUs OOMKHbI OCYLLECTBMATbL ODyYeHne Ha PyCCKOM S3blKe Mo
BCEM TEXHOMOMMAM U (PYHKUMOHANbHOCTU, NOOAEPXKMBAEMbIM BbiNyCKaeMblM B HacTosiLlee
BpeMs ceTeBbIM 060pyaAOBaHMEM, METOL4AM UX HACTPOMKM Ha 3TOM 060opyaoBaHUM, noucka u
YyCTpPaHEHNSA HEUCNPABHOCTEN B paboTe YCTPOMCTB N UHbIX HELUTATHbLIX CUTYaLNNA.

BoaMoOXHbI bopmbl 0By4YeHUs cneumannuctoB - OYHad, 3aoyHas (AUCTaHUMOHHas),
nHanBMayanbHasa. YpOBeHb npenogasaHus, MeToanyeckme martepuansl, obopyaoBaHue u
ycrnoBus obyveHns O0SMKHbI COOTBETCTBOBATb AENCTBYOWMM TpeboBaHnam MuHucTtepcTBa
Hayku 1 BbicLiero obpasosaHus Poccurickon ®epepauuu.

O6yyeHve  pomkHO  npefgnornaraTtb  BO3MOXHOCTb — MPOBEAEHUS  TeKyLmX
(NPOMEXYTOYHBIX) U UTOrOBbIX KBaNUMUKALUMOHHBLIX 3K3aMeHOB Ha 3HaHwe obnacten WUT-
TEXHOMNOrmM n cnocoboB HACTPOWMKM MX Ha CeTEBOM OOOpyAOBaHMM U CpeacTBax 3alluThbl
WHpopMauuKn, a TakkKe OCYyLIeCTBEeHWe MNOAroTOBKW K cAaye AaHHbIX 3K3aMEeHOB W npwu
yCrnewHoM pesyrnbTate — Bblgada yCTaHoBNeHHoro B Poccuinckon degepaumm OKYMEHTa O

noBbILLIEHNN KBaJ'Il/IC*)VIKaLI,VIVI.

10.1.2. Pa3paboTka opraHM3aLMOHHO-pacnopaaAnUTeNIbHON JOKYMEHTauumn

Ona  HagéxHoro  yHKUMOHMpOBaAHUA  mMoaepHuampyemon  Cuctembl  (ACY)
Heobxoammo paspaboTaTb M yTBEpPAUTb NO YCTaHOBMEHHbIM B KOMnaHuu npaBunam nakeT
OOKYMEHT, pernaMmeHTUpYoLWnNin HenpepbIBHOCTbL CUCTEMBbI 3alumTbl MHGopmauum B ACY
oObekTa; NopPALOK pe3epBHOro KONMPOBaHUA UHPOpMaLMK; NepevyeHb TEXHUYECKNe CcpeacTs,

nognexawux ayonuposaHuio (pe3epBUPOBAHUIO); pernameHTupylowme AOoCTyn BCex

9 nons3osaTternen B Cuctemy W gpyrue OOKYMEHTbl ANS BbINOSIHEHUA OpraHn3aunoHHbIX
g MeponpusTuii no VB.
= B cocTtaB opraHnsaumoHHO-pacnopaauTenbHbIX JOKYMEHTOB, KOTOpPble AOMKHbI BbITh
[52]
- pa3paboTaHbl B TEYEHUW >KU3HEHHOro UuKkna moaepHusnpyemon Cuctembl, BXoaaTt
© AOKYMEHTbI, NpuBeaeHHble B Tabnmue 10.1.
|_
5 Tabnuua 10.1 — MNepeyeHb opraHM3aLMOHHO-PacNopSANTENBHON AOKYMEHTALNN.
=
c y
g HanmeHoBaHue OTBeTCTBEHHbIN
2 TpeboBaHue k cogepXaHuio

AOKyMeHTa 3a pa3paboTky
. JKcnnyaTaumMoHHas B cootBeTctBUM ¢ TOCT 34.201-2020, ansa MNocTaBwmk
% OOKYMeHTaums Ha 3aumuiaemMon aBToMaTM3NpPoOBaHHOW CUCTEMbI: (MpownssognTesb)
[
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HaunmeHoBaHue

TpeboBaHue k cogepxaHnto

OTBETCTBEHHbIN

AOKyMeHTa 3a pa3paboTky
aBTOMAaTU3UPOBAHHYK | — WHCTPYKUMMK (PYyKOBOACTBA) afMUHUCTPATOPA; aBTOMaTU3NPOBaH
cuctemy — VIHCTPYKUMK (PYKOBOACTBA) Nonb3oBaTenen; HOW CUCTEMbI

— COCTaB W Ha3HadyeHue obopyadoBaHus U
nporpaMmHoro obecneveHus;
— nporpamMmma u MeToauKa UCMbITaHWUR;
— doopmynsp.
— ucYepnbiBalOLWNN NepeyvyeHb MHPOPMALMOHHBIX y
P - P - ¢popmal OTBETCTBEHHbIN
pecypcoB mogepHusnpyemon Cuctembl UIM3C,
.| 3aWbHaUTSC
nognexawux sawmTe oT yrpo3 MHOpMaLMOHHON
nog KOHTponem
MepeyeHb 6es3onacHocTn YrpasneHus
3awmaemblx — Kateropusi 3HaA4YMMOCTU  WMH(OPMAaLNOHHOrO (CRy6b)
NHPOPMALMOHHBIX pecypca (Cuctembl) unm e€ oTcyTCTBUE; VIHC*)OpI\/)I/aLI,VIOHHOVI
pecypcoB — onucaHue uHOPMaUMK, KOTOPYH COAEPXUT 6E30M1aCHOCTH
MHOPMaLUNOHHbIE PECYPCh; FONOBHO
— KPUTUYHOCTb HapyLleHUn CBOWUCTB KoMnanmm
6e3onacHOCTM MHGOPMaLUK;
— npasuna n npoueaypsbl orpaHu4eHus
nporpaMMHON cpeabl, Bkoyaa TpeboBaHue
NMHCTaNNAaums TOMNbKO paspeLLeHHoro K
NCNONb30BaHMIO MPOrpaMMHOro obecneyeHns u MocTaBLymk
(MnKn) ero KOMMNOHEHTOB;
(MpounssoguTtens)
— npasuna n npoueaypbl oGHOBNEHNS CucTembl fog
CUCTEMHOIO W  MPUKIAZHOro  NPOrpamMMHOro KOHTPONEM
MpaBuna paboTbl C obecneyeHns; Ynpasnexus
CUCTEMHbBIM U — npaBufna HasHa4yeHUs OTBETCTBEHHOro 3a (CRy6b)
npuknagHeim MO 0oBGHOBNEHNA NporpaMmHoOro obecneveHus; y .
MHopmMayoHHON
— NOpPsSAOK M NEepUOaNYHOCTb  MNOSyYeHUs 6E30M1aCHOCTH
hannos obHoBnEeHus nporpamMmMHoro FOHOBHO
obecneyveHus; KoMnaHu

— NOpPSOOK NMpoBefdeHus TecTUpoBaHUSA hannos
obHOBNEHUA nepea Nx yCTaHOBKOW;

— npaBuna W“  NOPSAJOK  OOKYMEHTUPOBaHWUA
0OHOBNEHNI NPOrpaMMHOro obecneyeHus;

— npasuna u npoueaypbl ynpaBneHns 4oOCTynoMm
cybbekToB pgoctyna Kk obbektam gocTyna,
noeHTUUKaumMm n aytTeHTupukaumm cybbekTos 1
00BbEeKTOB [OCTYNA;

— NOpsOoK OnpedernieHnss U HasHavyeHus N,

OTBEeTCTBEHHbIN

ol o
z KOTOPbIM paspeLueHbl 4ENCTBUA MO ynNpaBleHuto
. PHIM pasp A ynp 3a VB Ha MIraC
I AOCTYNOM;
s nog KOHTponem
: — MOPSAOK BblgayYn CpeacTtB ayTeHTudumkaumm
= PykoBoacTtso . YnpasneHus
o nonb3oBaTensaMm;
o agMuHuUCTpaTopa - (cnyx6bi)
— TpeboBaHUA K XapakTepucTukam naponen; y
6esonacHocTK ]y NHOPMaLNOHHON
— npasuna v npoueaypbl ynpasneHme y4eTHbIMU
© . 6esonacHocTu
o 3anucamm nonb3oBaTenen (3aBegeHve, FOSTOBHO
©
= akTnBaumsi, 6rOKMpoOBaHNE N YHUUTOXEHME); KoMMaHu
= ) o
= — npaBuna pasgeneHnsa nosnHomouunn (ponen)
= nonb3oBaTenen, agMMHUCTPATOPOB U N,
= obecneunBaroLLmnx PyHKLUNOHUPOBaHME CUCTEMBI;
— npaBuna Has3Ha4YeHus HeobXxoauMbIX npaB WU
= npuBMIErMA  agMUHUCTpaToOpaM U fvuam,
2
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HaunmeHoBaHue
OOKyMeHTa

TpeboBaHue k cogepxaHnto

OTBETCTBEHHbIN
3a pa3paboTky

3awmwaemon Cuctemsl;

— yCTaHOBMneHue nepeyHsi paspeLUleHHbIX
JEencTBun HeaBTOPU3NPOBAHHbLIM (mo
NPOXoXaeHus npouenypsb! aBTOpU3aLMK)
nonb3oBatenamMm Cuctemsi;

— 0003HayeHne rpaHuL, KOHTPOSIMPYEMOW 30HbI
Ha oObekTe;

— npaBuna pasrpaHuyeHue dom3nyeckoro
A0CTyna B KOHTPONMPYEMYHO 30HY K KOMMOHEHTaM
3awmaemon Cmncremsl;

— npaBuna U1 npoueaypobl
poctyna (YpoBHM nonb3oBartens,
aAMUHUCTpaTopa) K KOMMOHEHTaMm n
KOHoMrypaumm 3almaembiX pecypcos;

pasrpaHnyeHuns

WHcTpyKuna
aHTUBUPYCHOM
3awmnThl

— npasuna nNnpUMeHeHne CpeacTsB aHTUBUPYCHOM
3aWmUTbl Ha aBTOMATU3NPOBAHHbLIX  paboymx
MecTax, cepBepax, NoABEpPXEHHbIX BHEOAPEHUHO
(3apaxeHuno) BpPeOoOHOCHBIMU  KOMMNbIOTEPHBLIMU
nporpaMmmamn  (BMpycamun) 4epes3 CbeMHble
MaLUNHHbIE HOCUTENW MHOPMaLUN UK ceTEBbIE
NOAKNIOYEHS;

— npaBuna wu npoueaypbl o6GHOBNEHWA 6asbl
AAHHbIX NPU3HAKOB BPEOOHOCHbIX KOMMbIOTEPHbIX
nporpamMm (BUpPYycoB);

— MEepUoANYHOCTb M nopsigok obHoBneHun 6a3
peLualLwmx npasun (Npy Heo6xo0AMMOCTK);

OTBETCTBEHHbIN
3a b Ha TDC
nog KOHTpPonem
YnpaBneHus
(cnyx6bl)
MHopmMayoOHHON
©e3onacHocTu
rOfTlOBHOWM
KomnaHum

MHCTpyKumA no

— MNOPSIAOK Ha3Ha4yeHuUst OTBETCTBEHHOro 3a
obHoBMNeHNe 6a3 peluaLmX NPaBUT;

— MOpPsSAOK W MEepUOANYHOCTb  PEe3epBHOrO
KONMpoBaHus  MHopMaunmm Ha  pe3epBHble
MalWHHblE  HocuTenn  (NnaH  pe3epBHOro
KOMMpoBaHus);

— npaBuna Ha3Ha4YeHus OTBETCTBEHHOrO Nvua 3a
npoeeeHne pe3epBHOro KONMPOBaHUS;

— npaBuna M npouenypbl 3alinTbl MaLUMHHBIX
HOCUTEnewn;

— nepeyeHb TEXHNYECKME CPEeACTB, Noasexalumx

OTBEeTCTBEHHbIN
3a Ib Ha NTBC
noa KOHTpPonem

: YnpaBnenus

paboTe co CbeMHbIMK |  Ay6nupoBaHuio (pe3epBMPOBAHUIO); (Cnyx6bi)
ol o
z HOCUTENAMM — yyeT MaLUMHHbIX HOcUTEeNnen WHgopMaumn, y -
@ < MHOPMaLNOHHOM
T NHpopMauun nucnonb3yemblx B 3awuuwaemon Cucteme ans
s i ©e3onacHocTu
< XpaHeHus n 06paboTkn nHopmauuu; FOSIOBHO
S — npaBuna n npoueaypbl 4OCTyna K MaluMHHbBIM
o P pou ,u,yp. AocTy Komnanumn

HocuUTEeNnaM MHdopMaunu;
— npasuna n npoueaypbl KOHTpOns

g ncnonb3oBaHus NHTepdencos Beoaa (BbIBOAA);
= — npasuna n npoueaypbl KOHTpOns
z NOAKIMOYEHNS MaLUMHHbIX HocuTenen
g MHdopMauunuy;
= MHCTpyKumMn no — npasuna n npoueaypsbl obecneyeHuns MocTaBwumk

OEeNCTBUSAM B AENCTBUA B HewTaTHbIX (HenpeasuaeHHbIX) | (MpounssoagnTens)
= HeLTaTHbIX CUTyaumsax, CUTyaumsx; Cucremsl,
2
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HaunmeHoBaHue

TpeboBaHue k cogepxaHnto

OTBETCTBEHHbIN

AOKyMeHTa 3a pa3paboTky
— NnaH OEeWCTBUM Ha crnyyvyanh BO3HUKHOBEHUSI | OTBETCTBEHHbLIN
HellTaTHbIX (HenpeaBUAEHHbIX) CUTYaUUK; 3a b Ha UT3C
— NOpPsSAOK U NEepuoanyYHOCTb  OByYeHus | nop KOHTponem
nepcoHana AevcTBUAM B HELUTaTHbIX CUTYaUnsXx; YnpaBneHus
— npaBuna w” npoueaypbl, NEPUOANYHOCTb (cnyx6bI)
npoBegeHuss UHgopmupoBaHmst 06  yrposax = MHOpPMaLVOHHON
BGesonacHocTM ©n oby4vyeHuss (B TOM 4ucne BesonacHocTn
npakTu4yeckne 3aHATUS) nepcoHana npasunam rosIoBHOM
aKcnnyaTaumm 3awmaemblx NMHEHOOPMALMOHHBIX KomnaHum
pecypcoB, a Takke nuy, BPEMEHHO A0MNYyLEeHHbIX
Ha TEPPUTOPUIO KOHTPONUPYEMOWN 30HbI;
— NOPSOOK onpefeneHna u HasHavyeHua nuu,
OTBETCTBEHHbIX 3a nposeaeHve
MHOPMUPOBaHUS 1 0ByYeHUs;
— npasuna n npoueaypsbl BblSiBNEHNS
WHUMAOEHTOB N pearMpoBaHUs Ha HUX;
— NOPSAOK onpedeneHns WM HasHavyeHus nuu,
OTBETCTBEHHbIX 3a BbISIBNEHWE WHUWOEHTOB W
pearnpoBaHue Ha HUX;
— npasBuna v NopagoK  AOKYMEHTUPOBaHUSA
WHUNOEHTOB;
1. ¥YnpasneHue koHurypaumen Cnctemsi:
— NOPSAOK onpedeneHns M HasHavyeHus nuu,
KOTOpbIM paspelleHbl OeACTBUA N0 BHECEHUIO
M3MEHEHNUN B  KOHUrypaumio 3sawmiaemMon
Cucrtemsi,
— NopsaokK BHECEHUs N3MEHeHUN B
KOH(purypaumio sawmwaemon Cucrtemsi;
— NOpsSAoK W npaBuna  OOKYMEHTUPOBaHWUA
N3MEHEHNN KOHUrypaumm;
— Nepuoan4HOCTb U NOPAAOK NpoBedeHus paboT MocTaBLwuk
Nno TexHM4Yeckomy obcnyxuBaHuo TexHudeckux | (MpoussoguTens)
cpeacTts n NpPOrpamMmmMHoOro obecneveHuns Cuctemsl,
KOMMOHEHTOB, 3alumiiaeMblX WUHPOPMAUNOHHLIX | OTBETCTBEHHbIV
P pecypcoB; 3a Ib Ha 3C
YKOBOACTBO
obecneyeHus . ) Mo/l KOHTPONEM
HENPEPbIBHOCTH 2. AyauTt nHgpopmaumnmoHHon 6e3onacHoCTu: YnpasneHus
— npasuna n npoueaypbl NpoBeAeHUA aHanusa (cnyx6bl)
%'_ TEeKyLlero ypoBHS 3allMLLEHHOCTM 3alumiiaemMon | MHPOPMaLNOHHON
g Cuctemsl, 6esonacHocTn
Z — npasuna n npoueaypbl NPOBEAEHNA KOHTPONSA rONoOBHOM
g TEKyLLMX napameTpoB n KOH(purypaumm KomnaHun
@ KOMMOHEHTOB 3aumuiaemon Cuctemsl,
— npasuna wn npouenypbl, NEPUOANYHOCTb
© npoBedeHnss aHanuMsa yrpo3 6e3onacHocTu
5 MHdOPMaLUKM U PUCKOB OT UX peanuaauuu;
: — MOPSiAOK onpefderneHns M HasHayeHus nud,
g OTBETCTBEHHbIX 3a MNPOBeJEeHWe aHanu3a u
= KOHTpONS;
= 3. Peructpaunsa cobbitnin 6€30nacHOCTH:
g
2 Juct
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HaunmeHoBaHue
OOKyMeHTa

TpeboBaHue k cogepxaHnto

OTBETCTBEHHbIN
3a pa3paboTky

— npaBuna u npoueaypbl peructTpauumn coobITui
©e3onacHoCTU;

— nepeyeHb cobbITMI ©e3onacHocTn B
3awmaemMon Cucteme, noanexatumx
perncTpauum n CPoKN Mx XpaHeHus;

— COCTaB W cojepxaHue WHpopmaumm o

coObITUAX 6€30NacHOCTU;

— npaBuna wn npouegypbl cbopa, 3anucn
XpaHeHus nHopMaLuum o) cobbITUSAX
6GesonacHocCTY;

— npasuna 1 npoueaypbl pearmpoBaHmsi Ha cboun
npu permcrtpauum cobbiTum 6e3onacHoCTy;

— npaBufa 1 npoueaypbl AOKYMEHTUPOBaHUSA W
3aWmThl NHdopMauun o coObITUAX
©e3onacHoCTy;

MaTpuua gocrtyna K
MHPOPMALNOHHBLIM
pecypcam

— HavMMeHoBaHWe NHAOPMALIMOHHOIO Pecypca;

— uHdopmaums 06 aBTOMaTU3NPOBAHHbIX
pabounx mecTax;
— OOMMKHOCTU  (ponivM), KOTOPbIM  paspeLueH

AOCTYN K MHpOpPMaLMOHHLIM pecypcam;
— paspeLUeHHbIN YypOBEHb goctyna K
NMHOPMaLMOHHBIM pecypcam;

OTBETCTBEHHbIN
3a b Ha TDC
nog KOHTpPonem
YnpaBneHus
(cnyx6bl)
MHopmMayoHHOMN
©e3onacHocTu
rOfTlOBHOWM
KomnaHumn

YKypHan nsameHeHumn
KOHpurypaumm

— HaummeHoBaHWe MHGOPMAaLMOHHOIO pecypca u
(vnn) Cncremsl;

— KOMMOHEHT Wu3 cocTaBa WH(OPMALNOHHOIO
pecypca un (unn) Cuctemsl;

— OTBETCTBEHHOE UL, BHECLLUEE N3MEHEHME B
KOHoMrypauuio;

— [aTa BHECEHUSA N3MEHEHNS B KOHpMrypauuio;
— onucaHue U3MeHeHus KoHUrypaumu;

OTBETCTBEHHbIN
3a Ib Ha NTDC
noa KOHTponem
YnpasneHus
(cnyx6bi)
MHOPMaLNOHHOM
©e3onacHocTun
rONoBHOW
KomnaHumn

— HavMeHoBaHve WHOPMaLMOHHOro pecypca u
(vnn) Cucrtemsl;

OTBeTCTBEHHbIN
3a Ib Ha NTTBC
nog KOHTPOnem

KypHan obHoBneHumn — KOMMOHEHT K3 cocTaBa WHMPOPMALMOHHOIO YnpaBneHus

- nporpaMmmHoOro pecypca un (unn) Cuctemsl, (cnyx6bl)
| 9
=z obecneyeHus — OTBETCTBEHHOE nmuo, BbIMOSHMBLLEE | NH(POPMALIMOHHON
g 0BHOBNEHUE; BGe3onacHocTK
< — parta obHoBMEHUs; rosI0BHOM
3 KomnaHun
- — B cooTBeTcTBMM C TpeboBaHnamu [lpaBun

KaTeropnpoBaHus 00beKTOB KPUTMYECKON
© y M
e NHGOPMAaLNOHHON NHPPACTPYKTYPbI Poccvwlcn(mf KOMUCCHS! 10
g AKT (aKTbl) depepaumn, a TakkKe MepedyHs nokasaTenen
s . | KaTeropupoBaHuio
- KaTeropupoBaHus KpUTepueB 3HAaYNMOCTU OOBLEKTOB KPUTUYECKOM
S . o~ . | obbektoB KU
o Cuctemsl MHOPMaLNOHHOM MHPPaCTPYKTypbl Poccumnckon KoMnanmm
= degepaumm M UX 3HAYEHUN, YTBEPXKOEHHBLIM

MoctaHoBneHnem lNpasutenbctea ot 08.02.2018
= Ne 127
(=)
o
[
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HaunmeHoBaHue
OOKyMeHTa

TpeboBaHue k cogepxaHnto

OTBETCTBEHHbIN
3a pa3paboTky

XKypHan obyyeHus n
NHOPMUPOBaHUS
nepcoHana

— pgata npoBegeHus obyyeHus:;
— npudMHa npoBedeHna obyyeHus (ovepegHoe
oby4yeHne, oby4vyeHne B CBSA3N C UHUMOEHTOM W

T.M.);

— KpaTkoe oOnucaHue TeMbl (nporpammbl)
obyyeHus;

— OTBETCTBEHHOE nmuo, npoBoavBLLEE
oby4eHue;

— nepeyeHb Nuu, npolleawnx obyyeHme;

OTBETCTBEHHbIN
3a Ib Ha NTDC
noa KOHTponem
YnpasneHus
(cnyx6bI)
MHOPMaLNOHHOM
©e3onacHocTu
rONoBHOW
KomnaHumn

>KypHan nHUnaeHTos,
nuKBMaauum mnx
NPUYUH N
nocnencTeumn

— [aTta BbIBNEHUa UHLUNOEHTA;
— paTa nepefayv MHdopmaumm 06 MHUUAEHTE B

nogpasgerieHve MocCOTlMKA (npun
Heobxo4MMOoCTK);
— MHJOPMaLMOHHbIE  pecypc, B  KOTOPOM

npoun3oLlen MHUMUAEHT;
nogpobHoe onnucaHne NHUNOEHTA;

— nocneacTBUsA UHUMAEHTA;

— MNPWUYMHbI UHUNOEHTA;

MeponpuaTUS MO YCTPaHEHUIO MNoCcreacTBui
MHUMOEHTA;

— MEeponpuUATUSA, HanpaBneHHbIe Ha UCKITYEHNs
BO3MOXHOCTM NOBTOPA MHUMAEHTA;

OTBETCTBEHHbIN
3a b Ha TOC
nog KOHTPOnem
YnpaBneHus
(cnyx6bl)
MHopmMayoHHOMN
©e3onacHocTu
rOfflOBHOWM
KomnaHumn

B3am. uHB. N2

KypHan ydyeTa
MaLUNHHbIX HOCUTENEN
nHopmaLunmn

— parta permcrtpauumn MalMHHOro HOCUTENS;
— TWUN MALUMHHOIO HOCUTENS;

— WOEHTUMPUKAUMOHHBIN  HOMEP
HocuTens;

— WH(OPMaALMOHHbIE  pecypc, B
NCronb3yeTcs MaLMHHBIN HOCUTENb;
— onucaHwe WHdopMaunK, XpaHswencs Ha
MaLUMHHOM HOCuTEne;

— MECTO XpaHeHUsi MalLUMHHOIO HOCUTENS;

— OTMeTKa O MNOofyYeHUn MalUMHHOTO HOCUTENS

MalUMHHOIo

KOTOPOM

JOMKHOCTHbIM nnLoMm (dbamunus, para,
noanuce);
— OTMEeTKa O caade MalUMHHOroO HocuTensa Ha
XpaHeHwue;
— OoTMeTKa 006  YHUYTOXEHMM  MALUMHHOIO
HOCUTEnNS;

— OTMeTKa 06 YHUYTOXEHUN KOHpmnaeHumanbHom
MHdOpMaLUumM C MaLMHHOIO HoCUTENS;
— MPUYNHA YHUHTOXEHUS MALUMHHOIO HOCUTENS.

OTBETCTBEHHbIN
3a b Ha TOC
nog KOHTPOnem
YnpaBneHus
(cnyx6bl)
MHopmMayoHHOMN
©e3onacHocTu
rOfflOBHOWM
KomnaHumn

Moan. n pata

MuB. Ne noan.

I'Iepequb OOKYMEHTaUuun ABnAeTCA pekoMeHayeMbIM. HanmeHoBaHme, KONMYECTBO U

cogepxaHne [OKYMEHTOB AOSMKHO ObiTb corfnacoBaHo C YnpasrneHvem no Wb ronoBHon

KomnaHun Ha aTtane BeBoga CuctemMbl B 3KCnyaTaumio.

OpFaHVI3aLI,VIOHHO-paCI'IOpFI,D,VITeJ'IbeIe OOKYMEHTHI,

pernameHTupyrowine BOMPOCHI

obecneveHnss MHOPMAUMOHHOM ©e3onacHOCTU paspabaTbiBalOTCA B COOTBETCTBUM C

nonoxxeHnamm MNonntnkn nHdopmaunoHHon 6e3onacHoCcTH, nmetowlencsa B KomnaHmn.

M3am. [Kon.yu| Nuct [Neflok

Moan.

[ata

[137.2021.01-1B.MN2
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

10.2. MNMopacucTtema 3awWmnTbl TEXHUYECKNX CPEacTB

Moacuctema 3aWwuTbl TEXHUYECKUX CPeAcTB npefHasHavyeHa [nns  3awmtbl OT
h13nN4eCcKoro HeCaHKLMOHMPOBAHHOIO A0CTYyna K 3awuwaemsim NP, a Takke Anga 3awwmTtbl OT
BHELLHMX HeraTuBHbIX Bo3gencTeBun Ha VP mogepHuaupyemon Cuctemsbl. OHa BKMOYaeT B
cebs peanusauuio cnegyowmx mep no obecneyeHnto 6esonacHocTn uHgopmauyun: 3TC.2,
3TC.3, 3TC.4, 3TC.5 un BkntovaeT B cebs:

1. YnpasneHne pgoctynoMm K usmyeckum pecypcam Cuctembl MNpou3BOgUTCS
nocpencTBOM CUCTEMbI KOHTpora 1 ynpasrneHusa goctynom (CKY[), a Takke npuMeHeHWeMm
cuctem  GesonacHoctn  MIOC, TakMx  Kak  OXpaHHO-MOXapHas  curHanusauus,
BMAeoHabnogeHne, HenocpeacTBEHHasa oxpaHa nogpasgeneHuamu Pocreapamm Poccuun.

2. Mpoknagka nuHuMin ceasu cnocodbom, 3atpygHsaowmm HC K Hum.

3. ObecneueHune 6ecnepeborHoro aneKTponuTaHng KOMMOHEHTOB
MoaepHusmpyemon CuctemMbl 1 €€ cpeaCcTB 3alnTbl HopMaLnu.

4. PasmeweHne KomMnoHeHToB CucTtemMbl MNpouM3BOAMTCA B 3anupaemblX
nomeLleHnsax, obopyaoBaHHbIX CUCTEMaMU NOAAEPXKaHUA MUKPOKNMMaTa, OXpaHHbIMU
cuctemamm n CKY[l, a Takke B wWkadax, o06opynoBaHHbIX 3anvpaembiMu ABEPSMU C
CUrHanusaumen Ha ux OTKpbITUE, a pa3mMelleHune cpenctB Busdyanmsauum ACY B mecTax,
NCKITHOYaoLLMX HECAHKLUMOHNPOBAHHOE YTEHWE AaHHbIX C UX SKPaHOB.

HenocpeacreeHHasa peanusaums aTUX Mep 3akmodaeTcss B TOM, YTO AN pusnyeckon
3aWnTbl  TEXHUYECKMX cpeacts M obopygooBaHWsA  OpraHuM3yeTcs,  oxpaHsiemas
TepputopuarnbHbIMU noapasgeneHnamu Pocreapgun KOHTponvpyemMas 30Ha, B KOTOPOW
pasBepHyTa CUCTEM KPYrioCyTOMHOro BuaeoHabnogeHus, a tTakke dyHkumoHupyroT CKY[ u
OXPaHHO-NMoXapHasa curHanuaaumsa nepumeTpa u Bcex nomeuweHnin B K3. B npeaenax aton
KOHTPONMPYEMOM 30HblI NOCTOAHHO pa3melyatotca CBT, cpeactea 3awuTbl MHpOpMaUun m
cpeacTtBa obecneveHms PyHKLMOHNPOBaHMA MoaepHU3Mpyemon Cnuctemol.

O6opynoBaHne Cuctembl pasmellaeTcs B annapaTHbIX MNOMELEeHnax oObekTa,
OCHALLEHHbIX CUCTeMaMn KOHOUUMOHMPOBaHMA W oborpeBa Bo3dyxa Ans obecneveHus
TemnepaTypHOro pexuma obopygoBaHus. [Ons pasmelleHns obopyanoBaHusa (cepBepos,
APM, MJIK n T.n.) B annapaTHbIX NOMELLEHUSIX UCMOSIb3YIOTCA NMPOEKTUPYyEeMble CepBepHbIe
WKadbl, OCHALLEHHble 3arnopHbIMW YCTPOMCTBAMW Ha OTKpbiITMe ABepen. OxpaHa wn
opraHmsaumsa pexumMa B [JaHHOM [MOMELLeHMM [OSPKHA UCKMYaTb  BO3MOXHOCTb
HEKOHTPONMMPYEMOro MPOHUKHOBEHUS UKW MpebblBaHNAs B HEM MOCTOPOHHUX L
(noTeHumanbHbIX HapywwuTtenen WB), a Takke npocMoTpa MNOCTOPOHHUMU nULaMn
BeayLmnxcs Tam pabor.

Mpoknagka nuvHMKA cBA3M BHYTpu O6bekTa ocywecTBnseTcs B TPYAHOAOCTYMHbIX

MecCTax (SCTaKaﬂ,bl, JIOTKK, 3a noaBeCHbIMX NOTOJIKaMU, MNona (bal'lbLLII'IOJ'IaMVI, B pr6e
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B3am. uHB. N2

Moan. n pata

MuB. Ne noan.

roppmpoBaHHon). ACY oObekta He uMeeT MNOOKIMKYEHUA K CeTaM CBsA3M  obuero
NnoJsib30BaHUS.

onekTpocHabxeHne OObekTa BbINOSIHEHO MO MEPBOM KaTeropum OCOOOM rpynnbl.
Nctounukn GecnepebornHoro nutaHua (MBI) obecneunBaioTr 6ecnepebonHyto paboty
moaepHuampyemon Cuctembl OObekta Ha nepuvoa  BPEMEHW, [AO0CTaTOuYHbIN  ANnd
0e3aBapuMHOrO OCTaHOBa TEXHOSIOMMYECKOro Mpouecca npu  OTCYTCTBUM  BHELLHEro
3NEKTPONUTaHKS.

OcHoBHOoe anekTponuTaHne obopynoBaHna C3W BbINOMHAETCA OT CETU NEPEMEHHOrO
Toka opHodasHbiM HanpsbkeHnem 220B, 50 [u, ¢ cobniogeHnem TpeboBaHu B 4acTu
obecnevyeHnss HaOEXHOCTU JNIEKTPOCHADXKEHNSA K INEKTPONPUEMHMKAM MNEPBON KaTEropuw.
Llenn nutaHnsa BHYTPEHHUX YCTPONCTB MOAepHU3nMpyemor CuUcTtembl M NOMEBbIX YCTPOUCTB
3almieHbl asTomaTaMmy COOTBETCTBYOLLEN MOLLHOCTM.

MuTaHne obopyaoBaHMs B HOpMaribHOM peXMme npegyCMOTPEHO OT pe3epBupyemMoro
ncTouHuka becnepebonHoro nutanusa 220B aBonHoro npeobpasoBaHnsa ¢ ABOMHbLIM 3anacom
Nno MOLWIHOCTM He MeHee 6000 BT co BCTPOEHHbIMM aKKyMyNATOPHbIMKM GaTapesmun, B
aBapurMHOM pexunme OT pe3epBHOr0 BBOAA 3NIEKTPUYECKOM CeTUM MepemMeHHOro TOoKa
(HesaBucumoro cuaepa) U pes3epBUPOBAHHBIX MCTOYHMKOB MUTAHUA C aKKyMyISATOPHbIMMA
Bbatapeamu. B cnyyam nepexona nutaHna Ha pe3epBHbI BBOA, ANs nogaepxaHna Cuctemsl
B paboyeM COCTOsiHUM MpefycMaTpuBaloTCs UCTOYHMKM BecnepebornHoro nutanusa (MBIMT)
CBT u ceTteBoro obopyaosaHusi, C BpeMeHeM pe3epBnpoBaHnsa He meHee 1 vaca.

Buoosass vH(opmaums 3sawmwiaeTcss OnTMMaribHbIM PacrnosioXeHneM MOHUTOPOB
APM, B pabounx nomelwleHusx, annapaTtHbIX M Ha WHbIX OOBEKTAX, WCKNHYaKLWUM
HEeCaHKUMOHUPOBAHHbLIN NPOCMOTP MH(OpMaLMn Yepes OKHA, ABEPU N UHbIE CTPOUTESNbHbIE
KOHCTpYKUMn obbekta. Ha okHa B obs3aTenbHOM MOpsiAKe yCTaHaBNMBAKOTCA XKanosum n
HakneuBaeTcHa creumanbHaa NnéHka, npegoTepallarolias BO3MOXHOCTb YTEYKUM BUOOBOW
WHpopmauum co cpeactB  oTobpaxeHus umHGoOpMauMm U ByMaKHbIX HOCUTENEN.
CobnogaeTtca nonuTuka «4YMCTOro Ctofnay, CYLWHOCTb KOTOPOW 3akni4yaeTcss B OTCYTCTBUM
Ha paboyeM MecTe nepcoHana [OKYMEHTOB WS MHbIX HOCUTENEW WHdoOpMauun unm mx
NpuUCyTCTBME Ha Bpemsi, Heobxogumoe [Ans  OCYLWEeCTBMEHUS  MPOM3BOACTBEHHOW
AEATENbHOCTM W NOA MNOCTOSHHBIM KOHTPOSIEM 3a HMMW OTBETCTBEHHOrO paboTHMKA.
3anpellaeTcs gepxatb OTKPbITbIMUA OBEPU BO BCE NMOMELLEHNA ¢ 0bopyaoBaHNEM, a Takke
HeCaHKUMOHNPOBAHHOE NMPOHUKHOBEHWUIO B 3TU NOMELLEHNSA NUL, HE UMEIOLLNX OTHOLLEHUS K

pYHKUMOHMPOBAHMIO U 0GecneYeHmnto AeSTENbHOCTM MoaepHM3npyeMon Cuctembl obbekTa.
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Hupextopy
Wpkyrekas I'OC
Ne Uepepna B.A.

Ha Ne

O cornmacoBaHWA MMPOEKTHOH
TOKYMEHTALUH

VeaxaeMmorit Bagum Auaronsesny!

B oTBeT Ha muceMo ot 28.09.2022 r. Ne 244-IT3CK/0922 or OO0 «IIDCK» cooburaem:

1. ITo mepBoMY BONPOCY - B COOTBETCTBHHU C TPOSKTOM MOJIEPHU3AIHH HH(HOPMAIIHOHHBIX
cucrem MI'DC, no rpeboBanmioo apxurekTypHoil rpynmsl Ou+, B cemsix ACY TII
JOJDKHBI TIpEMersTCes MexceTesble axpanbl CheckPoint ceprudmmuporannsie @CTIK.
B cootBerctBuu ¢ uupopmanuonnbiM coobuienneM O®CTIK Poccum ot 28 ampens
2016 1. N 240/24/1986 B aBTOMATHU3UPOBAHHBIX CHCTEMax  YIpaBIEHWS
TEXHOJOTHYECKUMH MM [POM3BOJACTBEHHBIMH MPOLECCAMH JIOJDKHBL TTPUMEHATCS
MEXKCEeTeBEIE SKPaHbl YPOBHSA MPOMBINLIEHHOH cetd (Tun «/1»), obopynosanue OO0
«Kon 6esonacnoctr» He umeer ceprudukara @®CTIK o coOTBeTCTBHM TPeOOBaHHAM K
MeJKCETeBbIM dKpaHaM THra «JI». Cucrema BHOPOKOHTpOIIA U3 HpoekTa «KoMiekcHas
cucrema ympasnenms ['A jns yuactus B ABPUM. Hms. Ne KCY000097931.
MogepHuzanus cucTeM BHOPDOKOHTPOIA» HE SABISETCS 3HAYHMMOH H Ha HEe HE
pacnpocTpansercs Tpebosanus Ykasa IIpesunenrta Nel66 ot 30.03.2022.
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Tun, mapka, En Macca
HanmeHoBaHue 1 TexHM4Yeckas ob6o3Ha4yeHne Kon )
Mos. lNocTaBwmkK n3me- Kon. 1len., MpumeyaHne
XapaKTepucTtunka OOKYMEHTa, npoaykunn eHUS Kr
OnpocCHOro nncTa P
Mpubopsl
YcTporncto 3awmTtbl uHopmaumn Check Point 3100 Next Generation NGFW] CP-SG3100-NGFW- .
1 Appliance SSD-CERT-RUS-LP Check Point L. 2 1,3 knactep nnun 3UM
> Moanucka Ha obHoeneHue MO Check Point Collaborative Enterprise Support CPCES-CO- Check Point o 1
Standard cpokom Ha 1 rog STANDARD A
3 Kntou aktuBaumm npogyktos Check Point yposHsi Cepebpo CPTS-SILVER-RUS Check Point LuT. 2
. . . CPMP-SG(3100)-
4 Maket cepmcpmvkaumm ©asoBbii Check Point Security Gateway R77.30, Tunbl A n R77 30-CERT4209- Check Point W, 1
L1, knacc yctponctB XS, ncrnonHenune 3100 BASE
MakeTt ceptndmkauum 6asoBbin Check Point Security Gateway R77.30, Tunbl A n CPMP-SG(3100)-
5 1, Knacc ycTponcTB XS, anga opraHusaumm knactepa (High Availability) ncnonxe- R77.30-HA- Check Point LT, 1
Hve 3100 CERT4209-BASE
6 USB-kInto4 cepTnrLMpOBaHHbIN eToken_cert_upd Check Point rog 2
7 PewweHune Kaspersky Industrial CyberSecurity (KICS): lJ<'Ia6opaTopv|f|
acnepckoro
KICS_for Nodes, Workstation, Enterprise Russian Edition 25-49 Node 3 year KLA941RAPTS I T 9
Base License
KICS for Nodes, Server, Enterprise Russian Edition 20-24 Node 3 year Base Li- K-T 4
cense
8 APM agmunuctpatopa Nb KT 1
9 APM o6HosneHus MO KT 1
10 MaTty-kopa UTP, kaTeropus 5e, 2 meTpa PC-LPM-UTP-RJ45-RJ45-C5e-2M- KT 2 0,03
LSZH-GY
11 BHelwHMI HocuTenb Ansa nepeHoca o6HosneHun MO, ABE (SSD 500 GB) OTTOPraemelnt TBEPAOTENBHBIN HAKO- KT 2 0,15
nutens SSD
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CornacoBaHo

B3am. nHB. Ne

Moan. n parta

MHB. Ne noan.
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APMor:
Jupexkmopa

[naBHo2o uHxXeHepa
Hauanbruka 03U

Cneuuanucma
Cneuuanucma
Cneuuanucma
Cneuuanucma
Cneyuanucma
Agmurucmpamopa UMb

Cepbepur:

PCt
PC2

apx 1
apx 2

APM
obHobneHug 10

obopygobarue ACY TN

akmubBroe cemeboe

cpegcmBa 3awums

CP3uA

MFA TLLY
oM Ty
HCC Ty
HCC Ty

[eres)
=
o

obopygoBaHue

UHQOPMaUUU

CornacoBaHo

B3am. nHB. Ne

Mogcucmema ynpaBaerus
uH@OpMayuoHHol BesonacHocmb

PyHKUUU nogcucmeMe:

— npuMeHeHUue Mexcemebbix
akpaHob, BnokupobaHue
HexenameibHo2o Mexcemebozo
MPAQUKG;

— pasespaHuvYeHue gocmyna
nonb3oBamesned/ycmpodcm® «k VP
B pasHbx ceaMeHmMax cemu Ha
ocHobaHuu npabun mexcemebozo
B3aumMogeticmbus;

— ceaMeHmupobaHue cemel B
coombemcmBuu ¢ nonumukoU
BesonacHocmu;

— co3gaHue usonupobaHHol cemu
gna HyXKg 3aWUWaeMbix cucmem,
BnokupoBaHue BozmoxxHocmu
yganeHHozo gocmyna u
ynpabneHus 3awuwaeMbMu
cucmemMamy;

—  6nokupobanue (uckioueHue)
nogkawvyeHud cemed
30WwuUWaeMpx cucmeM K cemsm
cbasu obwezo nonbzobaHua

(B uacmHocmu, MHmepHem);

— OmKJloYeHue
He3zagelicmbBoBaHHbix nopmob.

MogcucmeMa 3auumnu
mexHuUYeckux cpegcm®

PyHKUUU nogcucmeMbi:

— o2paXgeHue nepumMempg;

— Op=2aHU3auuUs NPOoNyckHO20
pexuma;

— OXpaHHble cucmeMb,
BugeoHabnogeHue;

— 3akpbBaemMbe nomMeuweHus,
3anupaeMble WKAPL),

— npokaagka nuHull cbasu
cnocoboM, 3ampygHsaowum HCL;
— obecneueHue becnepeboliHO20
3aNeKmponumanHus KoMnoHeHmob
3aWuwaemMpx cucmem u
cpegcmb® 3awumb UHPOPMAUUU.

Mogcucmema cemeboli
BesonacHocmb

PyHKUUU nogcucmeMs:

— npuMeHeHue Mexcemebbix
akpaHoB, BnokupobaHue
HexenamenbHo2omexcemebozo
MpaQuUKG;

— pasespaHuveHue gocmyna
nonb3oBamened/ycmpotcmbd k WP
B pasHbix ceaMeHmMax cemu Ha
ocHobaHuu npabun mexcemebozo
B3aumMogeticmbus;

— ceaMmeHmupobaHue cemel B
coombemcmBuu ¢ noaumukol
BesonacHocmu;

— co3gaHue usonupobBaHHoU cemu
gia HyKg 3awuuaeMbx cucmewm;

— bBnokupobaHue BoamoxHoCMuU
yganeHHozo gocmyna u ynpabneHus
3qwuwaemMpMu cucmemamy;

—  BrokupoBaHue (uckioueHue)
nogkfoyeHull  cemel 3awuuaemsl
cucmeMm k cemam cbasu obweeo
nonb3obaHus (6 yacmHocmu,
MumepHem);

— omkJiloueHue HesagelcmBoBaHHgx
uHmep@etcod (nopmoBb);

— KoHmpofib nogkfiloyeHus CMeHHb[x
Hocumenell UHPOPMAUUU.

MogcucmeMa ynpabBaerus
y4emeHbMU 3anucamu

PyHKUUU nogcucmeMb:

— ugeHmu@ukauus u npobepka
nogiauHHocmu cybvekmob gocmyna
npu Bxoge & OC no
UgeHMUPUKAMopy U NnapoJio;

— pasepaHuyeHue npab gocmyna
U KOHMpoab gocmyna cybbekmob
K 3awuwaempomM VP Ha ypoBHe OC,

— Hacmpolka BecmpoeHHbix
MeXaHU3MoB aymeHmu@ukauuu Ha
KOMNOHEHMAx 3auuuaembox
cucmenw;

— O2paHUYeHuUe HeygauHbix
nonbiMokK aymeHmMu@uKauuy;

— Bnokupobka ceaHca no
ucmeyeHutlo BpeMeHu, a makke
BpyuHylo agMuHUCMPAMoOpoMm
u(unu) nonbzoBamenem;

— ugeHmuoukauyusa cepbepob u
APM no nozu4yeckuM UMEHaM;

— ugeHmuoeukauus (@uabmpauus)
no MAC—agpecam Ha nopmax
akmubBHozo cemeBoeo
obopygobaHus;

— pasepaHuyeHue npab gocmyna
K CMEHHBbM Hocumenam
UH@OpMauuu Ha ocHobe cepuliHbix
HoMmepoB® (npu Hanuuuu
mexHuyeckol Bo3MoxHocmU).

DyHKUUU nogcucmembi:

lNogcucmeMa pezucmpauuu
cobomull besonacHocmu

MOHUMOPUH2 cobbmutl

BesonacHocmy;

pesucmpauus cobomul

BesonacHocmy;

cbop cmamucmuyeckux
gaHHbX, @opMupobaHue

xypHano®, omuemo® ¢ pasHbiM

ypoBHeM gemanusauuy;

onobeweHue omBemcmBeHHbIX
nuu o cobomusax BesonacHocmu.

Mogcucmema aHmuBupycHoli
3awumbi

PyHKUUU nogcucmeMbi:

— awmubBupycHoe MO (ycmaHoBka
Ha cepbBepo u APM);

— obHoBneHue aHmubupycHozo
NO (BupycHbix cuzHamyp u
CKAHUpylWUx Mogyned);

—  3awuma APM u cepbepoB
(nomokobas u nepuoguueckas
npobepka Ha Hanuuue BupycoB);

— @opmupobaHue omuemob o
nonbiMKax 3apaXkeHus.

[logcucmeMa ueHMpau30BaHHOZ0)
ynpaBaeHus cpegcmbamu
30WUMB U KOHMpos

3aujuweHHocmu

PyHKUUU nogcucmeMbi:

— KoHmMposb nopmo®
BBoga/BobBogg;

— KOHMPOJb NOgKIOYeHUS
MAWUHHBbX Hocumerneu;

— @opmupobaHue nacnopma [10
(uHBermapusauus cucmem);

— KOHMPOJb uenocmHocmu
@atnod u nanok Ha APM u
cepbepax

—  baokupobka APM no cobomusam
BesonacHocmyu;

— ueHmpanusobaHHoe ynpabneHue
MexcemeBuMu aKpaHamy;

— peaesupobaHue Ha cobbimus
BesonacHocmu nymem
Bo3zgeticmBua Ha cpegcmba
3aWumb UHPOPMAUUU gas
BrokupoBaHus yespos;

— KOHMPOJb uenocmHocmu
NPO2pAMMHbBIX KOMNOHeHmMoBb
cpegcmb® 3awumb UHPOPMAUUU.
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